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1. MACITIOPT PABOYEM IMPOT'PAMMBI TPO®ECCHUOHAJBHOI'O MOJYJISA
Okcmyaranus 00beKTOB ceTeBOM HHPPACTPYKTYPHI

1.1. Ob6aacTh NpUMEHEeHHsI POTrPaMMBbI

Pabouass mporpamma mpodeccuoHampbHOoro Moaynst (nmanee mporpamma I[IM) - sBIsSeTCS 4YacThiO
MPOrpaMMbl MOJATOTOBKH CIELMAIMCTOB cpenHero 3BeHa B cooTBerctBuu ¢ ®PI'OC CIIO mo
cnenuanabHocT 09.02.06 CeteBoe U CHCTEMHOE aIMUHUCTPUPOBAHHUE.

B YaCTHU OCBOEHHUS OCHOBHOTO Bua nestenbHocTH (BJI):

B/I 3 Dkcrutyaraiusi 00beKTOB CeTeBONH MHPPACTPYKTYPHI.

Y COOTBETCTBYIOIIUX €My NpOodeCCHOHATbHBIX KOMIIETEHIINN:

[IK 3.1 YcranaBnuBath, HacTpamBaTh, JKCIUyaTHUPOBaTh U  OOCIY)XHBaTh TEXHHUYECKHE U
[IPOrpaMMHO-aIIapaTHbIE CPEACTBA KOMITbIOTEPHBIX CETEH.

I1K 3.2 IIpoBoauTh npoduiakTHUecKue padoThl Ha 00BEKTaX CETEBON MHPPACTPYKTYpPHI M pabodmMx
CTaHIIMSIX.

1K 3.3 YcranaBnuBarh, HACTPaUBaTh, SKCIUTYaTHPOBATH M OOCITY)KUBATh CETEBbIC KOH(PHUTypAIIHH.

IIK 3.4 YuacTtBOBaTh B pa3pabOTKe CXEMbI MMOCIEaBAPUIHOTO BOCCTAHOBIEHHUS PabOTOCIIOCOOHOCTH
KOMITBIOTEPHON CETH, BBIIIOJHATH BOCCTAHOBJIEHHUE U PE3EPBHOE KOMMUPOBaHUE NH(OPMALIUH.

[IK 3.5 OpranuzoBbIBaTh HMHBEHTAPU3AIUI0 TEXHUYECKUX CPEJICTB CETeBOW HHEOPACTPYKTYPHI,
OCYILIECTBIISATH KOHTPOJIb 000PYAOBAaHHUS [IOCIIE €T0 PEMOHTA.

[IK 3.6 BemmonHsATs 3aMeHy pacXOJHBIX MaTepUaJoB M MEJIKUH peMOHT mepudepuitHoro
00OpyIOBaHUs, ONpEACATh ycTapeBliee OOOpyIOBaHME | MPOrPAaMMHBIE CpPEICTBa CETEBOM

UH(PACTPYKTYPHI.

1.2. Hesan u 3aga4u MOAYJIA — TPEOOBAHUS K Pe3y/JIbTaTaM O0CBOCHHS MOAYJIS

B pesynbrate ocBoeHUS MPOPECCHOHATHHOTO MOTYJISL CTYICHT JTOJDKEH:

HMeTh NPAKTHYECKUH OMNbIT:

- 00CITyKUBaHMS CETEBOW MHPPACTPYKTYPHI, BOCCTAHOBJIECHUSI PAaOOTOCTIOCOOHOCTH CETH TOcie cOos;

- yJaNeHHOM  aJMUHUCTPUPOBAHMS W  BOCCTAHOBJIECHHUA  pPabOTOCIOCOOHOCTH  CETeBOMU
UH(QPaACTPYKTYPHI;

- TMOJIePKKE TONB30BaTeNel CeTH, HACTPOUKE ammapaTHOTO M MPOTPAMMHOI0 00eCIIeYeHHs CEeTeBOU
MH(PACTPYKTYPBHI.

yMeTh:

- BBITIOJTHATH MOHUTOPHHT M aHAJIHW3 pa0OTHI JIOKATHHOW CETH C MOMOIIBI0 TIPOrpaMMHO-AIaPaTHBIX
CPEICTB;

- OCYIIECTBIIATH TUATHOCTHKY U TTIOMCK HEHCIIPABHOCTEH BCEX KOMITOHEHTOB CETH;

- BBITIOJIHATH ACHCTBHS 110 YCTPAHEHUIO HEUCIIPABHOCTEMN

3HATh:

- ApXUTEKTYPY ¥ QYHKIIMH CUCTEM YIIPABIICHUS CETSIMU, CTAHAAPTHI CUCTEM YIIPABIICHUS;

- cpeJicTBa MOHUTOPHHTA M aHAJIN3a JIOKAJTLHBIX CETEH;

- METOJIbl YCTPAHEHUsI HEUCIIPABHOCTEH B TEXHUYECKHUX CPEJICTBAX.

1.3. Kosim4ecTBO 4aCOB HA OCBOEHME MPOrPaMMbl NPOPecCHOHAIBLHOT0 MOAYJIS:
Bcero (yueOHoOM Harpy3ku oOydaromierocs) — 591 gac,

B TOM YHUCIIE:

yueOHOI Harpy3Ku 00yJaromerocst BO B3aUMOACHCTBIY ¢ mipenonaBaTeneM 220 gacos,
npakTU4Yeckoi moArotoBku 438 yacos;

y4eOHOW U TTPOU3BOACTBEHHOM NpakTuku — 180 9acos;

caMOCTOSITeNIbHON yueOHoi paboThl oOyuatomierocs — 23 Jaca.

MPOMEXyTOUHAs arrectanus 12 yacos



2. PE3YJIBTATBI OCBOEHUA TPO®ECCHOHAJBHOI'O MOAYJIA

PesynpraroMm  OCBOGHHS  TpOrpaMMbl  MPOPECCHOHATHHOIO  MOIYJS  SIBJISACTCS  OBJQJICHUC
00y4aroIUMUCS BUAOM AESITEIbHOCTH DKCIUTyaTalusl 00bEKTOB CETEBOM HHPPACTPYKTYPHI,
B ToM uucie npodeccuonanbubiMu (I1K) u o6mmmvu (OK) koMneTeHIusMu:

Kon HanMeHoBanne koMneTeHui

K 3.1 YcranaBnMBaTh, HACTPAUBATh, SKCIUTYaTUPOBATh M OOCITY)KUBATh TEXHUYECKHUE U
IPOrpaMMHO-aINapaTHbIE CPEACTBA KOMIIBIOTEPHBIX CETEM.

[IK 3.2 [TpoBoauTh MpodmnakTudeckne padoThl Ha 0OBEKTaX CETEBON MH(PPACTPYKTYPHI U
paboyux CTaHIHUSX.

IIK 3.3. | YcranaBiuBarh, HaCTpauBaTh, IKCILUIyaTUPOBAaTh U 0OCIYKUBATh CETEBbIE
KOH(pHrypammm.

I[IK 3.4. | YyacTBOBaTh B pa3pabOTKE CXEMbI ITOCICABAPUITHOTO BOCCTAHOBIICHHS

paboTOCIIOCOOHOCTH KOMITBIOTEPHOM CETH, BHITIOJIHITH BOCCTAHOBJICHHUE U PE3EPBHOC
KOMUPOBaHWE NHPOPMAITHH.

IIK 3.5. | Opranu3oBbIBaTh MHBEHTAPU3AIUIO TEXHUYECKUX CPEJICTB CETEBOM MH(PACTPYKTYPHI,
OCYIIIECTBIISATH KOHTPOJIb 000PYAOBAHHUS [1OCIIE €T0 PEMOHTA.
[IK 3.6. | BoImomHATE 3aMeHy pacXOJHbIX MAaTEPHUATIOB U MEIKUN PEMOHT nepudepuitHoro

000py10BaHus, ONPEAEIATh ycTapeBlliee 000py10BaHUE U POrPpaMMHbIE CPECTBA
CeTeBOI HH(PPACTPYKTYPHI.

OK 01 Bribupath ciocoOsI penenus 3a1ad npo(ecCHOHANTBHON NesITeIbHOCTH,
IPHUMEHUTEIBHO K PAa3JIMYHBIM KOHTEKCTAM

OK 02 OcymiecTBIATh OUCK, aHATN3 U HHTEPIPETAIHI0 HHPOpMALUU, HeOOXOAUMOM ISt
BBINOJIHEHUS 3a]1a4 TPO(PECCHOHATILHON 1€ATEIbHOCTH

OK 03 [InanupoBaTh U peann30BbIBaTh COOCTBEHHOE MPOPECCHOHATBHOE U JINYHOCTHOE
pa3BUTHE

OK 04 PaGoTath B KOJIJIEKTHBE U KOMaHAe, 3PPEKTUBHO B3aUMOACHCTBOBATh C KOJIIEIaMH,
PYKOBOJCTBOM, KIIMEHTAMH.

OK 05 OcCymiecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHUKAIMIO Ha TOCYAaPCTBEHHOM S3bIKE
C Y4E€TOM OCOOEHHOCTEH COIMAIBHOIO M KYJIBTYPHOIO KOHTEKCTA.

OK 09 Hcnonb30BaTh MHPOPMAITMOHHBIE TEXHOJIOTHH B IPO(PECCHOHATBHOMN NeATETbHOCTH.

OK 10 [Tonp3oBaThest MpoQeccuoHaNbHOM JOKYMEHTalMe Ha rocy1apCTBEHHOM U

HHOCTPAaHHOM A3BIKC




3. CTPYKTYPA U COAEP KXAHUE IMTPOPECCUOHAJIBHOI'O MOAYJIA
3.1. TemaTnueckuii JIaH NpogecCHOHATBHOT0 MOAYJIA

O0BeM BpeMeHH, OTBECHHBIN Ha OCBOSHUE MEXIUCITUTLTHHAPHOTO
Kypca (KypcoB), 4ac

[IpakTuka (mpakTHUecKas
MTOATOTOBKA), Jac
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OK 01-05, OK 09-10, | Pa3gex 1. Dxcruryaranusi 0ObeKTOB 157 | 136 40 94 94 15
K 3.1-3.6 CETEeBOI MHPPACTPYKTYPHI
OK 01-05, OK 09-10, | Pa3aex 2. be3zomacHocThb 98 84 62 20 20 8
IIK 3.1 -3.6 KOMITBIOTEPHBIX CeTel
OK 01-05, OK 09-10, | YuebOHas npakTHKa 108 108
K 3.1-3.6
OK 01-05, OK 09-10, | IlpousBoacTBeHHAs MpaKTUKa (IO 72 72
K 3.1 - 3.6 POQUITIO CIICIUATBHOCTH)
OK 01-05, OK 09-10 | [IpousBoAcTBeHHAs IPAKTHKA 144 144
K 1.1-1.5 (mpenurIoMHasn)
[K 2.1-2.4
MK 3.1-3.6
IIpoMexyTouHas aTTecTanus 12
Bcero: 591 | 220 | 102 | | 114 | 114 | 23 | 108 72 144




3.2. Conep:xanue 00yuyeHnus no npodeccuoHaabuomy moaysaio (IIM)

HaunMeHoBaHue pa3jeioB U TeM

Npo(ecCHOHAIBLHOI0 MOAY IS Coxaepixanue, 1a0opaTopHble padoThI U NPAKTHYECKHE 3aHATHS, CAMOCTOATEIbHASA YUeOHast O0vem | YpoBeHb
(ITM), MesKTUCUMTIMHAPHBIX pa6oTa oGyuarommxcs, KypcoBasi padora (mpoekr) (ecji mpeaycMOTpPeHbI) 4acoB | OCBOEHUSA
xypcos (MJIK)
Paznen 1. 157
JKcnayaTanusa 00beKTOB ceTeBOi
HH(PACTPYKTYPHI
M/JK.02.01. 136
IkcmiayaTauus 00beKTOB CeTeBOM
HH(PACTPYKTYPHI
Tema 1.1 DxcmryaTanus Conepixanue 40
TeXHMYECKHX CPeICTB CeTeBOM 1 ODu3nuecKre aceKThl dKCIUTyaTani. Pu3nuecKkoe BMENIaTeNbCTBO B MHYPACTPYKTYpPY CETH. 22 1
HHPPACTPYKTYPHI 2 AKTHBHOE M TIACCUBHOE CETeBOE 00OpyIOBaHWE: KaOelbHbIE KaHANbl, Kabesb, MaT4-MaHesH,
PO3ETKH.
3 ITonoca nponyckaHusl, Hapa3sUTHAs Harpy3Ka.
4 Pacmupsiemocts cetn. MacmtabupyemocTts cetu. Jlo6aBieHNE OTAEIBHBIX SIEMEHTOB CETH
(monp30BaTesei, KOMIBIOTEPOB, IPHIIOKEHUH, CITyk0).
5 HapamnBaHue AJMHBI CETMEHTOB CETH; 3aMEHa CYLIECTBYIOLICH anmnaparyphl.
6 YBenuueHne KOJIM4eCTBa y3JI0B CETH; YBEJIMUEHHE IPOTHKEHHOCTH CBSA3EH MEXILy 00BEKTaMu
CeTH.
7 [Tonoca nmponyckaHusi, Tapa3uTHAsl HArpy3Ka.
8 Pacmmpsiemocts cetu. Maciitabupyemocts cetu. JloOaBieHUE OTIEIBHBIX JJIEMEHTOB CETH
(monp30BaTesei, KOMIBIOTEPOB, MIPHIIOKEHUH, CITyk0).
9 TexHuueckas U poekTHast JoKyMeHTauus. [laciopT TeXHHYEeCKHUX yCTPOMCTB.
10 | dusnyeckas kapra Bcel CETH; JOTHUYeCcKas TOMOJIOTHS KOMITBIOTEPHON CETH.
11 | Knaccudukanus periaMeHTOB TEXHUYECKAX OCMOTPOB, TEXHUYECKHUE OCMOTPBI 00BbEKTOB
CeTeBOI MHPPACTPYKTYPHI.
12 | Ilporokon SNMP, ero xapakTepucTuky, hopmar cooOIIeH!i, Ha00p YCIYT.
13 | 3agaum ynpaBlieHHs: aHATIM3 TPOU3BOIUTEIHHOCTH M HAJIE)KHOCTH CETH.
14 | OGopynoBaHue [Jis AMArHOCTUKU U cepTHdUKaIMU KabebHbIX cucTeM. CeTeBble MOHUTOPHI,
npuOopbl 111 cepTudUKAIK KaOETIbHBIX CHCTEM, KaOeIbHbIE CKAHEPHI U TECTEPHI.
15 | Ilporokon SNMP, ero xapakTepucTuky, hopmar cooOueHni, Habop yCIyrT.
IpakTnyeckne 3aHATHS 18
1 | [IpakTuueckas padora Ne 1 (IIpakTuueckasi moaroroBka) OKoHIIOBKA KaOes BUTAs mapa. 2

3a;[em<a Kabes BUTast rapa B pO3CTKY. KpOCCHpOBaHI/Ie W MOHTAQX IIaT4Y-ITaHCJIU B




KOMMYTAaIlMOHHEIN mKad, Ha CTEHY.

[IpakTuueckas padora Ne 2 (IIpakTuueckasi moaroroBka) TectupoBanue kabens. [loanepixka
M0JIL30BaTEIEH CETH.

[IpakTidaeckas padora Ne 3 (IIpakTuueckasi MOAr0TOBKA) DKCIDTyaTaIlHs TEXHHYECKUX CPEICTB
ceTeBor HHPPACTPYKTYPHI (IPUHTEPHI, KOMIBIOTEPHI, CEPBEPHI)

[Ipaktuueckas padora Ne 4 (IlpakTuyeckasi HOAroToBKa) BrinojgHeHne MOHUTOPUHTA M aHATTU3a
paboThl JOKANBHOM CETH C MOMOIIBIO IPOTPAMMHBIX CPEJICTB.

5

[IpakTiuaeckas padora Ne 5 (IIpakTuueckasi HOAroTOBKa) 3aa4n yIIPaBICHUS: aHATIN3
MTPOM3BOANTEIHFHOCTH M HA/IKHOCTH CETH

Tema 1.2. Ixcruryatanus cucTeM
IP-Tenedonun

Conepxanue

94

1

Hacrpoiika H.323. Onucanne H.323 u obmme pexomenaannn. OyHKIIMOHATHHBIE KOMITOHEHTHI
H.323.YcranoBka u nojuepxka coenunenus H.323. CoeauHenuns 6€3 U ¢ UCIOJIb30BaHUEM
GateKeeper. Coequnaenus ¢ ucnonb30BaHneM Heckoibknx GateKeeper. MHOTOMOIb30BaTENLCKUE
koH(pepernun. ObecnieueHne 0TKa30yCTOMIHBOCTH.

Hacrpoiika SIP. Onucanne u oomue pekomeHaanuu. Texaonorus SIP u cBs3aHHbIE ¢ HEl
crannaptbl. OyHkiroHabHBIC KOMIIOHEHTHI SIP. Coobmienus SIP. Anpecanus SIP. Monenb
YCTaHOBJICHHs coeirHeHHs. [IannpoBanne 0TKa30yCTONYMBOCTH.

YcTaHoBKa M MHCTAJUIALIMS IPOIPAaMMHOTO KOMMYTaTopa. MoHTaxHble npouenypsl. [Ipouenypst
WHCTAUISIMA. Y IPaBJICHUE allllapaTHBIMU CPEICTBAMHU M TOPTaMu. [IpOTOKOIIBI yIIpaBIeHUs
MGCP, H.248. Coznanue aHasoroBeix ab0HEHTOB. BHYyTpHCTaHIIMOHHAS MAPIIPYTHU3AITHSL.

VYnpasieHue nporpaMMHbBIM KOMMYTaTopoM. Mapipytuzanuus. ['pynmnel coe AMHUTENbHBIX TUHUH.
[onxmouenue crannwmii ¢ TDM (abonentckuit noctyn TDM). Curnamuzanus SIP, SIP-T, H.323 u
SIGTRAN. IP

-a0oHeHTHl. ['pynmbl aboHeHTOB. JlOMONHUTEIbHBIE A00HEHTCKUE YCIYTH.

5

Opranun3zanust skciutyataiuu cucteM [P-tenedonnn. Texauueckoe 006caykuBaHUE, TNIAHOBBIN
TEKYLIHH PEMOHT, IUIAHOBbIM KallUTAJIbHBIA PEMOHT, BHEIJIAHOBBIA PEMOHT.

18

HpaKaneCKne 3AHATHUA

76

1 [TpakTrueckas padora Ne 1 (IlpakTuueckasi moaroroBka) Hacrpoiika u ycrpaneHue
HEMoIaIoK ciryk061 DNS

2 [Tpaxtrueckas padora Ne 2 (IlpakTuyeckas noaroroska) [lognepxka ADDS

3 [Tpaxtrueckas padora Ne 3 (IlpakTuyeckasi MOATOTOBKA) YIIpaBiIeHUE MOIH30BATEIIFCKUMHA U
CITY)KEOHBIMH YICTHBIMHU 3aITHCSIMH

4 [Ipaktuueckass pabora Ne 4 (IlpakTuueckasi MOAroToBka) BHenpenune uHQpacTpyKTypbl
['pynmoBBIX TOJTUTHK

5 [Ipaktrueckas pabora Ne 5 (IIpakTudeckasi MOATOTOBKA) YIIPABJICHHE IOIH30BATEIHCKAM

pabouum cTonoM yepe3 I 'pynnoByio MOJIUTHKY




6 [Mpaktuueckass padora Ne 6 (IIpakTHyeckas MOArOTOBKA) YCTaHOBKA W HACTpPOHKa pOJU
Cepaep CeTeBoii ITOJMTHKH

7 [TpakTrueckas padbora Ne 7 (IlpakTuyeckass moaroroBka) [lpumMeHeHue 3amuThl JOCTYyIMa K

ceTu
8 [MpakTnueckass pabora Ne 8 (IlpakTmyeckas MOArOTOBKAa) BHeApeHHE TEXHOJIOTHH
DirectAccess ¢ TOMOIIBIO MacTepa HaYaIbHOW HACTPOUKH
9 [Ipaktnueckas pabora Ne 9 (IIpakTHdyeckasi MOATOTOBKA) Pa3BepThiBaHWE pacIIUPEHHON

uHPpacTpyKTyphsl DirectAccess

10 | IlpakTtuueckas pabora Ne 10 (ITpakTuyeckasi moaroropka) Buenpenue VPN

11 | [paxrtudaeckas padora Ne 11 (IlpakTuueckas noaroroska) Baenpeane Web Application Proxy

12 | [Ipaktuaeckas pabota Ne 12 (IlpakTuuyeckas moaroroBka) Hacrtpoiika KBor m daitmoBoro
skpanupoBanus B FSRM

13 | Ilpaktuueckas padora Ne 13 (ITpakTuyeckasi mnoaroropka) [Ipumenenne DFS

14 | Ilpaktnueckass pabdora Ne 14 (Ilpaktmyeckasi moaroroBka) Hacrpoiika mmdpoBaHus u
PACIIMPEHHOT0 ayIUTa

15 | [Ipaktuueckas pabdora Ne 15 (IIpakTmyeckasi moaroropka) lcnonb3oBaHue CITyKOBI
pasBepteiBanust Windows mutst pazepteiBanus WindowsServer 2012

16 | [Ipaktuueckas paGora Ne 16 (IIpakTHueckass TOATOTOBKAa) BHenpeHue ynpamieHUs
OOHOBJICHUSIMU

17 | Ilpaktuueckas pabora Ne 17 (Ilpaktnyeckasi noaroroska) Monutopuar WindowsServer 2012

KoncyabTamms 2
CamocTosiTeibHast padoTa 15
TemaTHka cCaMOCTOSATEILHO padoTHI:

1 Cucremarndeckas npopab0OTKa KOHCIIEKTOB 3aHATHIA, y4eOHOH U CrieinaabHON TEXHUYIECKOH INTepaTyphlI.

2 KoHcmekTHpoBaHHE TEKCTa, padoTa CO CIIOBapsSAMU W CIPABOYHWKAMHY, O3HAKOMJICHHE C HOPMATHBHBIMH JOKYMEHTAMH, Y4eOHO-
HCCIIeI0BaTENIbCKas paboTa MpU CaMOM LIUPOKOM HCIOIb30BaHuK VHTepHeTa u Apyrux IT-TexHonoru.

3 IlpoektHbie Gopmbl pabOTHI, TOATOTOBKA COOOIICHWH K BBICTYIUICHHIO Ha CEMHUHApax W KOH(EPEHIUSIX; MOATOTOBKAa pedeparos,
JTOKJIJIOB.

4 TlomroroBka K Ja0OpaTOPHBIM W TPAKTHYECKAM pabOoTaM ¢ MCIHOJB30BAHMEM METOJAMYECKUX PEKOMEHIAIUNA TIperoaBaTes,
odopmiieHHEe 1a00PATOPHO-TTPAKTHUECKUX PadOT, OTUETOB U MOArOTOBKA K MX 3alllUTE.
IIpome:xxkyrounas arrecranus no M/IK.03.01 B ¢popme KOMILIEKCHOT0 3K3aMeHAa 6
Pasnen 2. besonacHocTh 98
KOMIIBIOTEPHBIX ceTeil
MJIK.03.02. be3onacHocTh 84
KOMIIBIOTEPHBIX ceTeil
Tema 2.1. be3onacHocTh Conep:xanue 84




KOMIIBIOTEPHBIX ceTeil

®dyHnaMeHTaIbHBIC PUHITMITEI 0€30IIaCHOM ceTH
CoBpeMeHHbIEe yTPO3bI CeTeBOi Oe3onmacHOCTH. Bupychl, 4epBu 1 TposHCKHE KOHH. MeTo bl
aTax.

2 bezonacHocts CeteBbix ycrpoiictB OSI
BesonacHslii noctym K ycTpolicTBaM. Ha3zHaueHne aqMUHUCTPaTUBHBIX posieil. MOHUTOPUHT U
yhpaBJeHne ycTporicTBamMu. Vcrons3oBanue (pyHKINS aBTOMAaTH3UPOBAHHON HACTPOUKH
0e30macHOCTH.

3 ABTopu3anus, ayTeHTH(UKaus 1 ydeT goctyna (AAA)
CpoiictBa AAA. JlokanpHas AAA ayrentudukanus. Server-based AAA

4 Peanmzarnus TexHonoruii Opanamayspa
ACL. Texnonorus 6pannmayspa. Konrekctasrit kouTpons qocrymna (CBAC). Homutnku
OpaHzMay’pa OCHOBaHHBIC Ha 30HaX.

5 Peanu3zanyst TeXHOIOTHIA IPEIOTBPAILCHHST BTOPKEHHUS
IPS Texnonoruu. IPS curnarypsl. Peanuzanus IPS. IlpoBepka u MonuTopuHr IPS

6 be3onacHocTh TOKaJIBHOM CeTH
ObecneueHre 6€30MaCHOCTH MOJIB30BATENLCKUX KOMITBIOTEpOB. CooOpaskeHHs 110 0€30IMacHOCTH
BTOporo ypoBHs (Layer-2). Kordurypamus 6e3omacHoctr BToporo ypoBHs. be3omacHocTs
OecrpoBoHBIX ceTeil, VoIP u SAN

7 Kpunrorpaduieckue cucteMbt
Kpunrorpaduieckue cepBuchl. bazoBas 11e10CTHOCTh 1 ayTeHTUYHOCTh. KOH(pUIEHIIMAaTBHOCTS.
Kpunrorpadus OTKpHITHIX KIIOUEH.

8 Peanmuzaimg rexgonoruit VPN
VPN. GRE VPN. KomnonenTs! u ¢pynkunonuposanue IPSec VPN. Peanusanus Site-to-site
IPSec VPN c ucnons3zoBanuem CLI. Peanuzanus Site-to-site [PSec VPN ¢ ucnosnbp3oBaHreM
CCP. Peanusamnus Remote-access VPN

9 VYnpasneHnue 6e30MacHOM CEThIO
[TpuHIKIIBEI 0€30MTaCHOCTH CETEBOTO JM3aiiHa. bezomacHas apxuTekTypa. YpasjicHue
npoleccamMu U 0e30macHocTb. TecTupoBaHUe ceTH Ha ya3BUMOCTH. HenpepbiBHOCTS OM3Heca,
TUTaHUPOBAHUE BOCCTAHOBJICHUS aBaAPUUHBIX CUTyalMi. JKU3HEHHBIH UKII CETH U
TUTaHUpOoBaHue. Pa3paboTka pernaMeHTOB KOMIAHUH W TOJUTHK 0€30MaCHOCTH.

10 | Cisco ASA

Beenenue B AgantuBHoe yctpoicTBo OezomacHocTH ASA. Kondurypanus daupsona Ha 6aze
ASA c ucnonbzoBanueM rpapuueckoro unreppeiica ASDM. Kondurypanus VPN Ha Oaze ASA
C MCIONIb30BaHUeEM Tpaduueckoro uHTepdeiica ASDM.

62




11

3amuTa KOMIIBIOTEPOB MPEAIPUATHS OT BPEJOHOCHBIX IIPOrpaMM U NMOTEPh TaHHBIX

0630p System Center 2012 Endpoint Protection. Hactpoiika Endpoint Protection Client Settings
1 MOHMTOpHHTa cocrostHus. Miconb3osarme Windows Intune Endpoint Protection. 3ammra
kiuentckux OC ¢ momoripio System Center 2012 Data Protection Manager. Hactpoiika u
pa3BepteiBanue nonutuk EndpointProtection. Hactpoiika napameTpoB KIMeHTa VISl TOICPKKH
Endpoint Protection. MOHHTOPHHT 3aIIUTH KOHEYHBIX Touek. HacTpoiika 1 mpoBepKa 3alIuThI
JTAHHBIX KJINECHTA

12

MOHUTOPUHT TPOU3BOAUTENFHOCTH U pab0TOCIOCOOHOCTH HHPPACTPYKTYPHI KireHTCKHX OC

[Tpon3BOAUTENBHOCT M PA0OTOCTIOCOOHOCTh HHPPACTPYKTYpHI KineHTckux OC. MOHUTOPHHT
WHPPACTPYKTYPhI BUPTYAIbHBIX KIMEeHTOB. HacTpoiika Operations Manager it MOHUTOPHHTA
BUPTYaAJIbHBIX CPEN.

IIpakTHyecKkue 3aHATHS 20

1 [IpaxTrueckas padora Ne 1 (Ilpaktuyeckass moaroroBka) OIeHKa U onpeielieHre TapaMeTpoB
pa3BepTHIBAHUS

2 [paktuueckas padora Ne 2 (IIpakTuyeckasi moaroroBka) [lnanuposanue crparernu
ynpasnenust o0pazamu. Co3zanue U 00cTy)KHBaHUE STAJIOHHOTO 00pasza

3 [TpakTrueckas padora Ne 3 (IlpakTuueckas moaAroroBka) Hacrpoiika 6e3omacHocTr
KITMEHTCKUX CHCTEM

4 IMpaktrueckas padora Ne 4 (IIpakTuyeckasi moAroroBka) Hactpoiika u ynpasnerne Windows
Deployment Services ITnanuposanue cpenst Windows Deployment Services

5 [IpakTrueckas padora Ne 5 (IlpakTuueckasi moaroroBka) [logroroska cpenbl mis
pa3BepTHIBAHUS OMIEPANIMOHHON CHCTEMBI

6 [pakTrueckas padora Ne 6 (IlpakTuueckass moaroroska) lMcnons3opanne MDT u
Configuration Manager ms moarorosku Zero-Touch Installation

7 IIpaktuueckas padora Ne 7 (IlpakTnyeckasi mnoAroroska) Ilnanuposanue u peanuzanus
nHppacTpykTrypbl Remote Desktop Services. Pacmmpenue nocryna k MaTepHeT mis
uHppacTpykTypsl RDS

8 [pakTuueckas padora Ne 8 (IlpakTuyeckass MOAroTOBKa) MOHUTOPUHT IIPOU3BOIUTEIILHOCTH
u paboTtociocobHocTr nHGpacTpykTyphl kaueHntckux OC Hactpoiika

KouncyabsTanus 2
CamocrosiTeibHast padoTa 8
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TemaTnka caMOCTOATEILHOI PadoThI:

1 Cucremarndeckas mpopaboTKa KOHCIIEKTOB 3aHATHH, YIeOHOHN 1 CrielMaTbHONH TEXHUYECKOH TNTepaTyphl.

2 KoHcnekTupoBaHHe TekcTa, paboTa €O CIOBAPSIMH W CIPABOYHHKAMH, O3HAKOMIICHHE C HOPMATHUBHBIMH JOKYMEHTaMHU, Y4eOHO-
UCCIIeIOBAaTENbCKas paboTa IPU CaMOM IIUPOKOM HUCTIONb30BaHuK VHTepHeTa u Apyrux IT-TexHonorui.

3 IlpoektHbie GopMBI PabOTHI, MOATOTOBKA COOOIICHUH K BBICTYIUICHHIO Ha CEMUHApax W KOH(EPEHIUSAX; MOATOTOBKAa pedeparos,

JIOKJIAIOB.

4 TloarotoBka K 1a0OpAaTOPHBIM M MPAKTHYECKAM paboTaM C HCIONB30BAaHUEM METONMYECKHX PEKOMEHIAWH IpenoaBaTes,
odopmIIeHHE TA00PATOPHO-TTPAKTHUECKUX PabOT, OTUETOB M MOJATOTOBKA K MX 3aIllUTE.

IIpomexxyTounas arrecranusi mo M/1K.03.02 B ¢opMe KOMIIEKCHOT0 IK3aMeHAa 6
Y4eOHasn MpaKTHKA 108
Bun pa6otsr 1 Conepxanne 18
Hacrpolika npas nocryna. 1 HacTpoiika npaB gocTymna.

2 OdopmiieHHE TEXHUYECKOM JOKYMEHTAIUH, TPaBuia 0QOPMIICHHUS IOKYMEHTOB.
Bun padotsr 2 Conepxanue 18
Hacrpoiika annapatsoro u 1 HacTpoiika anmapaTHOTO W IPOrpaMMHOT0 00eCTIeueHHs CeTH
IPOrPaMMHOI0 0OECTIeUeHHsI CETH 2 Hacrpoiika ceTeBoi KapThl, UMsl KOMIBIOTEpa, pabodas Tpymia, BBEACHHE KOMIbIOTepa B domain
Buna pa6orsi 3 Conep:xanue 18
IIporpammHasl IMarHOCTHKA [IporpamMmHas TUarHOCTUKA HEUCIIPABHOCTEU
HEUCIPABHOCTEH
Bun pa6otnl 4 Coaepxanne 18
ArnmaparHasi JUarHOCTHKA AmnmapaTtHasi AHarHOCTHKa HEHCIIPaBHOCTEM
HEUCIPABHOCTEN
Bupn pa6otsr 5 Copepxanne 18
TTouck HeucnpaBHOCTEN 1 [Touck HEUCIPaBHOCTEHW TEXHUIECKUX CPEIACTB
TEXHUICCKUX CPENCTB 2 BrinonHeHHe IEHCTBUH 10 YCTPaHEHUIO HEUCTIPABHOCTEH
Bun paGotsl 6 Copepxanne 18
Hcnonbs3oBaHue akTUBHOIO, 1 YcTpaneHne napa3uTHPYIONIEi HATPy3KU B CETH
TIACCHBHOTO 000PY/I0BAHHS CETH 2 IloctpoeHue (pu3MIeCcKOi KapThl JOKAIBHOH CeTH
IIpousBoacTBeHHasi NPAKTUKA (110 NPO(PHII0 ClIeHHATBHOCTH) 72
Bun pa6orsr 1 Copepxanne 6
YcTraHoBKa Ha cepBepsl U paboune 1 YcraHoBka Ha cepBepbl ONEPaLlMOHHBIE CUCTEMBI U HE00X0IMMOE TSI pabOThl IPOTPAMMHOE
CTaHIIMU: OTIEPAIIIOHHBIE CHCTEMBI U | 00ECIIEUCHIE
Heo0xoaumoe [uis paboThl 2 YcTaHoOBKa Ha paboune CTaHIMH ONIEPAITHOHHBIE CUCTEMBI U HEOOXOIUMOE IS paboThI
nporpaMMHoe obecrieueHune mporpaMMHoe obecrieueHne
Buasb padotsr 2 Copnepxanne 6

OcymiecTBieHne

1 OcymuiecTBiieHNEe KOHPUTYPUPOBaHHS IPOTPAMMHOT0 00ecrieueH s Ha cepBepax
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KOH(UTYPUPOBAHUS POTPAMMHOTO
obecrieueHuns Ha CepBepax u
pabouYnX CTaHIIHAX

2 OcyIIIeCTBJ'ICHI/Ie KOHq)I/IprI/IpOBaHI/IH IMporpaMMHOI0O obecrieueHus Ha pa60q1/1x CTaHIUAX

Buasi padort 3

IMoxnepxkka B paboTOCTIOCOOHOM
COCTOSIHUM MTPOTPAMMHOE
obecrieueHne CEpBEPOB U pabOINX
CTaHIUI

Conep:xanue

1 Honnepmca B pa6OTOCHOCO6HOM COCTOSAHHUHU TPOrpaMMHOC obOecreueHne CCPBCPOB

2 IMoaneprxka B pabOTOCIIOCOOHOM COCTOSIHUY MPOTpaMMHOE oOecrieueHre pabounx CTaHIIMH

Buawbl pador 4

Perucrpanus nons3oBareneit
JIOKaJIbHOM CETU U IIOYTOBOTO
cepBepa, Ha3HaYeHHE
UACHTH(HUKATOPOB U Maposen

Conep:xanue

1 Peructparus monp30BaTeneil JOKaJIbHON CETH U TIOYTOBOTO CEpBepa, Ha3HAYCHHE NACHTU(OUKATOPOB

2 Peructpanus noyib30BaTeNei JOKAIbHON CETH U MOYTOBOT'O CEPBEPA, HA3HAUCHUE Tapoeil

Buawbi pador 5

YcraHoBKa 1pas J0CTyIa U
KOHTPOJIb UCIIOJIb30BaHUA CETCBBIX
pecypcoB

Conep:kanue

1 YcraHoBka mpas JocTyna

2 KoHTpOIh UCTIOIB30BaAHUS CETEBLIX PECYPCOB

Buawbi pador 6

ObecnieueHre CBOEBPEMEHHOTO
KOIUPOBaHUS, APXUBUPOBAHUS U
pe3epBHUPOBAHUSI JAHHBIX

Conep:xkanue

ObecnieueHre CBOEBPEMEHHOTO KOMTMPOBAHUSI, apXHUBUPOBAHHS U PE3CPBUPOBAHHUS TaHHBIX

Bunasbi pador 7

[IpuHsiTHE MEp O BOCCTAHOBIICHUIO
paboTOCIIOCOOHOCTH JIOKAITLHOU
CeTH IpU cOOSX MIIH BBIXOJIE U3
CTpPOS CETEBOTO 000PYOBAHUS

Conep:xanue

[IpunsiTHE MEp MO BOCCTAHOBJICHUIO pa0OTOCTIOCOOHOCTH JIOKATBHON CETH MPH COOSIX MITH BBIXOJE U3
CTpOS CETEBOro 000PYAOBAHUS

Buasbi pador 8

BrisBienue ommoOoK 1mobp3oBaTeneit
U TIPOTPaMMHOTO 00eCTIeYeHUs U
MMPUHATHUEC MEP IO UX YCTPAaHCHUIO

Conep:xanue

BrsiBrienue ommboK mosabp30BaTeneil 1 NporpaMMHOr0 00eCIIeYeHUs U IPUHSITHE MEp I10 UX
YCTPaHEHHIO

Buawbi pador 9

Conep:xanue
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OGecrieueHue CeTeBOM
Oe3omacHOCTH (3aIIUATY OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA K
uHPOPMAIUH, TPOCMOTPA UITH
W3MCHEHUS CUCTEMHBIX (DaiiJioB U
JTAaHHBIX) 0€30TaCHOCTD
MEXKCETEBOTO B3aMMOJICHCTBUS

Ob6ecneueHne 6e30MacHOCTH MEKCETEBOT0 B3aUMOJCHUCTBUSA

Buabi pador 10 Conep:xanue 8
OcyiecTBIeHUE AaHTUBUPYCHON 1 OcyuiecTBiI€HNE aHTUBUPYCHON 3alUTHI JIOKAIbHOM BBIYHCIUTEIBHON CETH, CEPBEPOB
3aIUThI JIOKATBHOM 2 OcyuiecTBIeHHE aHTUBUPYCHOM 3allUThI PA0OYNX CTAaHLIUI
BBIYHCJIMTCIIBHOU CETU, CEPBEPOB U
pabo4mx CTaHIUH
Bunsi pador 11 Conepxanne 6
JoKyMEHTHPOBaHHE BCEX JIOKyMeHTHpOBaHHE BCEX TPOU3BEACHHBIX JEHCTBUH
IMPOU3BCACHHBIX NCUCTBUHA
IIpousBoacTBeHHas! NPAKTHKA (TPeAUTIIOMHAs) 144
Bun pa6ot 1 Conepxanne 48
BrmmosnHeHue pabor 1o 1 YcranoBka Ha cepBepe paboueii CTaHIIMK: ONEPAMOHHON CUCTEMBI i HEOOXOIUMOTO JIJIst
IIPOEKTHPOBAHUIO CETEBO palboThI MPOrPaMMHOI0 0OecreyeHusl.
UHPPACTPYKTYPbI 2 [Tonneprxka B pabOTOCTIOCOOHOM COCTOSTHIH ITPOTPAaMMHOTO 0OecTieueH sl cepBepa u
pabodeii cTaHITUH.
3 Perucrparus monp30BaTenei TOKaIbHOW CETH M MOYTOBOTO CepBepa, Ha3HAYCHNE
UACHTU(DUKATOPA U MTAPOJIEH.
4 O0ecnieyeHre CBOEBPEMEHHOT0 KOMMMPOBAHMS, apXUBUPOBAHUS M PE3EPBUPOBAHUS TAHHBIX.
5 [IpunsTHE MEP MO BOCCTAHOBJIEHHUIO pAaOOTOCTIOCOOHOCTH JIOKAJILHOM CeTH IpU cO0AX UIIN
BBIXOJIE M3 CTPOsI CETEBOr0 000pyioBaHMA. BrisgBeHNe omnOOK moab30BaTenel u
IIPOrpaMMHOT0 OOecreueHusl U MPUHSATHE MEpP MO0 UX YCTPAHEHUIO.
6 Ob6ecnieuenue ceTeBoi 6€30MAaCHOCTH (3aIIUTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA K
nH(pOpMalLY, TPOCMOTpPA UM U3MEHEHHSI CHCTEMHBIX (hailyIoB U JaHHBIX), 0€30M1aCHOCTh
MEXKCETEBOI'0 B3aMMOJIEHCTBUSI.
7 Ocy1iecTBiI€HHE aHTUBUPYCHOM 3aIlIUThI JJOKAIbHO-BBIYUCIUTEIBHON CETH, CEPBEPOB U
pabouux CTaHLUH.
Bupn pator 2 Copepxanne 48

Opranuszamnus ceTeBoro
aIMUHUCTPUPOBAHUA

1 YcranoBka Ha cepBepbl M pabodne CTAHIIMH: OTEPAIMOHHON CUCTEMBI U HEOOXOMMOTO JIJIst
paboThI MPOTPAMMHOTO OOECTIeUeHUSI.
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2 Ioanepxka B pabOTOCIIOCOOHOM COCTOSIHUHM MPOrPaMMHOE 00eCIIeYeHUE CEPBEPOB U
paboYmX CTaHIIHIA.

3 Peructpanus nonp30BaTeneil JJOKAJILHON CETH U MOYTOBOTO CEpBEpa, Ha3HAYaeT
UACHTU(DUKATOPHI M TAPOJIH.

4 ObecrieueHue CBOCBPEMCHHOI'O KOIIMPOBAHUS, ApXUBHUPOBAHUA U PE3CPBUPOBAHUA JaHHBIX.

5 [IpunsTHE MEp 1O BOCCTAHOBJICHHUIO paOOTOCIIOCOOHOCTH JIOKAILHOM CETH MpHU COOAX UITU
BBIXOJIC U3 CTPOSI CETEBOTO 000pyI0BaHMs. BrisBlieHHEe OMMOOK MOJIb30BaTENEH U
MIPOrpaMMHOT0 OOecrieueHus: U MPUHSATHE MEP M0 UX YCTPAHEHUIO.

6 Obecrnieuenue ceTeBoi 0€30MACHOCTH (3AIIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K
uHopMalKHY, IPOCMOTPA WIM U3MEHEHUS CUCTEMHBIX (aliIoB U JTaHHBIX ), 0€3011aCHOCTh
ME)KCETEBOI0 B3aUMOJCHCTBHSI.

Bun pator 3
OKCIUTyaTanus 00 beKTOB CeTeBOt

MHQPaCTPyKTypsI

Conep:xanue

1 YcranoBka Ha cepBepe u paboueil CTaHIIUU: OTIEPAIIHOHHON CUCTEMbI U HEOOXOIUMOTO IS
paboThI TPOrPAMMHOTO O0ECTICUCHUS

2 Ocy1iecTBieHHE KOH(PUTYpUPOBaHUS TPOrPaMMHOTO 0OecTieueHHs Ha cepBepax U pabounx
CTaHIUAX

3 [Monneprxkka B pabOTOCIIOCOOHOM COCTOSTHHH ITPOTPAMMHOTO 00ECIICUEHHS CEPBEPOB U
pabounx CTaHIUH

4 Perucrpanus nojab30BarTesiei IOKaJIbHOW CETH U MIOYTOBOTO CepBEpa, Ha3HAYCHHE
UJeHTH(QUKATOpa U Maposei

5 YcraHnoBka IpaB JOCTyla U KOHTPOJIb UCITOJIb30BAHUS CECTCBBIX PECYPCOB.

6 OCYH.IGCTBJ'ICHI/IC CBOCBPCMCHHOT'O KOIMUPOBAHUS, apXUBUPOBAHUA U PE3CPBUPOBAHU
JaHHBIX

7 ITpuHsATHE MEp MO BOCCTAHOBIIEHHIO pab0OTOCIIOCOOHOCTH JIOKAJILHOM CETH MPH cOOSX UITH
BBIXOJIE U3 CTPOSI CETEBOr0 000pyI0oBaHUs. BrisiBlieHrEe OIMOOK MoIb30BaTeeil u
IPOrPaMMHOI0 00ecneueHus! U NPUHATHE MEP N0 UX YCTPAHEHUIO.

8 BrisBieHue omnO0K MOoIb30BaTeNel U IPOrpaMMHOT0 00€CTIeYeHHsI U MIPUHITHE MEp 110 UX
YCTPaHEHHIO

9 [IpoBeneHne MOHUTOPUHTIA CETH, pa3pabaTbIBaHUE TPEUI0KEHHUN 110 PA3BUTHIO
UHPPACTPYKTYPHI CETH.

10 OGecrnieuenue ceTeBoii 6€30MACHOCTH (3aIMTa OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA K
nH(pOpMaLIUY, TPOCMOTPA WU U3MEHEHHS] CHCTEMHBIX (DaiiIoB U JaHHBIX ), 0€30M1aCHOCTh
MEKCETEBOI'0 B3aMOICHCTBUS

48

14




11 OcyiiecTBiaeHre aHTUBUPYCHOM 3alIUTHI JIOKAJTbHO-BBIYUCIUTEIBHONU CETH, CEPBEPOB U
paboYmX CTaHIIHIA.

12 JIoKyMEHTUPOBAHHE BCEX MPOU3BEACHHBIX ACHCTBUI

IIpomexxyTounas arrecranus mo IIM.03

12

Bcero

591

Jlj1g XapaKTepUCTHKU YPOBHSI OCBOCHHSI y4eOHOT0 MaTepHalia UCIOIb3YIOTCS ClIeyolne 0003HAUCHHUS

1 — o3HaKOMUTENNBbHBIH (Y3HaBaHUE PaHEe N3YUYCHHBIX 00BEKTOB, CBOMCTB);

2 — penpoAyKTUBHBIN (BBIIIOJIHEHUE AEITEIFHOCTH 10 00pa3ily, MHCTPYKLUU WIH M0/ PYKOBOJCTBOM);

3 — MPOAYKTUBHBIN (TUTAHUPOBAHKUE U CAMOCTOSTEIILHOE BBITTOJIHEHUE JICITEIILHOCTH, PEIICHHE TPOOJIEMHBIX 33/1a4).
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4. YCJIOBUs PEAJIM3AIIMUA ITPOT'PAMMBI
MNPO®ECCUOHAJIBHOI'O MOLYJIA

4.1 MarepuaibHO-TEXHHYECKOE oDecnedeHune
Peanuzanus nporpaMmbl MOAYJS MpeanojaraeT Haiuu4ue yueOHOM sabopaTopuy HpOrpaMMHO-
anmapaTHoOM 3allHThl 0OBEKTOB CETEBOH UHPPACTPYKTYPHI..
Texuunueckue cpecTBa 00YYEHHU: IEPCOHANBHBIH KOMIIBIOTEP, MY/ILTHMEIMHHBIA TPOEKTOP.
O6opynosanue naboparopun 1 paboumx Mect 1abopaTopuu:

- paboune MecTa, 000pyI0BaHHbBIE IEPCOHAIBHBIM KOMIIBIOTEPOM, 110 KOJIMYECTBY 00YHAIOLIMXCS;

- pabouee MecTo mpernoaBarens; :

- KOMIUIEKT Y4e0OHO-METO/IM4YECKOH JIOKYMEHTAIUHU;

- pa3gaToOYHBIN MaTepHuall.

4.2, UudopmauuonHoe odecnievyeHne peajiu3alnu nporpaMmsi
Ilepevyenb Menoab3yeMbIX YueOHbIX H3/IaHHIl, HHTEPHET- pecypcoB, J0NOIHUTEIbHO
JIMTEPATypbl

OCHOBHBIE HCTOYHHUKH

|

Haszapos, A. B. Dkcnyaranus oObeKTOB ceTeBOW HMH(pacTpykTypsl : y4ebuuk / A. B.
Hazapos,A. H. Earansrues, B. I1. MensHukoB. — Mockga : KYPC : MHOPA-M, 2022. — 360 c.
— (Cpennee npodeccuonansHoe obpazosanme). — Texer : anekrponHwii. — URL: https:/
znanium.com/catalog/product/1860128 (nata obparenus: 11.05.2023). — Pesxxum pocrymna: 1o
MOJIITUCKE.

bapanosa, E. K. OcHoBbl uH(poOpMaTHKH ¥ 3aIIMTEl HHpopMalmu: yaeOHoe nocobue / E. K.
bapanosa — Mocksa : HHUI] MHOPA-M, 2019. — 183 c¢. — (Bsiciiee obOpaszoBaHue:
bakanaspuar). — Tekcrt : anexrponnbii. — URL: https://znanium.com/catalog/product/959916
(nara obpamenus: 06.05.2023). — Pexxum nocTtymna: mo nojImmcke.

bapanosa, E. K. Madopmarmonnas 6e3onacHocTs H 3amuTta uHGopmalmu : yuedHoe nocobue
/ E. K. bapanosa, A. B. babami. — 4-e u3j., nepepad. u jgor. — Mocksa : PUOP : MTHOPA-M,
2022. — 336 c. — (Boiciiee oOpasoBanme). — Tekct : snektpoHHbid. — URL: https:/
znanium.com/ catalog/product/1861657 (nara obpamenus: 11.05.2023). — Pexum goctyna: mo
MOJITTHCKE.

,I[OI'IO.TIHHTGI[]:HBIC HCTOYHHKH:

1

bupwokos, A. A. Mudopmannonsas 6e30nacHOCTh: 3allluTa U Hananaenue / A. A. BUPIOKOB. —
2-e u3n., nepepad. u non. — Mockga : JIMK [pece, 2019. — 434 c. — Teker : 2/EKTPOHHBIH. —
URL: https://znanium.com/catalog/product/1028060 (nata obpauenus: 06.05.2023). — Pexum
JIOCTyHa: 1Mo MOITHCKE.

Huxonaes, JI. b. Texnuueckue cpencrea u  MeToAbl obecrieyeHust 0Oe30macHOCTH
uHpopmanuu: Yuebuoe nocobue / JI. b Huxonaes, A. Il. MaprteiHos, B. H. ®omuenko. —
Capos : ®I'VII "POALI-BHUUDD", 2019. — 394 c.: — Teker : anexrponnsii. — URL:
https://znanium.com/catalog/ product/950994 (nara obpamenus: 06.05.2023). — Pexum
JIOCTyMa: 1Mo HOJIUCKE.

benoye, A. H. Kubepopyxue u kubepbesonacHocTb. O CIOKHBIX Belllax MPOCTHIMU CIOBAMHU :
moHorpadust / A. U. benoyc, B. A. Cononyxa. — Mocksa ; Bonorpga : Undpa-Unkenepus,
2020. — 692 c. — Texer : anexrponnsiid. — URL: https://znanium.com/ catalog/ product/1167736
(mara obpamenus: 06.05.2023). — Pexum noctyna: no nosmmcke.

4.3 O0mue TpeOOBAHUA K OPraHu3anuu o6pa3oBaTe/bLHOIO Mpouecca

Peanuzanus pabouei nporpaMMsl pelycMaTpuBaeT BO3MOKHOCTE HCIIOJIb30BAHUSI Pa3IMUHbIX

06pa305a'renbﬂux TEXHOJIIOrHUH, B TOM YUCHIE JIUCTAHIIMOHHOIO 06}"—!8111’151.

Ilpn peanusanuu paboyeil mnporpammbl Juli oOydaromMxcs MHBAJIMAOB H  JIMI €
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OTPaHUYEHHBIMH BO3MOXKHOCTSIMH  3/I0pPOBBSl IIPEIyCMOTPEHO HH(OpMAIMOHHOE o0ecreyeHne
oOyueHus1, BKIIOYAloIIee MPeI0CTaBIeHnEe YYeOHbIX MaTePHAIOB B pa3IMYHbIX (opMax.

B pamkax ocBoeHus pabGouell MporpamMMmbl OCYILECTBIISIETCS NPAKTUYECKas IOATOTOBKA
o0yJaronmxcs.

[IpakTuyeckas MOATOTOBKAa — (opMa OpraHu3aliu O00pa30BaTEIbHON JESITEIBHOCTH TNPH
OCBOEHUHU 00pa30BaTENbHON MPOrpamMMbl B YCIOBHUSX BBINOJHEHUS OOYYaIOIIMMUCS OMPEIesIEHHBIX
BUJIOB Pa0OT, CBA3aHHBIX C Oyaylied NpoQecCHOHANBHON NEATETBbHOCTHIO M HANpaBJICHHBIX Ha
(dbopMupoBaHUe, 3aKpEIJICHUE, PA3BUTHE MPAKTUYECKUX HABBIKOB M KOMITETECHIUH.

[IpakTUueckast MOJrOTOBKA OCYIIECTBISETCS B KOJUISIKE U B cieayroleit crpykrype CI'Y:
- VHUT CI'Y umenn H.I'. YepHsliieBckoro,
a TaKKe Ha MPUBEJICHHBIX HIDKE MPEINPHUITHIX U B OPraHU3AIUSIX:
—AO «HIIIT «KoHTakKT;
—AO «KBIIA»;
—AO «CA3»;
—AO «HIIIT «Anmasy;
—AO «TpaHCIIOpPTHOE MAITMHOCTPOEHUEY;
—ITAO «C33 umenu Cepro OpKOHUKHUI3EY;
—000 «C3I1O0-35My;
—000 «McTouHHK;
—000 «Pobept bomur CapatoBy;
—000 «HII® «BeiMmen»;
—-000 «I'eodpusmarny;
—000 «KAPCAP»;
-000 «bom [Taysp Tymn3z»;
—AO «CapatoBckuil noaurpapuueckuii KoOMOUHaTY;
—00O0 DHrenbcckoe MPUOOPOCTPOUTETHHOE 00BeAHEHNE «CUTHAIDY;
—AO DHrenbcckoe ONBITHO-KOHCTPYKTOpCKoe 0ropo «Curnam» uMm. A.M. I'myxapesa;
—3A0 «CIII'DC»;
—00O0 3aBoa «CaparoBrazaBTOMaTHKaY;,
—AO «Kb «2nexrpornpubdop»;
—CapatoBckoe otnenenue OOO BHenpeHueckas pupma «JTHA»;
-000 «MHTEPKAPAY.

4.4 KaapoBoe obecneueHue 00pa3oBaTeIbHOI0 Mpouecca

TpeboBanust K KBanu(UKAIMK TEIaroTHYECKUX KaJIpoB, O0OECIEeYUBAIONINX OOYYEHHE I10
MCKIUCHUIIIIMHAPHBIM KypCaM:

HAJIMYUE BBICIIETO MPO(EeCCHOHATFHOTO 00pa30BaHMsI, COOTBETCTBYIOIIETO MPOQUII0 MOy
«OcyIIecTBICHUE HMHTETpallid  TporpaMMHBIX  Moxayiei» 09.02.06 CereBoe © CHCTEMHOE
aJIMMHHUCTPUPOBAHUE

TpeboBanusi kK KBalu(pUKAMKU TEIArOTHYECKUX KaJpOB, OCYIIECTBISIOIIUX PYKOBOJCTBO
MPAKTUKOM: HaJaWuue BBICHIETO MPO(ecCHOHATBHOTO 00pa3oBaHUs, COOTBETCTBYIOIIETO MPO(UITIO
MOJYJISI  BBITIOJTHEHHE YCTAHOBKH, TOJICPKKHA PAOOTOCTIOCOOHOCTH CHCTEMBI, OOeCTIeUeHUs
0€30MacHOCTH ¥ AHTUBHUPYCHOM 3alUTHI JIOKAJTHHOW BBIYMCIUTEIBHOW CETH, CEPBEPOB U pabOUMX
CTaHIIMI
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5. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHUA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

PesyabTaTsl
(ocBoeHHBbIE PO eccHoOHAIbHbIE U
o01IMe KOMINeTeHI )

OcHOBHbBIE MOKA3aTeJIH OLCHKHU pe3yJibTaTa

IIK 3.1 YcranaBnuBaTh, HaCTpauBaTh,
OKCIUTYaTUPOBATh M OOCITY>KUBATh
TEXHUYECKUE U TPOTPaAMMHO-
anmapaTHbIe CpeCTBa
KOMITBIOTEPHBIX CETEH.

OK 01. Beibupats criocoObI pemeHus
3a/1a4 MpoQeCcCHOHAILHON
NESITeIbHOCTH, TPUMEHHUTEIBHO K
Pa3InYHBIM KOHTCKCTAM.

OK 09. Ucnione3oBars
WH(OPMAIMOHHBIC TEXHOJIOTUU B
po(hecCUOHATILHON e TENbHOCTH.

— 00CITy)KMBaHUS CETEBOI MHPPACTPYKTYPHI,
BOCCTAHOBJICHHUS pa00TOCIIOCOOHOCTH CETH TTOCIE
c0os;

— BBINOJHATH MOHUTOPHHT U aHAIN3 PabOTHI
JIOKAJIIEHON CETH € TIOMOIIBIO IIPOTPaMMHO-
alnmaparHbIX CPEICTB,

— OCYILIECTBIIATH IUArHOCTHKY U TIOUCK
HEHCIPAaBHOCTEH BCEX KOMIIOHEHTOB CETH;

— BBIOOp U IPUMEHEHUE METOJIOB U CIIOCOOOB
penieHus npopecCHOHATBHBIX 33/1a4 B 00J1aCTH
pa3paboTKy MPOrpPaMMHOTO 00CCIICUCHHS IS
KOMITBIOTEPHBIX CHCTEM;

— oneHKa 3 (HEKTHBHOCTU M Ka4eCTBA BBIMTOJTHCHHUS
npodeccuoHaNbHBIX 3aJa4 B 00JacTu pa3paboTKu
IPOrPaMMHOTO 00ECTICUEHHS JJIs1 KOMITBIOTEPHBIX
CHCTEM.

I1IK 3.2 IIpoBoauTh
npoduIaKkTUYecKrue paboThl Ha
00BeKTax ceTeBOi HHPPACTPYKTYPhI
U pabouyuX CTAHIUSX.

OK 03. [TmaaupoBath
peaan30BbIBaTh COOCTBEHHOE
po(hecCHOHATIBHOE U JTMYHOCTHOE
pa3BuTHE.

OK 02. OcymiecTBIATh MOUCK, AaHATTU3
U MHTEpIpeTalno nHhopManuu,
HEeOOXOIMMOH 71 BEIITOIHEHHUS 3a1a4
npodhecCuOHANBHOM NeSTeNbHOCTH.

— TOAJEPXKKE MOJIb30BaTelNell CeTH, HaCTPOHKe
anmnapaTHOTO U IPOrpaMMHOI0 00ecrieueH sl CeTeBON
UH(pPaACTPYKTYpBHI;

— BBINOJHATD JEWCTBUS 110 YCTPAHEHUIO
HEUCIPAaBHOCTEM;

— 00OCHOBaHHBIN aHAIN3 TEKYIIEH CUTYyallly;

— apryMEeHTUPOBaHHBIN MOAOOp CPEeNCTB AJs
pelLIeHHs HeCTaHJapTHON NMpodecCHOHATBHOM
CUTYalluu;

— TIOHMMAaHUE U NPUHATHE OTBETCTBEHHOCTH 32
IPeJI0KEHHBIE pelIeHUs] 000CHOBAaHHOCTh
MIOCTaHOBKH LI€JIH, BBIOOPA U IPUMEHEHHUS METOJIOB U
croco0oB peleHust MpohecCUOHABHBIX 3a/1a4;

— ompeJeseHue U BbIOOp crocoba - MoucK
HeoOxoumoi nHdopmanuu 11 3¢pHEKTUBHOTO
BBINOJIHEHUS TPO(ECCHOHANIBHBIX 3a/1a4,
po(hecCuOHANBHOTO U JMYHOCTHOTO PAa3BUTHS;

— MCIMOJIb30BAaHUE PA3IMYHBIX HCTOUYHUKOB, BKIIHOYAsI
ANIEKTPOHHBIE U151 3()()EKTUBHOTO BHIITOJHEHHS
npodeccuoHaNbHBIX 3a7a4, IPOpECCHOHATBHOTO U
JMYHOCTHOTO Pa3BUTHUS;

I1K 3.3 YcranaBnuBaTh, HaCTpauBaTh,
HKCIUTYaTUPOBATh U 0OCITY>KUBATh
ceTeBble KOH(UTypaIiu

OK 05. OcymiecTBasTh YCTHYIO U
MUCHMEHHYI0 KOMMYHHUKAITHIO Ha
TOCYAapCTBEHHOM SI3BIKE C YIE€TOM
0COOEHHOCTEH COLMATBHOTO U

— OCYILECTBJIATh HACTPOUKY alnapaTHOro U
MIPOrpaMMHOTO 00€CTICUeHHUS CETH;

— TOYHOE BBINOJIHEHHE OTIAIKU PaOOTHI CETH;

— BBITIOJHATH ACHCTBHS 110 YCTPAHEHUIO
HEHCIIPaBHOCTEN

— pab6orta c I[IK u opopmieHue pe3ynbTaToB paboThI ¢
ncnons3oBanueM UKT;

— pa3paboTKa MPOEKTHON U TEXHUYECKOU
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KYJIbTYPHOTO KOHTEKCTA.

JIOKYMEHTAITUH TI0 TPOrPaMMHOMY 00ECIICUCHHUIO C
UCIIOJIb30BaHNEM TPaUIECKUX SI3BIKOB
crienuuKanmii;

1K 3.4 YdacTBOBaTh B pa3padoTKe
CXEMBI TI0CJICaBaAPHITHOTO
BOCCTAHOBJICHHSI paOOTOCIIOCOOHOCTH
KOMITHFOTEPHOH CETH, BBIIIOJHATH
BOCCTAHOBJICHUE U PE3EPBHOC
KOMHMPOBaHUE HH(DOPMAIIH.

I1K 3.6 BeinoyiHATh 3aMEHy
PAaCcXOHBIX MAaTEPHATIOB U MEJIKUN
pPEMOHT niepudepuitHoro
000pyI0BaHUs, OIIPEAEIATD
ycrapesiiee 000pyJ10BaHHE U
IIPOTrPaMMHBIE CPEJCTBA CETEBOU

UH(PaCTPyKTYPBHI.

OK 04. PabGoTaTh B KOJUICKTUBE U
KoMaH1ie, 3 (HEKTUBHO
B3aUMO/ICHCTBOBATh C KOJIJICTAMH,
PYKOBOJICTBOM, KIIMEHTAMHU.

— BBINOJIHEHUE BOCCTAHOBJIEHUS U PE3EPBHOTO
KOMUPOBaHUE NHPOPMAITUH.

— BBIIIOJIHEHUE 3aMEHbI PACXOJIHBIX MaTEpUAJIOB U
MEJIKUHA PEMOHT NepudepuitHoro 000pyA0BaHus;

— OmpezesieHHe yCcTapeBIIero 000py10BaHuUs U
MPOTPAMMHBIX CPEJICTB CETEBOM HHPPACTPYKTYPHI;

— IposBICHHME UHTEpeca K Oyayluel npodeccuu;

— apryMEHTUPOBAHHOCTbH U MOJHOTA OOBSCHEHHUS
CYILIHOCTHU U COLMAIbHON 3HAYMMOCTH OyayIIen
npodeccumu;

— aKTHBHOCTb M MHUIIMATUBHOCTH B IPOIIECCE
OCBOEHUS TPO(ECCHOHATIBHOM 1€ TENbHOCTH;

— HaJMYHe MOJIOKUTEIbHBIX OT3BIBOB I10 UTOTaM
yueOHOI paKTHKH;

— Yy4acTHe B CTYJIEHYECKUX KOH(DEPEHIMSIX,
KOHKYpPCax, MPE3eHTAUAX, OJMMITNA/IaX U BBICTABKaX
TE€XHUYECKOI'0 TBOPUYECTBA.

— B3aMMOJCUCTBHUE C 00yYAIOIIUMUCH,
IpernojaBaTe/siMU U MacTepamMu B X0/1e 00yueHus Ha
OCHOBE HOPM JI€JI0BOT'0 OOLICHUS;

— TMPOSIBIEHHE TOTOBHOCTU K 0OMEHY UH(OpMaLny;
— MpOSIBJICHHE YBAKECHUS K MHEHHUIO U TIO3UIUH
YJICHOB KOJUIEKTHBA

1K 3.5 OpranuzoBsiBaTh
WHBEHTapU3alMI0 TEXHUUYECKHUX
CPEJICTB CETEBON MH(PACTPYKTYPHI,
OCYILIECTBIISATH KOHTPOJIb
000pyI0BaHUS MOCIIE €r0 PEMOHTA.

OK.05 OcytiecTBisTh YCTHYIO U
MUCHbMEHHYI0 KOMMYHUKAITUIO HA
rOCYapCTBEHHOM SI3BIKE C YIETOM
0COOEHHOCTEH COIMAIIBHOTO U
KYJBTYPHOTO KOHTEKCTA.

OK.10 ITomp30oBaThCs
poQeCCHOHAIBHON JOKYMEHTAIHEH
Ha TOCYJapCTBEHHOM M MHOCTPAHHOM
SI3BIKAX.

— OpraHM3anys UHBEHTAPHU3AINN TEXHHYECKIX
CPEJICTB CETEBOW MH(MPACTPYKTYPHI;

— OCYIIECTBJIECHHUE KOHTPOJISI 000py10BaHU MOCTE
ero peMOHTA;

— BIIQJICHUE MEXaHW3MOM IJIAHUPOBAHUS H
OpraHu3aly cCOOCTBEHHON 00pa30BaTeIbHOM
JeSITebHOCTH;

— OBITh TOTOBBIM K ITOCTOSTHHOMY TTOBBIIIICHHIO
po¢eCCHOHATBHOIO MacTePCTBA, IPUOOPETEHUIO
HOBBIX 3HAHUII;

— OpraHu3aLus CAMOCTOSITEIIbHBIX 3aHATHH MpH
U3y4eHHUH MPO(HECCHOHATTLHOTO MOYIIS;

— TUTAHWPOBAHUE MOBBIIICHUS IMIHOCTHOTO U
KBAJTM(UKAIIMOHHOTO YPOBHS, YUaCTHE B BBICTABKaX
TEXHUYECKOTO TBOpYECTBA

— TIPOSIBIICHHE MHTEpeca K MHHOBAIMSIM B 001aCTH
PO eCCUOHATBHON JeATETHHOCTH;

— BbIOOp ONTUMANIBHBIX TEXHOJIOTHII B
npodeCCHOHATBLHOM 1eATENbHOCTH, HEOOXOAUMBIX JUIS
pemeHus MpoeCCHOHATBFHBIX 3a/1a4;

— aKTHBHOE ITPUMEHEHHE UHPOPMALMOHHO-
KOMMYHHKAIIHOHHBIX TEXHOJIOTHI B
po(eCCHOHATILHOMN 1€ TEIbHOCTH.

19



