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1. IACIIOPT PABOYEM ITPOIr'PAMMBI TIPO®ECCHOHAJILHOT'O MOIY.JISI
DKcrutyaranusi 00bEKTOB CETeBOM HHMPACTPYKTYPHI

1.1. O6aacTh NpUMeEHEHHs MPOrPAMMBI

Pabouass mporpamma mpodeccuonanpbHoro Moayns (mamee mporpamma [IM) - sBIseTCS YacThIO
IIpOrpaMMbl TOJrOTOBKM CHEUUAINCTOB cpeaHero 3BeHa B cooTtBercTBuM ¢ PI'OC CIIO mno
cnenuanbHocT 09.02.06 CereBoe U CUCTEMHOE aAMUHUCTPUPOBAHUE.

B YaCTH OCBOEHHSI OCHOBHOTO BHIa JesiTeabHOCTH (B/I):

B/I 3 DOkcruryaraiusi 00beKTOB CETEBOW MHPPACTPYKTYPHI.

¥ COOTBETCTBYIOIINX MY NMPO(ECCHOHATBHBIX KOMITETCHIIUHA:

I[IK 3.1 VYcranaBnuBarh, HaCTpauBaTh, OKCILUIyaTHPOBaTh M OOCITY)KHBAaTh TEXHHYECKHE U
MIPOrpaMMHO-aNmnapaTHbIE CPEICTBA KOMIIBIOTEPHBIX CETEH.

[IK 3.2 IlpoBoauTth npoduiiakTuueckue paboThl Ha 00bEKTaX CeTeBON MH(PPACTPYKTYphl U pabouux
CTaHIIMSIX.

I1K 3.3 YcranaBnuBath, HaCTpauBaTh, SKCILIyaTUPOBATh U 0OCITYKUBATh CETEBbIE KOHPUTYpaLIUU.

[IK 3.4 YuacTBOBaTh B pa3pabOTKE CXEMbI MOCIEaBAPUHHOTO BOCCTAHOBJIEHUS pabOTOCIIOCOOHOCTU
KOMITBIOTEPHON CETH, BBINIOJIHATH BOCCTAHOBJIEHHUE U PE3EPBHOE KOMMPOBaHUE HH(OPMALIHH.

I[IK 3.5 Opranu3oBblBaTh HHBEHTAPU3ALMIO TEXHUYECKUX CPEICTB CETEBOM HMHQPACTPYKTYpHI,
OCYILIECTBIISITH KOHTPOJIb 000PYAOBAHUS [TOCIIE €r0 PEMOHTA.

[IK 3.6 BpimonHsATh 3aMEHy pacXOJHBIX MaTepHalioB W MEJNKUM pEeMOHT mnepudepuitHoro
o0opy/noBaHus, OMNpeAeNsaTh YycTapeBliee OOOpylIOBaHHWE U TMPOrpaMMHBIE CpEICTBA CETEBOM

MH(PaCTPYKTYPBHI.

1.2. Heau u 3axa4u MOayJisl — TPeOOBaHMS K Pe3yJIbTaTaM OCBOEHHMSI MOTYJISA

B pesynbraTe ocBoeHus npohecCHOHaTbHOTO MOAYJISL CTYIEHT JTOJKEH |

HMeTh NPAKTUYECKUH ONBIT:

- 00CTYyXKUBaHHS CETEBON MH(PACTPYKTYPHI, BOCCTAHOBJIEHUS PAOOTOCIIOCOOHOCTH CETH MOCe cOO0s;

- yJaJeHHOM  aJMUHUCTPUPOBAHHA U  BOCCTAHOBJIEHHMS  pabOTOCIOCOOHOCTH  CETEeBOMU
UH(PPACTPYKTYPHI;

- MOJIEP>KKE TMOJIb30BaTeNIel CeTH, HACTPOIKE ammapaTHOro W MPOTrpaMMHOI0 00eCreYeHUs CeTeBOM
HH(PPACTPYKTYPHI.

yMeThb:

- BBINOJIHATH MOHUTOPHUHT M aHaJIU3 pabOThl JIOKAIHHONW CETH C MOMOIUIBI0 IPOrPaMMHO-AMIapaTHBIX
CpPEICTB;

- OCYUIECTBJIATh JUArHOCTHKY U MOMCK HEUCIIPABHOCTEHN BCEX KOMIIOHEHTOB CETH;

- BBIMIOJIHATH JCHCTBUS 10 YCTPAHEHUIO HEMCIIPaBHOCTEN

3HATh:

- ApPXUTEKTYPY U (PYHKIIUU CUCTEM YIPABICHUS CETIMU, CTAHIAPTHI CUCTEM YIIPABIICHUS;

- cpeicTBa MOHUTOPHUHTA U aHANN3a JIOKAJIbHBIX CETEH;

- METOJbl YCTPAHEHHUS HEUCIIPABHOCTEN B TEXHUUECKHUX CPEJICTBAX.

1.3. Kosim4ecTBO 4aCOB Ha 0CBOEHHME MPOrpaMMbl NPOGeCCHOHAIBHOI0 MOYJIS:
Bcero (yueOHoit Harpy3ku oOy4atomierocs) — 449 yacos,

B TOM YHCJIE:

y4eOHOI Harpy3ku 00ydaronierocst BO B3aMMOAEHCTBUHM ¢ TpenojjaBareneM 228 yacos,
MpaKTUYECKOU MoAroToBku 120 yacos;

y4eOHOM U TPOU3BOJCTBEHHON NpakTUKH — 180 yacos;

CaMOCTOSATENIbHON y4eOHOM paboThl oOyuaromerocs — 21 vac.

MIPOMEKYTOYHAS aTTEeCTallUs 8 YacoB



2. PE3YJIBTATBI OCBOEHUA ITIPO®ECCHUOHAJIBHOI'O MOAYJIA
PesynmpraToM  OCBOEHHMSI MpOrpamMMbl  MPO(ECCHOHATBHOTO  MOJIYJS — SBJISIETCS  OBJIAZICHUE

oOy4aromuMHUCs BUIOM JEATEIBHOCTH pa3paboTKa MPOrpaMMHBIX MOAYJIEH MPOrpaMMHOTO
oOecrieyeHns sl KOMIBIOTEPHBIX cucTeM, B ToM uncie npodeccuonanbubiMu (1K) n o6mumu (OK)
KOMITETEHIIUSIMU:

Kox HanMeHoOBaHHe KOMIIETEeHIMIA

B/1 3. DKcIutyataiusi 00bEKTOB CETeBOM MHOPACTPYKTYPHI

[IK 3.1 | YcranaBnuBarh, HaCTpauBaTh, SKCILTyaTUPOBATh U OOCITY)KMBATh TEXHUUYECKUE U
MIPOrpaMMHO-aNMnapaTHbIE CPEICTBA KOMIIBIOTEPHBIX CETEH.

IIK 3.2 | ITpoBoauTh npoduiakTuyeckue padoTel Ha 00BEKTaX CETEBON MHPPACTPYKTYPHI U
pabouuX CTAHITUSX.

IIK 3.3. | YcranaBnuBarh, HaCTpauBaTh, SKCILUTyaTUPOBATh U 0OCITY)KHBATh CETEBbIE
KOH(UTypalui.

IIK 3.4. | YuacTtBOBaTh B pa3pabOTKE CXEMBbI MTOCICABAPHUIHOTO BOCCTAHOBIICHUS
paboTOCTIOCOOHOCTH KOMITBIOTEPHOM CETH, BBITIOJIHATH BOCCTAHOBIIEHUE U PE3EPBHOE
KOMMPOBaHUE UH(POpMAITHH.

[IK 3.5. | Opranu3oBbIBaTh HHBEHTAPU3ALUIO TEXHUYECKUX CPEJICTB CETEBOI MHPPACTPYKTYPHI,
OCYILIECTBIISITH KOHTPOJIb 000PYAOBAHUS [TOCIIE €r0 PEMOHTA.

[IK 3.6. | BBImoaHITE 3aMEHY pacXO0HBIX MAaTEPUATIOB U MEIKUN PEMOHT MepUu(epuitHoro
000pynoBaHus, ONIPEAETATh YCTapeBlee 000pyI0BaHUE U MPOrPAMMHBIE CPEACTBA
ceTeBOM MH(DPACTPYKTYPHI.

OK 1 BriOupate  cmocoObl  pemieHus  3aad  NpoECCHOHAIBHOM  NEATEIbHOCTH,
MIPUMEHHTEIIBHO K Pa3JIM4YHbIM KOHTEKCTaM

OK 2 OcymecTBIATh TMOUCK, aHAIW3 M WHTEPHIpETanui0 WHGOpMAIUU, HEOOXOAUMOU s
BBITIOJIHEHUS 3a1a4 TPO(eCCHOHATILHOM NesITeIbHOCTH

OK 3 [InanupoBaTh W peanu3oBBIBaTh COOCTBEHHOE MNpO(deccHoHaNbHOE M JIMYHOCTHOE
pa3BUTHE

OK 4 PabGoTaTe B KOJUIEKTHBE M KOMaHje, 3PPEKTUBHO B3aMMOJJICHCTBOBATh C KOJUIETaMH,
PYKOBOJCTBOM, KJIMEHTaMHU.

OK'5 OcylecTBIATh YCTHYIO U MUCbMEHHYI0 KOMMYHHMKAILIMIO HA TOCYAAPCTBEHHOM SI3bIKE
C Y4eTOM OCOOCHHOCTEH COIMAILHOTO M KYIbTYPHOTO KOHTEKCTA.

OK 6 [IposiBAIATH Ipak1aHCKO-MATPUOTHUYECKYIO MO3UIIMIO, JEMOHCTPUPOBATh OCO3HAHHOE
MOBEJICHUE Ha OCHOBE TPAJUIIMOHHBIX OOIIEYETOBEYECKUX LIEHHOCTEW, MPUMEHSThH
CTaHJAPThl aHTUKOPPYIIIMOHHOTO NOBEACHMUS.

OK7 CopeiicTBOBaTh  COXPAaHEHUIO  OKpY)KAlIIeW  Ccpeabl,  pecypcocOepexeHuIo,
3¢ (dEeKTUBHO JeMCTBOBATH B YPE3BHIYAMHBIX CUTYAIIUSX.

OK 8 Hcnonb3oBath cpenctBa (pU3MUECKOW KyIbTYpbl Ui COXpPaHEHHs] M YKpEIUICHUs
3I0pOBbSI B Ipolecce MNpo(ecCHOHANbHOM  JIEATENbHOCTH U MOJAJEp KaHUs
HE00X0AMMOT0 YPOBHS (pU3MUYECKON MOATOTOBIEHHOCTH

OK9 Vcnonp30BaTh HHPOPMALIMOHHBIE TEXHOJIOTMH B NPO(HECCUOHATIBHOMN IS TETbHOCTH.

OK 10 | Ilonp3oBatbess mpoecCHOHANIBHOW — JTOKyMEHTalueil Ha TOCYJapCTBEHHOM U
MHOCTPAaHHOM $I3bIKE

OK 11 | Ucnons3oBaTh 3HaHUSA 1o ¢duHaHCOBOM IPaMOTHOCTH, [IJIAHUPOBATh
PENPUHUMATENBCKYIO ISSTEIbHOCTh B IPOo(ecCHOHAIBHOU cepe




3. CTPYKTYPA U COAEP KAHUE TPO®ECCUOHAJIBHOT'O MOAY JIA
3.1. TemaTnueckuii u1aH npogecCHOHATBHOT0 MOAYJIS
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OK 01-11 Pa3nen 1. Dkcruryaranusi 00bEKTOB 163 142 40 100 100 15
IIK 3.1 — 3.6 | cereBoit HUHGPACTPYKTYPHI
OK 01-11 Pasnea 2. besomacHocTh 98 86 64 20 20 6
IIK 3.1 — 3.6 | KOMIIBIOTEPHBIX ceTel
OK 01-11 VYueOHas mpakTUKa 108 108
K 3.1-3.6
OK 01-11 [IpousBocTBEHHAs MPaKTHUKA (I10 72 72
IIK 3.1 — 3.6 | npodwmito cnenuanbHOCTH)
IIpomexxyTouHas aTTecTalus 8
Bcero: 449 | 228 | 104 | 120 | 120 | | 21 | 108 72




3.2. Coaep:xanue o0y4eHus no npodeccuonanbHomy moay.aio (IIM)

HaumeHnoBaHue pa3naeioB U TeM

Conep:xkanue, JjadopaTopHbie padoThl U NPAKTUYECKHE 3aAHATHS, BHEAyTUTOPHAs

npo¢ecCHOHATBHOTO MOAYJIA O0bem | YpoBeHb
(ITM), MeA M CIHILIHHAPHBIX (camocTosiTe/IbHAs) yueOHasi padoTa 00y4aloINXCcsl, KypcoBas padora (mpoekr) (ecau wacos | ocBoenmst
NpeayCMOTPeHbI)
kypcoB (MIK)
Pazpnen 1. 163
Ikcnayarauus 00bEeKTOB CeTeBOI
HHPPACTPYKTYPHI
M/JK.02.01. 142
Ikcnayarauus 00beKTOB CeTeBOI
HHPPACTPYKTYPHI
Tema 1.1 Dxcnuyaranus Coaep:xanme 44 1
TEXHUYECKHX CPECTB ceTeBOii 1 du3nueckre acreKThl IKCITyaTanui. Gu3nyeckoe BMENIATENIbCTBO B HHOPACTPYKTYPY CETH. 26
HH(PaCTPYKTYpbI 2 AXTHBHOE W TIACCHMBHOE CeTeBOEC 00OpymoBaHuE: KaOelbHbIC KaHallbl, KaOelb, MaTd-rnaHeNy,
PO3ETKH.
3 ITonoca mpomyckanus, mapa3uTHas Harpy3Ka.
4 Pacumpsiemocts ceru. MacmirabupyemMocTh cetu. JloOaBaeHUe OTACIBHBIX 3JIEMEHTOB CETH
(monp3oBarenel, KOMIBbIOTEPOB, MPHIIOKEHHH, CITYKO).
5 HapammBanue IMHBI CETMEHTOB CETH; 3aMEeHa CYIIECTBYIONIEH anmapaTypsl.
6 YBenuueHne KOIMYEeCTBa Y3JI0B CETH; YBEINUEHHE IPOTHKEHHOCTH CBSI3el MeXAy 00bhEKTaMH
CeTH.
7 [Tomoca mpomyckanus, mapa3uTHas Harpy3Ka.
8 Pacumpsemocts cern. MacmrabupyemocTs cetu. JloOaBineHrne OTAeTbHBIX JIEMEHTOB CETH
(momp30BaTenel, KOMITBIOTEPOB, MPIIIOKEHHH, CITYKO).
9 TexHuueckas U IPOEKTHAsI AOKyMeHTanus. IlacnopT TEXHHYECKUX YCTPOUCTB.
10 | ®dusnyeckas KapTa Bcel CETH; JIOTHYECKasl TOMOJOTUSI KOMITBIOTEPHOU CETH.
11 | Knaccudukarus periaMeHTOB TEXHHYECKUX OCMOTPOB, TEXHHUECKIE OCMOTPHI 00bEKTOB
ceTeBOl MHPPACTPYKTYPHI.
12 | IIporokon SNMP, ero xapakTepucTtukn, (hopMaT cOOOIIeHNH, HAOOP YCIIYT.
13 | 3ajaum ynpaBieHHs: aHAIN3 MPOU3BOJAUTENHHOCTH U HAJCKHOCTH CETH.
14 | ObopynoBaHue s TMATHOCTHKH U CEPTU(HUKAINY KaOenbHBIX cucteM. CeTeBble MOHUTOPHI,
IpUOOPHI TSt cepTU(hUKAINN KaOETbHBIX CHCTEM, KaOelIbHbIE CKAHEPHI U TECTEPHI.
15 | Ilporokon SNMP, ero xapakTepucTHKH, (opMaT COOOIIEHHH, HA0Op YCIIYT.
JlabopaTopHble 3aHATHS 18




1 | JlJabopaTtopuas padora Ne 1 (IlpakTuueckasi noaroropka) OKOHIIOBKa Kadens BUTas mapa.
3anenka kabenst BUTasg mapa B po3erky. KpoccupoBaHue n MOHTaX MaT4-NMaHeN! B
KOMMYTAITHOHHBIN IIKaQ), Ha CTCHY.

2 | JlaGoparopHas padora Ne 2 (IlpakTnyeckas moaroroBka) TectupoBanue kabemns. [lognepixka
I10JIb30BATENEH CETH.

3 | JIaGoparopHas padora Ne 3 (IIpakTueckasi MOAr0TOBKa) DKCILUTyaTallMs TEXHUYECKUX CPEICTB
ceTeBOW MHPPACTPYKTYPHI (TPUHTEPHI, KOMIIBIOTEPHI, CEPBEPHI)

4 | JlaboparopHas pabora Ne 4 (IIpakTuyeckasi moAroTOBKa) BriroiHEeHE MOHUTOPUHTA U aHAJIN3a
paboThI JJOKAIBHOW CETH ¢ TOMOIIBIO MPOrPAMMHBIX CPEJICTB.

5 | JlaGoparopHas padora Ne 5 (IlpakTryeckasi MOAroToBKA) 3a7au YIIPaBICHUS: aHAIN3
IMPOU3BOAUTCIBbHOCTU U HAACKHOCTU CCTU

Tema 1.2. Dkcrryaranus CUCTEM Conep:xxanne 98
IP-Tesedonnu 1 | Hactpoiika H.323. Onncanmne H.323 u o6mme pexomeraarun. OyHKIIMOHATBHBIC KOMIIOHEHTHI 14
H.323.YcranoBka u nogaepxka coenuaenus H.323. Coequnaenust 6€3 U ¢ NCITOIE30BAaHUEM
GateKeeper. CoennHenns ¢ UCIoIb30BaHNEeM Heckonbkux GateKeeper. MHOromonp30BaTenbekie
koH(pepentnu. O6ecreueHne 0TKa30yCTONIHBOCTH.

2 | Hacrpoiika SIP. Onucanue u obmiue pekomenaaiuu. TexHomorust SIP u cBs3aHHbIC ¢ HEl
craugaptel. ynknronansabie KoMIOHEHTH SIP. Coobmenns SIP. Anpecarus SIP. Mogens
yCTaHOBJIEHUS coenrHeHus. [ mannpoBanre 0TKa30yCTOWIHMBOCTH.

3 | YcraHOBKa M HHCTAJUTAIMS TPOrPaMMHOTO KOMMYTaTtopa. MoHTaKHBIE porenypsl. [Iporenyps
WHCTAIUIAIMH. YTIpaBJIeHNe alllapaTHBIMHU CpeCTBAaMU | ropTamu. [IpoTokonsl ynpasieHus
MGCP, H.248. Co3nanne aHajaoroBbIXx aOOHEHTOB. BHYTpHCTaHITMOHHAS] MApIIPYTH3AITHA.

4 | YupasieHre IporpaMMHBIM KOMMYyTaTopoM. Mapmpytuzanus. [ pynsl COeqMHUTENbHBIX JITHHAN.
[onkmouenne crarnmii ¢ TDM (abonentckuit noctyn TDM). Curnamuzanus SIP, SIP-T, H.323 u
SIGTRAN. IP
-aboHeHTsL. [ pymiibl aboHeHTOB. JlomonHnTENbHbIE a00HEHTCKHE YCITYTH.

5 | Opraanzanus skcruryatanuu cucteM [P-renedonmnn. Texamdeckoe o6cyKUBaHNE, TIIIAHOBBIH
TEKYUIUI PEMOHT, IJIAHOBBIM KaIUTAJIbHBIA PEMOHT, BHEIJIAHOBBIM PEMOHT.

JlabopaTopHble 3aHATHSA 84

1 JlabopaTtopnas pabota Ne 1 (IlpakTuyeckas moaroroBka) Hacrpoiika u ycrpanenne
HenoiaaokK cry>k0e1 DNS

2 JlabopaTtopnas pabota Ne 2 (IlpakTuyeckast moaroroka) [lonnepxka ADDS

3 JlabopaTtopnas pabota Ne 3 (IlpakTuyeckasi MoAroTOBKA) YIIpaBIIeHUE MTOJB30BATETLCKUMHU U
CIIy’K€OHBIMHU YUETHBIMH 3aITUCSIMH

4 JlaGoparopuast pabora Ne 4 (IIpakTuyeckasi moAroroBka) BHeapeHune HHPPaCTPYKTYpbI
['pynnoBbIX MOJIMTHK

5 JlaGoparopnast pabora Ne 5 (IlpakTHyeckasi MOATOTOBKA) YIpaBJICHHE I0JIb30BATENbCKUM




pabounm cTonom yepe3 [ pynmnoByro MOITUTHKY

6 JlabopatopHas pabora Ne 6 (IIpakTHYeckasi MOATOTOBKA) YCTaHOBKAa W HACTPOWKA POJIH
Cepsep CeTeBoil TOTUTHKH

7 JlabopaTtopHas pabora Ne 7 (IlpakTumueckasi moaroroBka) [IpuMeHeHue 3amuThl JOCTyHa K
cetu

8 JlabopatopHas pabora Ne 8 (IIpakTHuyeckas TOATOTOBKAa) BHenpeHue TEXHOJIOTHH
DirectAccess ¢ TOMOIIBIO MacTepa Ha4aJIbHONH HACTPOHKHU

9 JlaGopatopHas pabora Ne 9 (IIpakTMyeckasi mMOAroToBKa) Pa3BepThiBaHHE pacCIIMPEHHON
uH}pacTpykTypsl DirectAccess

10 | JIabopatopnas pa6ora Ne 10 (IlpakTuueckas moaroropka) Buenpenne VPN

11 | JlabopaTtopnas pabora Ne 11 (IlpakTuueckas moaroroska) Buenpenue Web Application Proxy

12 | Jlabopatopnas padora Ne 12 (Ilpaktmueckas moaroroBka) Hacrpoiika KBor u ¢aiinororo
skpanupoBanus B FSRM

13 | Jlabopatopuas padora Ne 13 (IIpakTuueckas moaroroska) Ilpumenenue DFS

14 | JlabopatopHasi pabora Ne 14 (IlpakTmueckass moaroroBka) Hacrpoiika mmdpoBanus u
pacHIMPEHHOr0 ayInTa

15 | Jlaboparopuas pabora Ne 15 (IIpakTHueckasi NOATroTOoBKa) lVCIONBE30BaHUE CITY>KOBI
pasBepTbiBanus Windows s passepreiBanus WindowsServer 2012

16 | Jlabopatopuass pabGora Ne 16 (IIpakTHueckass mnoaroroBka) BHeapeHue yrnpaBieHuUs
O0OHOBJICHUSMHA

17 | JlabopaTtopuas padora Ne 17 (IlpakTu4ueckast moaroroska) Mounutopunr WindowsServer 2012

CamocTosiTebHas padoTa 15
TemaTHKa CAMOCTOSITEILHOI PadOTHI:

1. Cucrematndeckas nmpopab0TKa KOHCIIEKTOB 3aHITHH, YI€OHOH U CIIEIIMATbHON TEXHUYECKOHN JINTEPaTypPHI.

2.  KoncrekTupoBaHue TEKCTa, paboTa CO CIOBAPSIMU U CIIPABOYHHKAMHU, 03HAKOMIICHHE C HOPMATHBHBIMHU JIOKYMEHTaMH, YIeOHO-
HCCIIeNIOBaTeNbCKast paboTa MPH caMOM ITUPOKOM MCIONIb30BaHNK MHTepHeTa n Apyrux | T-TexHomoruii.

3. IIpoektHbie (GOpMBI pabOTHI, TOATOTOBKA COOOMICHUH K BBICTYIIJICHUIO HA CEMUHApax U KOH(DEpEHIIHX; TOAr0TOBKa pedepartos,

JOKJIA/IOB.

[TomroroBka K J1a0OpPaTOPHBIM M MPAKTHYECKUM padOTaM C HCMOIb30BaHMEM METOAMYECKUX PEKOMEHIAINH IperonaBartens, o(popMieHme
1ab0paTOPHO-TIPAKTHUECKUX PabOT, OTUETOB M MOATOTOBKA K WX 3allUTE.

pomeskyTounas arrectauusi mo MJIK.03.01 B popme KOMILIEKCHOI0 3K3aMeHa 6
Paznen 2. BezonacHocTh 98
KOMIIBIOTEPHBIX ceTeil

MJK.03.02. Be3onacHocTb 86
KOMIIBIOTEPHBIX ceTeil

Tema 2.1. Be3onacHocTb Copep:xxanne 86




KOMIIBIOTEPHBIX ceTel

OyHIamMeHTanbHbIe TPHUHLIUITEI 0€30MaCHON ceTn
CoBpeMeHHBIE YTPO3bI CETeBOI Oe30nmacHOCTH. Bupychl, 4epBu 1 TpostHCKKE KOHH. MeToIbl
aTak.

bezonacHocths CereBbix ycTpoiictB OSI

besonacHelit joctyn K yerpolicteam. HazHaueHue aIMUHUCTPAaTUBHBIX POIeH. MOHUTOPUHT U
yIpaBiieHne yctpoiictBamu. Mcnonb3oBanue GyHKINS aBTOMATU3UPOBAHHON HACTPOHKH
0€30I1aCHOCTH.

ABTOpH3anus, ayTeHTU(OUKAIMS U ydeT noctymna (AAA)
CpoiictBa AAA. JlokanbHast AAA ayrentudukaius. Server-based AAA

Peanu3anus texHonoruit Opanamayspa
ACL. Texnomnorust 6panamayaspa. Konrekctabiit konTponb noctyna (CBAC). [Monmutiku
OpaHaMay’pa OCHOBaHHbIE HA 30HAX.

Peanm3arms TeXHOIOTHH TIPEAOTBPAIIIEHHS BTOPKEHUS
IPS Texnonoruu. IPS curnarypsl. Peanmzanust IPS. Ilpoepka n monutopusr IPS

be3onacHoCTh JOKAJIBHOM CeTH

Obecriedenne 6€30MacHOCTH TOJIB30BATENbCKUX KOMIBIOTEPOB. CooOpaxkeHus 10 O€30MacHOCTH
Broporo ypous (Layer-2). Kondurypamus 6e3onacHOCTH BTOPOro ypoBHs. bezonacHocTh
OecripoBomHEIX cereid, VoIP m SAN

Kpunrorpaduueckne cuctemsl
Kpunrorpaduueckue cepuchl. bazoBas 1enoCTHOCTh U ayTeHTHYHOCTh. KOH(MIAEHIINATBHOCTS.
Kpunrorpadust OTKpBITEIX KITFOUEH.

Peamzanmsa Texaomoruii VPN

VPN. GRE VPN. Kommnonents! u ¢pyakunonupoanue IPSec VPN. Peanu3zarus Site-to-site
IPSec VPN c ucnons3oBanunem CLI. Peanu3zarusg Site-to-site IPSec VPN ¢ ucrons30BaHueM
CCP. Peanmzanus Remote-access VPN

Yupasnenne 0e301macHON CETHIO

[IpuaIHIIEI O€30MacHOCTH CETEBOro nu3aiiHa. be3omacHas apxuTekTypa. YpaBieHne
rporeccaMu 1 6e30MacHOCTh. T eCTHpOBaHME CeTH Ha ysA3BUMOCTH. HempepbiBHOCTH OM3Heca,
IJTAHUPOBAHKE BOCCTAHOBIICHUS aBAPUMHBIX cUTyaluui. JKM3HEHHBIA LUKII CETH U
IJIaHupoBaHne. Pa3paboTka periiaMeHTOB KOMIAHUH W TIOJMUTHK 0€30MacHOCTH.

10

Cisco ASA

Beenenne B AnantuBHOe ycTpoiicTBo Oe3onacHoctr ASA. Kordurypamus ganpsona Ha 6a3e
ASA c ucnions3zoBanueM rpapudeckoro uarepgeiica ASDM. Kondurypauns VPN Ha Gaze ASA
C MCIoJIbp30BaHNeM Irpaduueckoro untepderica ASDM.

64

10




11

3ammrTa KOMIOBIOTEPOB MPEANPHUATHS OT BPEAOHOCHBIX IPOTPaMM U OTEPh TaHHBIX

O630p System Center 2012 Endpoint Protection. Hactpoiika Endpoint Protection Client Settings
1 MOHHMTOpHHTA cocTosiHus. Mcnonb3oranue Windows Intune Endpoint Protection. 3amura
wmmentckux OC ¢ nomosio System Center 2012 Data Protection Manager. Hacrpoiika u
pasBepThiBanue noautuk EndpointProtection. Hactpoiika mapameTpoB KIMEHTA ISl MOIEPIKKA
Endpoint Protection. MOHUTOPUHT 3alUTHI KOHEUHBIX TOYeK. HacTpoiika 1 mpoBepKa 3aIuThl
JAHHBIX KJIMEHTA

12

MOHUTOPUHT MTPOU3BOAUTEIBHOCTH U PA0OTOCIIOCOOHOCTH MH(DPACTPYKTYphl KineHTckux OC
[Ipon3BOAUTENEHOCTL H PAOOTOCTIOCOOHOCTh HHPPACTPYKTYphI KiueHTCKHX OC. MOHUTOpHHT
UHQPACTPYKTYPbI BUPTYaIbHBIX KIIHeHTOB. HacTpoiika Operations Manager a1 MOHUTOPHHTA
BHUPTYaJIbHBIX CPE]l.

JlaGopaTopHble 3aHATUSA 20

1 Jlabopatopnas pabora Ne 1 (IlpakTudeckas moaroropka) OrieHKa U ONpeIeTIeHIe TapaMeTPOB
pa3BepTHIBAHUS

2 JlabGopatopnas padora Ne 2 (IIpakTruyeckasi moaroroBka) Iimanuposanue crpareruu
yrpasyieans oopazamu. Co3iaHue 1 00CITy)KUBaHKE ITAJIOHHOTO 00pa3a

3 JlaGopatopnas padora Ne 3 (IIpakTuueckast mnoaroroBka) Hacrpoiika 6e3omacHocTr
KJIINEHTCKUX CHUCTEM

4 JIaboparopuas pabora Ne 4 (IIpakTudeckas moaroroska) Hacrpoiika u ympasiaenne Windows
Deployment Services ITnaauposanre cpeast Windows Deployment Services

5 JlaGopatopnas padora Ne 5 (IIpakTuyeckast moaroropka) Iloaroroska cpembl ais
pa3BEPTHIBAHUS OTICPAITMOHHON CHCTEMBI

6 Jlaboparopnas padora Ne 6 (IIpakTHueckas moaroroBka) Mcnons3opanne MDT u
Configuration Manager ms moarorosku Zero-Touch Installation

7 Jlaboparopnas padora Ne 7 (IIpakTHueckas MoAroToBKa) IliranupoBaHue U peann3anus
nHppactpyktypsr Remote Desktop Services. Pacmmpenue moctyna k UaTepHer mis
nHpacTpykTypsl RDS

8 JlabopaTtopnas pabota Ne 8 (IlpakTryeckasi moAroToBKa) MOHUTOPUHT MTPON3BOAUTEIIEHOCTH
u paborocriocoOHOCTH HHPpacTpyKTyph! KireHTckux OC Hacrpoiika

CamocTosiTe/ibHasi padoTa 6

11




TemaTuKa CAMOCTOATEILHOI PadOTHI:

1.  Cucremarndeckas npopab0OTKa KOHCIICKTOB 3aHSATHIA, y4eOHOW U CIICUATIbHON TEXHUYECKOU JTUTEPATYPHI.

2.  KoHcIiekTUpOBaHHUE TEKCTa, paboTa CO CJIOBAPSAMU U CIIPABOYHUKAMH, 03HAKOMJICHUE C HOPMATUBHBIMY JJOKYMEHTaMH, Y4eOHO-
HCCIIeIOBATENIbCKAs pa0oTa MPH CaMOM ITUPOKOM UCHOIb30BaHuK MHTepHeTa u Apyrux | T-TexHomorui.

3. TIpoekTHbIe POPMBI pabOTHI, OJrOTOBKA COOOIICHUN K BRICTYIJICHHIO HA CEMHHApaX U KOH(EPEHIIUX; MOAT0TOBKa pedepaTos,
JIOKJTaJI0B.

4, [MonroroBka K J1abOpPaTOPHBIM U MIPAKTHYECKUM Pab0OTaM C UCIOIB30BAHUEM METOJANYECKHX PEKOMEHIAIUN TIPErnoaBaTels,
othopmiieHne 1a00paTOPHO-NIPAKTHYECKUX paboT, OTUETOB M MOJI'OTOBKA K MX 3aIUTE.

IIpomexxyTounas artectanus mo M/1K.03.02 B popme KOMIIEKCHOT0 IK3aMeHa 6
YuyeOHAs MPAKTHKA 108
Bupn pa6otsi 1 Copaep:xanme 18
Hacrpolika npas nocryna. 1 Hacrpoiika npaB gocryna.

2 OdopmiieHH e TEXHUYECKOW JOKYMEHTAIINH, TPaBuiia 0opMIIeH s TOKYMEHTOB.
Bua paéotsi 2 Coaep:xanme 18
Hacrpolika annapaTHoro u 1 Hactpoiika anmapaTHOro ¥ IpOrpaMMHOT0 00€CIeYeHHsI CeTH
IPOrPaMMHOI0 00€ECIIEYEHUS CETH 2 Hactpolika ceTeBoii KapThl, HMsl KOMIIbIOTEpa, padodas TpyNIa, BBeJIeHHEe KOMITbIoTepa B domain
Bupa pa6otsi 3 Coaep:xanme 18
IIporpaMMHas IMarHoCTHKa [IporpaMmMHasi IMarHOCTHKA HEUCTIPABHOCTEH
HEUCHIPABHOCTEN
Buna patdotn! 4 Conep:xanue 18
AnmnapaTHas IMarHOCTHKa AnmapartHasi IMarHOCTHKA HEUCTIPABHOCTEH
HEUCIPABHOCTEN
Bupa pa6ors1 5 Coaep:xanmne 18
ITouck HencnpaBHOCTEH 1 Ilonck HencCIpaBHOCTEH TEXHUIECKIX CPEICTB
TEXHUYECKUX CPEJICTB 2 BrInonHeHne el cTBUI 10 YCTPaHESHHIO HEHCITPABHOCTEH
Bua pa6ors1 6 Coaep:xanmne 18
Hcnonb3oBaHue aKTUBHOTO, 1 Ycrpanenne napa3suTUPYIOIEH HATPY3KH B CETH
IaCCUBHOTO 00OPYIOBAHHMS CETH 2 Iloctpoenne Gpu3nvecKoil KapThl JOKAITbHON CETH
IIpousBoacTBeHHasi MPAaKTHKA (110 MPOMUIII0 CIeNNATLHOCTH) 72
Bua pa6otsi 1 Conep:xkanne 6
YcraHoBKa Ha cepBephl U padoune 1 YcraHoBKa Ha cepBephbI ONEPALIMOHHBIEC CUCTEMBI M HEOOX0IMMOE 15l paOOThI MPOrpaMMHOE
CTaHLMH: ONIEPALIIOHHBIC CUCTEMBI U | o0ecIieueHme
HE00X0IMMOe st pabOoThI 2 VYcraHoBKa Ha pa0o4Me CTAaHIMK OIlEpallIOHHbIE CHCTEMBI 1 HeoOXoauMoe j1st paboThI
porpaMMHoe obecreyeHme MIPOrpaMMHOE 00eCTIedeHHe
Buasi padorsr 2 Copaep:xxanne 6
OcymecTBieHne 1 OcymiecTBiieHHe KOH(DUTYpUPOBaHHS IPOrpaMMHOT0 o0ecliedeH s Ha cepBepax

12




KOH(UTYpUPOBAaHUS TPOrPAMMHOTO
obecriedeHust Ha cepBepax
pabovMX CTAHIUAX

2 OcymecmneHI/Ie KOHq)I/II‘ypI/IpOBaHI/IH mporpaMMHOro obecrieueHus Ha pa60‘lI/IX CTaHIIUAX

Buasi pador 3

[Momnepxka B pabOTOCIIOCOOHOM
COCTOSIHUHU IIPOrPaMMHOE
obecrieueHne CepBepoB U PadOInX
CTaHIIMH

Conep:xkanue

1 TTonnepxka B pabOTOCIIOCOOHOM COCTOSIHUU ITPOrPaMMHOE 00€CIIeUeHHUE CEPBEPOB

2 Iloanepxka B pabOTOCIIOCOOHOM COCTOSIHUU MTPOrpaMMHOE o0ecrieueHre pabouymux CTaHIIUN

Buasi pador 4

Perucrpanus nons3oBarenei
JIOKaJIbHOW CETH U IIOYTOBOIO
cepBepa, Ha3HauYCHHE
UICHTH(PHUKATOPOB U MapOJIeH

Conep:xkanue

1 Perucrparus mnoyib30BaTeNieii JIOKAJIBHON CETH M ITOYTOBOrO CEpBEpPa, Ha3HAUCHUE UJICHTH(MUKATOPOB

2 Peructpaliys mojib30BaTeNei JIOKaIbHON CETH U ITOYTOBOTO CepBepa, Ha3HAUCHHE MMapoieit

Buasi padot 5
VYcraHoBKa npaB JocTyna u
KOHTPOJIb UCITOJIB30BaHUA CETEBBIX

pecypcoB

Conep:xkanue

1 YcraHoBKa mpaB JOCTyTa

2 KoHTpOJIh HCTIOIB30BAHUS CETEBBIX PECYPCOB

Buap1 pador 6

ObecrmieueHre CBOCBPEMEHHOTO
KOITUPOBAHUS, ApXUBUPOBAHHS U
pe3epBUPOBAHHS JIAHHBIX

Conep:xkanue

ObecrieueHre CBOEBPEMEHHOT0 KOITMPOBAHUSA, ApXUBUPOBAHMS U PE3EPBUPOBAHUS JTAHHBIX

Buab1 pador 7

[TpuHsTHE MEp MO BOCCTAHOBJICHUIO
paboTOCTIOCOOHOCTH JIOKATBHON
CETH TPH cOOSX WIIH BBIXOJC U3
CTpOs CETEBOT'0 00OPYTOBAHHS

Conep:xkanue

[IpunSATHE MEP TI0O BOCCTAHOBIIEHUIO Pa0OTOCITOCOOHOCTH JIOKATBHOM CETH MPH COOSX FITH BBIXOZE U3
CTpOSI CETEBOr0 000pyTOBaAHUS

Buap1 pador 8

BrisBrenue omnOOK M0oIb30BaTeIer
Y TIPOTPaAaMMHOT0 00eCIIeUeHns U
MIPUHSTHE MeP 110 UX YCTPAHEHUIO

Conep:xkanue

BersiBiienne omm6ok nonp30BaTenel ¥ MPOrpaMMHOrO 00€CTIEUeHHUs U IPUHSITHE MEp 10 UX
YCTPaHEHUIO

Buabi pador 9

Conep:xanne

13




ObecnieueHue ceTeBoit
0e3omacHOCTH (3aIIUTY OT
HECaHKIMOHUPOBAHHOIO JIOCTYTIA K
WH(pOPMAITUH, TPOCMOTpPA WIIN
W3MEHEHUS! CHCTEMHBIX (DaliiIoB 1
JTAaHHBIX ) 0€30IaCHOCTh
MEXCETEBOr0 B3aMMOJECHCTBUS

Ob6ecneuenre 6€30MaCHOCTH MEKCETEBOI0 B3aUMOICHCTBUSI

Buab1 pador 10 Copep:xanne 8
OcymiecTBIeHNE aHTUBUPYCHOM 1 Ocy1iecTBiIeHe aHTUBUPYCHON 3aIIUTHI JIOKAJTFHOW BRIYUCIUTEIHLHON CETH, CEPBEPOB

3aIUTHI JIOKAJIbHOU 2 OcymiecTBIeHNE aHTUBUPYCHON 3aIIUTHI pab04nX CTaHIIUI

BBIYHMCIUTEIHHOMN CETH, CEPBEPOB U

pabouMx CTaHIUH

Bunab1 pador 11 Conep:xanne 6
JIOKyMEHTHPOBaHHE BCEX JoxyMeHTHpOoBaHNE BCEX MTPOU3BEIEHHBIX JEHCTBUN

TIPOU3BEACHHBIX JICHCTBUM

IIpoMe:kyTOUHASA aTTeCcTAIUSA 8
Bcero 449

Jli1st XapaKTEepUCTHUKU YPOBHSI OCBOCHHSI y4eOHOTO MaTepralia UCIIOJIb3YIOTCS CIIEAYIONIHe 0003HAYCHUS:

1 — o3HaKOMHUTENBHBIN (Y3HaBaHUE PaHEE U3YUYCHHBIX 00BEKTOB, CBOMCTB);

2 — penpoIyKTUBHBIHN (BBITIOJHEHUE JACATEIHHOCTH 1O 00pa3Ily, HHCTPYKIIMHU WIIH TI0J] PYKOBOJICTBOM);

3 — MPOIYKTUBHBIN (TITAHUPOBAHUE U CAMOCTOSTEIILHOE BBIITOJIHEHHE JACATEIBHOCTH, PEIICHUE MPOOJIEMHBIX 3a71ayq).
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4 YCJIIOBUS PEAJIM3ALUN IIPOI'PAMMBbI
NNPOPECCUOHAJIBHOI'O MOAYJIsA

4.1 MatepHabHO-TEXHHYECKOE 00ecneueHHe
Peanusaius nporpaMmel MOAY/s MpednosiaraeT Haauuume yueOHOM nabopatopuyt MpOrpaMMHO-
anmnaparHoH 3alliThl OOBEKTOB CETEBOH HHPPACTPYKTYPEL..
Texnuveckue cpencrsa 00yUeHUs: NEPCOHANBHBIA KOMIIBLIOTEP, MYTbTHMEIMHHLIA TPOEKTOP.
Obopynopanue naboparopun u pabouux Mect JadopaTopum:

- pabo4ne MecTta, 060pyIOBaHHBIE IEPCOHATLHBIM KOMIBIOTEPOM, IO KOTHYECTBY 00yYaroumnXcs;

- pabouee MeCTO MPEnoIaBaTelIs;

- KOMILIEKT Y4€OHO-METOIMUECKOH NOKYMEHTALIMH

- pa3sfaToOvHbBIN MaTepuai.

4.2 UnpopmanuonHoe odecneyenne peaju3auiu NporpaMvbl
[lepedens HCNOAL3YEMBIX YUeOHBLIX H3JIAHMH, HHTEPHET- PECYPCOB, J0TOJTHHTEbHOM
JUTEPATYPbI

OCcHOBHBIE HCTOUHHUKH

1

2

3

Haszapos, A. B. Dxcruryatauuss o0beKTOB ceTeBOH HHQpacTpykTypbl : yueOuuk / A. B.
Hazapos,A. H. Enransryes, B. [1. Mensuukos. — Mocksa : KYPC : UHOPA-M, 2022. - 360 c.
— (Cpennee npogeccuonanbioe obpasoanue). — Texer : anexrponssiit. — URL: https:/
znanium.com/catalog/product/1860128 (nara obpammenus: 11.05.2022). — Peskum poctyna: mo
NOAITHUCKE.

bapanopa, E. K. Ocuorsl undopmaTuiy u 3amutsl mHpopmanuu: ydedbHoe nocobue / E. K.
bapanoa — Mocksa : HWI[ MUHDPA-M. 2018. — 183 c¢. — (Bricmee oOpazopanmue:
baxanaspuar). — Texer : anextponusii. — URL: https://znanium.com/catalog/product/959916
(nata obpamenus: 06.05.2022). — PexxuM goctyna: 1no noamnmucke,

bapanoga, E. K. MudopmaumonHas 6e30mnacHocTh U 3aumTa uHGopManuu : yuebHoe nocodue
/ E. K. bapanosa, A. B. babam. — 4-e uza., nepepad. u gon. — Mocksa : PUOP : UHOPA-M,
2022. — 336 c¢. — (Briciiee obpasomanue). — Texcr : anexrponssli. — URL: https:/
znanium.com/ catalog/product/1861657 (nara obpamenns: 11.05.2022). — Pexum pocryna: 1o
MOJIITUCKE.

HOHOJ'IH UTEJIbHBIE HCTOYHHKH:

1

bupiokos, A. A. Madopmanuonnaa 6e3onacHOCTE: 3amiuMTa U Hanazeuue / A. A. buprokos. —
2-e u3n., nepepad. u pom. — Mocksa : JIMK Ilpece, 2017. — 434 ¢. — TexcT : 27eKTPOHHBIN. —
URL: https://znanium.com/catalog/product/1028060 (xara obpaumenus: 06.05.2022). — Pexum
JOCTYIA: IO TOJITHCKE.

Hukonaes, J. b. Texuuyeckue cpeactsa M MeToAbl obecrieyenus Oe3zomnacHOCTH
nHpopmanuu: Yuebnoe nocodue / JI. b Huxomaes, A. I1. Mapteisos, B. H. ®omyenko. —
Capos : OI'VIT "POIAL-BHHUUZ®", 2015. — 394 c.: — Tekcr : snextponHbii. — URL:
https://znanium.com/catalog/ product/950994 (mata oOpamenus: 06.05.2022). — Pexum
JIOCTYIA: IO NOIITHCKE,

Bbenoye, A. M. Kubepopyxue u kudepbesonacHocTs. O CI0XKHBIX BELIAX MIPOCTHIMH CIIOBAMMH :
monorpadus / A. M. benoye, B. A. Conoayxa. — Mocksa ; Bonorna : Madpa-Muxkenepus,
2020. — 692 ¢. — Tekcr : anexrponaeid. — URL: https://znanium.com/ catalog/ product/1167736
(mara obpamenus: 06.05.2022). — PexuM goctyna: 1o moJncke.

4.3 O6mue TpebGOBAHHA K OPTaHU3alHM 00pa30BaTEALHOTO NpoNecea

PC&HHS&HI/IH pa6oqei [IporpaMMBl IIPENYCMATPUBACT BO3SMOKHOCTE MCIIONB30BAHHA Pa3THYHbIX

O6p830BaT€HBI—ILIX TEXHOJIOTHH, B TOM YHCJIC JHCTAHIITHOHHOTO 06y‘leHHH.

[lpn peamuzanuu paboueit nporpaMmbl it 00ydalOUIMXCsl MHBaIWIAOB M JHI C

WAL % P



OTPAaHWYEHHBIMH BO3MOYXHOCTSIMH  37I0POBBSl MPEAYCMOTPEHO HWH(MOPMAIMOHHOE oOOecrieueHue
oOyueHus1, BKIIOYAIOIICe MPEIOCTaBICHNE YICOHBIX MATEPHUATIOB B PA3IUYHBIX (popmax.

B pamkax ocBoeHusi paboueil mHporpamMmbl OCYIIECTBJSIETCS MPAKTUYECKas MOATOTOBKA
00yJaromuxcs.

[IpakTdeckas MOATOTOBKa — (opMa OpraHu3aiid 00pa30BaTEIBHON JEATCIBHOCTH MPH
OCBOEHMHU 00pa30BaTENbHON MPOrpaMMbl B YCIOBHSIX BBIMOJTHEHUS 00YYAIOIIMMUCS OIPEIACIICHHBIX
BHJIOB paboOT, CBSI3aHHBIX C Oymymed mpodeccHOHAILHON eATEIIbHOCThI0 M HAINPABJICHHBIX Ha
(dhopMHpOBaHKE, 3aKPEIUICHUE, PA3BUTHE MPAKTUUSCKUX HABBIKOB U KOMITCTCHITHH.

[IpakTrueckast TOArOTOBKA OCYIIECTBIISIETCS B KOJUIEKE U B cieayromeit ctpykrype CI'Y:
- YUUT CT'Y umenu H.I'. YepHbliieBckoro,
a TaK)Ke Ha MIPUBEJACHHBIX HUKE MPEANPUATUAX U B OpraHU3ALMIX:
—AO «HIIIT «KonTakTy;
—AO «KBITA»;
—AO «CA3»;
—AO «HIIT «Anmas;
—AO «TpaHCcrIOpTHOE MAIIMHOCTPOCHUEY;
—ITAO «C33 umenu Cepro OpaKOHUKUI3EY;
—000 «C3IIO-35My;
—000 «McTouHnKY;
—00O0 «Pobept bomt CapaTtoBy;
—000 «HII® «Beimmemy;
—-000 «I'eopuszmary;
—000 «KAPCAPyx»;
—00O0 «bom [Taysp Tym3»;
—AO «CapartoBckuii moaurpadGuueckuii KOMOMHATY;
—00O0 DHrenbcckoe MPUOOPOCTPOUTETHLHOE 00beIMHEHHE «CHUTHAY,
—AOQO DHrenbcckoe OMBITHO-KOHCTPYKTOpPCcKoe Oropo «Curnam» um. A.W. ['myxapesa;
—3A0 «CIII'23Cx»;
—00O0 3aBoj «CapaToBrazaBTOMaTHKa»;
—AO «Kb «2nekrponpudopy;
—Caparosckoe otaenenue OOO BHeapenueckas Gupma «DJITHA»;
-000 «MHTEPKAPAX.

4.4 KanpoBoe o0ecnieyeHne 00pa3oBaTejibHOIO Mmpoiecca

TpeboBanusi k KBaMM(HUKAIMK TMEIArOTHYECKUX KaJIpoB, OoOecleyuBaromux OO0ydeHHe Io
MEXAUCHIUTTHHAPHBIM KypCcaM:

HaJIM4YUe BBICIIETO MPO(ecCHOHAIBHOTO 00pa30BaHUsI, COOTBETCTBYIOIIETO MPOGUIIO MO
«OcyliecTBICHNE MHTErpalud nporpammubeix wmonayiei» 09.02.06 CereBoe u cucTeMHOE
aJIMUHHUCTPUPOBAHUE

TpeboBanust k KBalM(UKAMKU TEIATOTHYECKUX KaJpPOB, OCYILECTBISIONINX PYKOBOACTBO
MPAKTUKOM: HaTU4Me BBICHIET0 MPO(ecCHOHAIBHOTO 00pa30BaHHUs, COOTBETCTBYIOIIETO MPOQUITIO
MOyl BBINIOJHEHUE YCTAaHOBKH, TOMICPKKA PabOTOCIOCOOHOCTH CHUCTEMBI, OOeCTeueHus
0€30MacHOCTH U AHTUBHMPYCHOM 3alllUTHI JIOKAJbHOW BBIUMCIMTENHHOW CETH, CEPBEPOB M padOUMX
CTaHLIUI
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5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUSA
MNPO®ECCHUOHAJIBHOI'O MOAYJIA

PesyabTaTsl
(ocBOCHHBIE PO eCCHOHATIBHBIE H
0o01IMe KOMIeTeHI M)

OcHoBHbBIE ITOKAa3aTeJIn OLICHKHU pe3yjabTaTra

[IK 3.1 YcranaBnuBath, HaCTpanuBaTh,
AKCILTYaTUPOBATh U OOCITYKUBAThH
TEXHUYECKUE U MTPOTPAMMHO-
anmapaTHbIe CpEJICTBA
KOMIIBIOTEPHBIX CETEH.

OK 1. BriGupats ciocoOb! penieHus
3a/1a4 mpoeCCHOHATIEHOM
NEeSITeIbHOCTH, TPUMEHUTEIBHO K
Pa3IMYHBIM KOHTEKCTAM.

OK 9. Ucnonb3oBath
nH(}OpPMaLMOHHbIE TEXHOJIOTUH B
npodeccrnoHabHOM e TENbHOCTH.

— oO0cCIy)KuBaHUS ceTeBONH MHPPACTPYKTYPHI,
BOCCTAHOBJICHHS pabOTOCIIOCOOHOCTH CETH TOCIIE
cbos;

— BBINOJIHATH MOHUTOPUHT U aHAIHU3 pabOTHI
JIOKaJIbHOM CETH € TIOMOIIIbIO POTrPaMMHO-
anrmapaTHbIX CPEJICTB,;

— OCYHIECTBIISITh TUATHOCTUKY U TIOUCK
HEHCIIPaBHOCTEH BCEX KOMIIOHEHTOB CETH,

— BBIOOp M MPUMEHEHHE METOOB M CIIOCOOO0B
pelieHus npodeccuoHalIbHBIX 3a7a4 B 00J1aCTH
pa3paboTKU MPOrpaMMHOTO oOecrieueHus s
KOMIIBIOTEPHBIX CUCTEM;

— orneHka 3GEeKTUBHOCTH U Ka4€CTBA BBHITIOJHEHUS
npodeccroHalbHBIX 3a7ja4 B 00J1acTH pa3paboTKu
MPOrPaMMHOTO 00eCTIeUeHUS TSI KOMIIBIOTEPHBIX
CHUCTEM.

IIK 3.2 ITpoBoANTH
npoduIaKTHIECKUe padoThI Ha
00BbeKTaxX ceTeBOU MH(PPACTPYKTYPHI
1 pabOYnX CTAHIIUAX.

OK 3. IInanupoBatTh U peau30BbIBATH
cobcTBeHHOE MPO(HECCHOHATBFHOE U
JUYHOCTHOE Pa3BUTHE.

OK 2. OcymiecTBisiTh MOUCK, aHATIN3
Y MHTEPIIpEeTaLNIi0 UHPOPMAIIHH,
HE0OXO0IMMOM ISl BHITIOJIHEHUS 3a1a4
npodeccuoHaNbHOM 1A TEIbHOCTH.

— MNOJJIEPXKKE MOJIb30BATENEH CETH, HACTPOHKE
anmapaTHOro W MPOrpaMMHOT0 00eCTieueHusl CETEBOM
UH(PACTPYKTYPHI,

— BBIIOJHATH AEUCTBUSA MO0 YCTPAHEHUIO
HEHUCTIPaBHOCTEM;

— 000CHOBaHHBIN aHATN3 TEKYIICH CUTYyallUH,

— apryMeHTHPOBAHHBIN MOJ00P CPEACTB I
pelIeHHs HeCTaHAAPTHOM MpodecCuoHaIbHOMI
CUTYaIUH;

— MOHHMMAaHHE U MPUHATUE OTBETCTBEHHOCTH 3a
IpeIOKEHHbIE PeleHrs] 000CHOBAaHHOCTh
MOCTAHOBKH LI€JIH, BEIOOPA U IPUMEHEHHUS METOJIOB U
Croco0oB perieHus npohecCHOHANBHBIX 33/1a4;

— ompeJeneHre u BpI0op crocoda - MoucK
HeoOXoaAuMOM HHpOopMauu s 3PHEKTUBHOTO
BBITIOJTHEHMSI TPOPECCUOHANBHBIX 3a/a4,
npodeccHoHaNbHOTO ¥ TUYHOCTHOTO Pa3BUTHS;

— HCIOJIb30BaHUE PA3IMYHBIX HCTOYHUKOB, BKITIOYAs
ANEKTPOHHBIE /U1 (P (HEKTUBHOTO BHITIOTHEHHUS
npodeccuoHanbHBIX 3a7a4, TPO(EeCCHOHATBFHOTO U
JUYHOCTHOTO Pa3BUTHS;

[IK 3.3 YcranaBnuBath, HaCTpanuBaTh,
AKCIUTYaTUPOBATh U OOCITYKUBATh
ceTeBble KOH(UTYpaIUK

OK 5. OcymiecTBisTh YCTHYIO U
MUCbMEHHYI0O KOMMYHHUKAIIHIO Ha
rOCyJapCTBEHHOM SI3BbIKE C YUETOM
0COOEHHOCTEH COLMANBbHOTO U

— OCYUIECTBIATh HACTPOMKY anmapaTHoOro u
IPOTPaMMHOTO 00ECTIeUeHHsI CEeTH,

— TOYHOE BBINIOJIHEHNE OTJIAZKH paboThI CETH;

— BBINOJHATDH JCUCTBUS 110 YCTPAHEHUIO
HEHCIIPaBHOCTEN

— pabota c [1IK u oopmiienue pe3ynbraToB paboThI ¢
ncnoans3oBanueM UKT;

— pa3paboTKa NPOEKTHOW M TEXHUYECKON
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KYJIbTYPHOTO KOHTEKCTa.

JOKYMEHTAIUH 110 POrPaMMHOMY 00ECTIEUEHHUIO C
UCTIOJIb30BaHUEM I'paUUECKUX S3bIKOB
cnenuduKanuii;

I1K 3.4 YyactBoBaTh B pa3paboTKe
CXEMBI ITOCIIEaBaPUIHOTO
BOCCTAHOBJICHUS Pa0OTOCIIOCOOHOCTH
KOMIBIOTEPHOH CETH, BBITIOJIHATH
BOCCTAHOBJICHHE U PE3E€PBHOE
KOIMPOBaHKE HHPOPMALUH.

[1K 3.6 BrimosHsSTh 3aMeHy
PacXOHBIX MAaTEPHATIOB M MEJIKHIA
PEMOHT NepupepuitHOro
000pyI0BaHUsI, OTIPEACTISATH
ycTapeBiiee 000pya0BaHUE U
IIPOTPaMMHBIE CPEJICTBA CETEBOU

MH(PaCTPYKTYPBHI.

OK 4. PaboTaThb B KOJUIEKTUBE U
KoMaH/ie, 3¢ (eKTUBHO
B3aMMOJIENCTBOBATE C KOJIJIEraMu,
PYKOBOJICTBOM, KITHEHTAMH.

— BBIIIOJIHEHHE BOCCTAHOBJIEHUS U PE3EPBHOTO
KOINMPOBaHUE UH(POPMAITUH.

— BBITIOJTHEHHE 3aMEHBI PACXOIHBIX MaTEPUAJIOB U
MEJIKUH PEMOHT NepuepuitHOro 000PyIOBaHUS,

— OIpelesIeHUe YCTapeBIIEro 000PyIOBaHUS U
MPOTPaMMHBIX CPEJICTB CETEBOW MHPPACTPYKTYPHI;
— TposIBIICHUE HHTEpeca K Oymymiei npodeccuu;

— apryMEHTHPOBAaHHOCTH M MIOJHOTA OOBSICHEHHS
CYIIHOCTHU U COIIMAIIbHOM 3HAUUMOCTHU Oy IyIIen
npodeccuu;

— AKTUBHOCTH M HHUITMATUBHOCTH B TIPOIIECCE
OCBOEHUS MPO(eCcCHOHATIBHON e TENIbHOCTH;

— HAJMYUE TIOJIOKUTEIIBHBIX OT3BIBOB IO HTOTaM
yueOHOM MpPaKTUKH;

— YYacTHe B CTyJCHUECKUX KOH(PEPEHIIHSIX,
KOHKYpCax, MPE3CHTAINAX, OJIUMITAAIaX U BBICTaBKAX
TEXHUYECKOTO TBOPYECTBA.

— B3aWMOJICHCTBUE C OOYJAIOIINMHUCH,
MpernoiaBaTesIsIMU U MacTepaMu B X0/1e 00yueHus Ha
OCHOBE HOPM JIETIOBOTO OOIIEHUS;

— TIPOSIBJICHHE TOTOBHOCTH K 0OMEHyY HH(bOpMaIUH;
— TpOsIBIICHHE YBOXKCHUS K MHEHHIO U MTO3ULIUU
YJIEHOB KOJIJIEKTHUBA

[IK 3.5 Opranu3oBbiBaTh
MHBEHTAPHU3ANI0 TEXHUUECKUX
CPEICTB CeTeBOM MH(PACTPYKTYPHI,
OCYILIECTBIISITH KOHTPOJIb
000pyI0BaHUs MIOCIIE €r0 PEMOHTA.

OK.05 Ocy1iiecTBasiTh YCTHYIO U
MMCbMEHHYI0O KOMMYHHUKAIUIO Ha
rOCyJIapCTBEHHOM $I3bIKE C yIETOM
0COOCHHOCTEH COLMAIBHOTO U
KYJIBTYPHOTO KOHTEKCTA.

OK.10 ITonp3oBaThCs
npodeccruoHalIbHOM TOKyMeHTaIuei
Ha TOCYJapCTBEHHOM M MHOCTPaHHOM
SI3BIKE.

OK.11 HNcnonp30BaTh 3HaHUS 110
(uHAHCOBOM TPAMOTHOCTH,
MJIAHUPOBATh MPEANPUHUMATEIBCKYIO
JeSITENEHOCTD B MPO(ECCUOHATBHOMN

cepe.

— OpraHu3aiys THBEHTapHU3alUU TEXHUYECKUX
CPENCTB CeTeBOM MHMPACTPYKTYPHI;

— OCYIIECTBIICHUE KOHTPOJIS 000pyIOBaHUS TIOCIIC
€ro peMOHTa,;

— BJAJICHUE MEXaHU3MOM IUIAHUPOBAHUS U
OpraHu3aIuy COOCTBEHHON 00pa3oBaTeIbHON
JIesITeIbHOCTH;

— OBITh TOTOBBIM K TIOCTOSTHHOMY TOBBIIIIEHUIO
poECCHOHAIIBHOTO MAacTePCTBA, MPHUOOPETCHHUIO
HOBBIX 3HAHMM;

— OpraHuzaius caMOCTOSITeNIbHBIX 3aHATUN MPU
M3y4eHUU PO(HecCHOHATLHOTO MOIYIIS,;

— IUIAaHUPOBAHUE MOBBIICHUS JUYHOCTHOTO U
KBaJTM()MKALIMOHHOTO YPOBHS, y4acTHE B BHICTABKAX
TEXHUYECKOTO TBOPUYECTBA

— TpOsBIEHUE UHTEPECA K HHHOBAIMAM B 001acTH
npodeccuoHanbHOM e TENbHOCTH;

— BBIOOpP ONTUMANIFHBIX TEXHOJOTUH B
npodeccnoHanbHOM NesITENbHOCTH, HEOOXOTUMBIX JIJIs
penieHus npodeccuoHanbHBIX 3aa4;

— AKTUBHOE MpUMEHEeHUE HH(POPMAIIHOHHO-
KOMMYHUKAI[MOHHBIX TEXHOJIOTUH B
npodeccHoHaNBEHON NesTENLHOCTH.
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