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L. ITACHOPT PABOYEH IPOTrPAMMBI YYEBHOU TUCHAILINHBI
Opranusarus ceteroro aIMUHACTPUPOBAHA

1.1. O6aacrs npumenenus IPOrpaMmel
Pabouas mporpamma mpodeccuonanbroro MOIynsa (namee — mporpamma IIM) ssisercs uwacTsio
[IPOrPaMMBI IIOATOTOBKH CIIEIHAIMCTOR CPEIHEro 3BeHa B cooTBeTCTBHHE ¢ DI'OC CIIO

09.02.06 Ceresoe u cucremuoe AIMUHUCTPHPOBAHHE B YACTH OCBOEHHS OCHOBHOTO BHIA
IEATCIBHOCTH:

B/T 2. Opranuzanus ceresoro aIMHHHCTPUPOBAHUS
H COOTBETCTBYIOIINX €MY HPO(DECCHOHAIBHBIX KOMIIETeHIHIL:

IK 2.I.A,E[MHHHCTpI/IpOBaTB JIOKAJIPHBI® BBIYHCIIHTENBHEIE CETH ¥ IPHHAMATH MEPEI 10 YCTPAHEHHIO
BO3MOJKHEIX cOOCB

[IK 2.2. AIMHHHCTPHPOBATE ceTeBbIe PECYPCHI B HHPOPMALMOHHBIX CHCTEMAX

ITIK 2.3. O6ecneunsars cOOp MNAHHBIX A aHAIM3a HCIOIB30BAHIS H (QyHKIHOHUPOBAHHUS
HPOTPAMMHO-TEXHHIECKHX CPEICTB KOMITLIOTEPHBIX CeTell

IIK 2.4. B3aumomeiicTBoBath co CICLMATACTAME  CMEXHOIO NIpo(HIs NpH pa3paboTke METOIOB,
CPCICTE H TeXHOIOTHH MPUMEHCHHS 00BEKTOB HPO(BEeCCHORATBHOM JeSTeIbHOCTI

1.2. Henn u 3apaun moxyms — TPeOGOBAHMS K Pe3yILTATAM 0CBOCHHS MO/TyJIst

B pesynerare ocroenus Ipo(ecCHORATEHOro MOLYJI CTYIEHT MOJDKEH:

HMETh NPAKTHYCCKHH ONBIT;

— HacTpauBaTh CEPBEP U pabouue CTAHLUY i Ge30macHol nepenavn HHQOpPMAanuy;

~ YCTAaHABIMBATE M HACTPAMBATH OICPAHOHHYIO CHCTEMY CepBepa i pabouux crannmii kax Windows
Tak u Linux;

— YUPaBIATh XPAHHIIHUIIEM JAHHEIX,

— HaCTPauBaTh CETEBBIE CIIYKORL

— HAacTpauBaTh yIANECHHEIH 10CTYII;

— HaCTpauBaTh OTKAa30yCTOMYMBELIHA KnacTep;

— Hactpausatk Hyper-V u ESX, xmouas OTKa30yCTOHYHUBYIO KIIACTEPHIALHIO;

~ PCalU30BBIBATE 6€30NACHBIH JOCTYN K JAHHBIM JUTA TIOIB30BATENCH 1t YCTPOHCTB;

— HAaCTpawmBaTh CIIyKOBI KATAJIOTOB;

— OOHOBJIATEH CepBeEpEL;

~ TIPOCKTHPOBATE CTPATEIHH aBTOMATHIECKOH YCTAHOBKH CEpPBEPOB;

— IJIaHApOBATE U BHEAPATE HHMPACTPYKTYDY pasBepThIBAHUS CEPBEPOB;

— [IUVIaHHPOBATH ¥ BHEAPSATH (PalIOBbIE XPAHWIIHINA H CHCTEMEL XPaHEeHHS JIAaHHEIX;

— PaspabaTsIBaTh M IMHHHCTPHPOBATE PELLCHMUS] 10 ynpasnenuto [P-anpecamu (IPAM);
~ IPOCKTHPOBATh M PEANIM30BHIBATE pemrenust VPN

— TIPHMCHATE MacNTaOHpyeMBIe PELICHHUS s YIATEHHOTO JIOCTYyIIa;

— TPOCKTHPOBAThL U BHEAPAT PEIEHHS 3AIIUTHL TOCTYIIA K CeTH (NAP);

— YcTanapnusare Web-cepsepa;

— OpraHHu30BRIBaTh NOCTYII K JTOKAJILHEIM H MIOGATLHEIM CeTsIM;

— CONPOBOXKAATH K KOHTPOIMPOBATE HCIIONB30BAHME TIOYTOBOTO cepeepa, SQL-ceprepa;
— HPOCKTHUPOBATE CTPATEIHH BHPTYalH3aI[HH;

— IUIAHHPOBATE I PA3BEPTHIBATH BUPTYaIbHEIE MALUUHEI

~ YUPABJATE PasBEPTHIBAHMEM BUPTYaIbHBIX MALIHH,

— PEAIN30BBIBATh M INTAHKPOBATE PEINEHNHS BEICOKOL AOCTYMHOCTH [1s1 (hakIoBBIX CIyk6;
— BHEIPATH HHQPACTPYKTYPY OTKPHITEIX KITIOYei;

~ OPralH30BLIBATE ¥ IPOBOJAUTE MOHHTOPHHT 1 HOJIEPIKKY CEePBEPOB;

~ TPOCKTHPOBATh 1 BHeApATE DHCP cepprcs:;

~ TPOCKTHPOBATE CTPATETHIO PA3PELIEHHUS HMCH;

~ TIPOCKTHPOBATE U BHEAPSTH MHYPACTPYKTYPY J1ECOB U IOMEHOB;



pas3palbaThIBaTh CTPATErUIO TPYIIIIOBBIX HOJIHTHK;

IPOCKTHPOBATE MOJIEJIb PA3PEILEHHH I CIIy/KkObI KATAIOOB;

TIPOCKTHPOBATh CXEMEI CaiiToB Active Directory;

PpaspabaTEIBaTh CTPATETHH PA3MEIICHHS KOHTPOJIIEPOB JIOMEHA;

TUIAHHPOBATH H PCAllN30BBIBATE HHPPACTPYKTYDY CILyXkO0 YIpaBIeHus IIpABaMH;

PACCUATRIBATE  CTOMMOCTh  JIMLEHSHOHHOTO — NPOTPAMMHOTO  OGCCTEYEHHS  ceTeBOl
HHOPACTPYKTYPHI;

OCYHIECTBIATE COOpP MAHHBIX JUIS AHAJM3A HCIONB3OBAHUS U (yHKIHOHHPOBaHHA MPOTPAMMHO-
TCXHAYCCKUX CPEICTR KOMITBIOTEPHBIX CeTei;

ITTAHUPOBATE ¥ PEATTH30BATE MOHUTOPHHE CEPREPOB;

YMeTh:

aAMHHHCTPUPOBATE JIOKATbHbIE BEIMHCIHTENBHBIE CETH;

IPHHAMATE MEPEI IO YCTPAHEHHIO BO3MOMKHBIX CHOEB;

CO3/1aBaTh B KOHQUIYPHPOBATh Y9ETHBIE 3aAIHCH OTTETbHEIX [IOJIB30BATENEH M MOJIB30BATEIBCKHAX
Ipyni,

o0ecrieynBaTE 3aIUTY HPH HOJKIIOUCHHH K HH(OPMAIOHHO-TEIEKOMMYHHKAIIHOHHON CeTH
"Murteprer” cpencramu OMEPANMOHHOH CHCTEMBL,

YCTaHABIMBATE HHQOPMAIMOHHYIO CHCTEMY,

PETHCTPHPOBATE [OAKIIOYEHHE K JIOMEHY, BECTH OTYETHYIO JOKYMEHTALHIO,;

YCTaHABIUBATL M KOHQHUIYPUPOBATE AHTHBHPYCHOE IpOrpaMMHOe ObecnedeHne, MPOrpaMMHOE
obecrieuenne 6a3 JaHHEIX, TPOrPAMMEOE obeCIeYeH e MOHHUTOpPHHIA;

PACCAUTRIBATL  CTOAMOCTb  JIALEH3MOHHOTO — NPOTPAMMHOTO  OGECHeYeHHS  CeTeBoi
HH(PaCTPYKTYPHI;

3HAThb:

OCHOBHBIC HATIPABICHUS aIMUHHCTPHPOBAHHS KOMIIBIOTEPHEIX CETeiA;
TUITBI CCPBEPOB, TEXHOJIOTHIO "KIIHeHT-ceprep';

CTIOCODBI YCTAHOBKH H YIIPABIEHHS CEPBEPOM,

YTHIIATEL, DYHKITHH, yIaleHHOe VIpaBieHue CEePBEPOM;

TEXHOJIOTHH Ge30IaCHOCTH, MPOTOKOJIE! aBTOPH3ALNH, KOH(HICHIHATBHOCTD B Ge30MACHOCTE TIpH
pabore B Web;

HOPSA/IOK HCIIONBE30BAHUS KIIACTEPOB;

TIOPSIOK B3aUMOCHCTBHS PA3THIHbIX OIEPAITHOHHbIX CHCTEM:

KIIACCH(UKALINIO IIPOTPAMMHOTO 0GECIIeYeH S CETEBLIX TEXHOJIOTHH, U 0OJIACTH ero MPHUMEHEHHS;
TIOPAIOK M OCHOBEI JIMIEH3HPOBAHHS TTPOTPAMMHOTO 06ECICYCHHUSE;

TEXHONOIHH GEe30IIaCHOCTH, MPOTOKOJIbI aBTOPU3ALUH, KOHQHAECHIUATLHOCTE H 0e30MacHOCTD IIpH
pabote B Web;

OLCHKY CTOMMOCTH IPOrpaMMHOro obecliedeHHs B 3aBHCHMOCTH OT cmocoba W Mecra cro
HCIIOJIE30BAHUS;

TIOPA0K MOHHTOPHHTA U HACTPOHKH POU3BOIUTENBHOCTH;
AITOPUTM aBTOMATH3ALMHE 337184 00CITy KHBAHS;
TEXHOJIOTHIO BECHHS OTYETHOM JOKYMEHTALIHH;

OLCHKY CTOMMOCTH NpOrpaMMHOTO obecredenus B 3aBHCHMOCTH OT cCIocoda W MecrTa €ro
HCIIOJIB30BaHHL.

1.3. KotnuecTso uacoB na ocoenune IpOTrpPaMMBbI HPOQECCHOHATBLHOI0 MOXY.Is:
BCero (yueOHOI Harpysku oby4aromerocs) — 606 gacos,

B TOM YHCIIE:

y4eOHOH Harpys3kn oGydaromerocs Bo B3aMMOJICHCTBAN ¢ IpenojaBareseM — 324 waca;
y4eOHOH U MPOU3BOACTBEHHOMH NPAKTHKY — 216 yacos;

CaMOCTOATENBHOH yueOHOl paboTer o6yuaromerocs — 40 49acoB;

TPaKTHYeCKOi I0AroToBKM 394 yaca;,

IPOMEKYTOYHAS ATTECTALHS § YacoB



2. PE3VJIBTATHI OCBOEHUSI IMPOPECCHOHAJIBHOI'O MOAYJIst

Pesynbrarom  ocBoenus  mporpammer NPOQECCHOHATBHOrO  MOZYIS  SBIACTCH OBJIAZICHUE
00y4arOIIMHUCs BHIOM I€STENbHOCTH CTCLHAHCTA 110 OPTaHU3aLMK CETEBOrO aMUHICTPHPOBAHIS,
B TOM "ncne npodeccnonansusivu (1K) u o6ummm (OK) xomnereHnmsaMu:

Kon Hanmenosanmne o6ummux KOMIIEeTeH il

K 2.1 AJIMUHUCTPHPOBATE JIOKAILHBIE BHYHCIHTE/bHEIC CETH M NPHHHMATL MepHI 110
YCTPaHEHHIO BO3MOIKHEIX COOEB.

TIK 2.2 AIMHHHCTPHPOBATE CETEBbIE Pecypchl B HHQOPMAIMOHHEIX CHCTEMAX.

K 2.3 OGecneunBars ¢60p TaHHBIX 115 aHATH3A HCTIOB30BAHHS U (DyHKIHOHHUPOBAHUS
TPOTPaMMHO-TEXHHYECKHX CPEICTB KOMITBIOTEPHBIX CeTeii

IIK 2.4 BsaumoseiicTeoBats co cremuamuctamu CMEKHOTO MpoQHId IpH paspaboTke
METOZOB, CPENCTB M TEXHONOTHH NpPUMEHEHHS 0OBEKTOB npodeccHOoHANBHOM
JOEATETBHOCTH.

OK 1. Beibupare  croco6er  pemenus  3amag IPOGECCHOHANBHOH  IeSTeNBHOCTH,
TMPUMEHUTENBHO K PA3TUYHELIM KOHTEKCTAM

OK 2. OcCyIIecTBIATh MOMCK, 4HATH3 U UHTEPOPETAUUIO UHPOPMALIMH, HEOOXOMHMOI
AULA BBITIOTHEHHUS 3a71a4 NPO(eCcCHOHAIBHON NesSTebHOCTH

OK 3. II1aHHpOBAaTh U Peau30BHIBATE COGCTBEHHOE IpopeCCHOHATLHOE U TAYHOCTHOE
pa3sBUTHE.

OK 4. PaGorate B xomiextmee u xomamze, sbdexTHBHO B3auMomelicTBOBATE C
KOJUIEraMH, pPYKOBOACTBOM, KIIMEHTAMHU.

OK 5. OcCyIecTBIATh yCTHYO H HHCEMCHHYIO KOMMYHHMKALHIO HAa TOCYAAPCTBEHHOM
SA3BIKE ¢ YIETOM O0COOCHHOCTEH COMUATBHOrO H KYJIBTYPHOIO KOHTEKCTA.

OK 6. [IposBasaTe TPaXITAHCKO-IATPHOTHYIECKYI)  IO3HIHIO, JIEMOHCTPUPOBATE

OCO3HAHHOC IIOBENEHHE HA OCHOBE OGLLI:C‘IGJIOBS’-IE‘,CKHX LIEHHOCTCH, [MPUMEHATH
CTaHoapThI AHTHKOPPYINIIHOHHOTO TIOBEIICHU.

OK 7. ComefictBOBaTh  coxpameHHIO OKPYJKatOIIeH cpenpl, pecypcochepesketHio,
3 peKTHBHO neifcTROBATE B UPE3BBIYAHHBIX CHTYAIUX,
OK 8. HMcnone3oBats cpencrea (busudeckolt KynETYpHI IS COXpaHCHHUA K YKpeIIeHHUs

3A0pOBbA B IIpolecce NPO(ECCHOHANBHON JeSTENbHOCTH U OJIepKaHKe
HEOOXOUMOrO YPOBHS (DH3MUECKOH MOATOTOBICHHOCTIL

OK 9. Hcnomb3oBaTs  MHQOPMANMOHHBIE — TEXHONOIHH B IpodeccHOHANBHOH
JEATEIEHOCTH
OK 10. Ionb3oBatees mpodeccronanpHoi JNOKYMEHTAlUeH Ha TOCYHAPCTBEHHOM U

HHOCTPaHHOM S3bIKE.




3. CTPYKTYPA 1 COAEPKAHHUE ITPOPECCHOHAJILHOTO MOJIVJIsA

3.1 TemaTuveckuii miIan npodeccHOHAIBLHOI0 MOIY.JISI

[Tpakruka
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IIK2.1-2.4 |Pa3znen 1. I[lonumanie 204 174 76 66 66 30 24 6
OK 01-10 8IMUHHACTPHPOBAHHUS CETERBIX
ONEPALHOHHEIX CHCTEM
[MIK2.1-2.4 |Paspmen?2. Ycranoska [IPOTPaMMHOI0 68 56 16 38 38 6
OK 01-10 obecrieyeHne KOMIBIOTEPHEIX CeTel
IIK 2.1 -2.4 |Paznen 3. [Tonumanue 110 94 48 44 44 10
OK 01-10 OpraHu3al{H aZIMHHUCTPHPOBAHHSI
KOMITBIOTEPHBIX CHCTEM
IIK2.1-2.4 |Vyebras mpakTuka, 4acon 12 72
OK 01-10
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OK 01-10 IPOPHIIIO CIELHUAIBHOCTH), 4aCOB
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3.2 Coaeprxanue 00y4eHHS 10 npodeccuonaabuomy moxymo (ITM)

¥YeranoBka u nacrpoiika Windows
Server 2012 R2

1PazseproiBanne u ynpasjenne Windows Server 2012 R2

O6zop Windows Server 2012R2. Veramoska Windows Server 2012R2. Hactpoiika Windows
Server 2012R2 nocne ycrawoeku, O630p 3amad 1o ynpasnenuro Windows Server 2012R2.
Brenenue B Windows PowerShell

2Bsenenue B joMenHble cepuchl Ciny:x6u1 Katanora

Beenenue B AD DS. O630p dynxumii konTpomtepa nomena. Veranoska KOHTpoJLIepa J10MeHa
3¥Ynpassenne o6beKTaMH KOMeHHBIX ciTy#6 Cayx6er Katanora

VYrpaeneHue y4eTHBIMH 3alHCSIMM  [OJb30BATENEH, Yrpasnenue rpynnamu. YmpasneHue
YUCTHBIMH 3aMMCAMH KOMIBIOTEPOB. [enerupopanue aIMHHUCTPATHBHBIX 33144
4ABTOMATH3AUHA AIMUHHCTPHPOBAHNS JOMEHHBIX cayx6 Coyxoot Karanora
HenonpzoBanne cpescTB KOMaHAHOH CTPOKH s anMuHHCTpupoBanua AD DS. Hcnonszoanue
Windows PowerShell s agmummcrpupopanms AD DS, [pouspeneHre MHOMKECTBEHHBIX
onepauuii ¢ ucrioaszoBanueM Windows PowerShell.

Slipumenenne nporokona DHCP

Yeranoeka ponm DHCP cepsep. Hacrpoiika DHCP o6nacreii. Ynpasnenne 6azoit ganmeix DHCP.
3amura u MouutoprHr DHCP

6lIpumenenne DNS

Iponecc paspewenns umen 8 Windows. Ycranoska ceppepa DNS. Ynpasnenue 3ovamMu DNS
TIIpuMeneHne JIOKaJIbHOr0 XPAHHIHINA AAHHBIX

O630p MeTo10B XpaHeHHs NaHHbIX. YpaBTeHHe JHCKAMI i ToMaMu. MCrob3oeanme [IPOCTPAHCTB
XpaHeHus

8llpamenenue daiinosoii ciyx6e1 0 ciryKGbI MeYATH

3auwiTa Qalinos 1 nanok. 3amyUra Nanok CpeCTBAMH TEHEBOIO konuposaiud. Hactpoiika PaGounx
nanok. Hactpoiika cetesoii neuatu

9llpumenenne rpyunoBoii NOJIHTHKA

O6z0p rpynnoroii nonurakd. O6paboTka rPYINOBBIX HOIUTHK. ITpumeHeHYe LEHTPaIH30BAHHOTO
XpaHumuina A IMAHHCTPATHBHBIX I1A0NOHOR

103amura cepepo Windows npumenennem 06beKToB CPYNNOBOH NOMTHTHIKH

O630p GezonacHocTH orepalMoHHBIX cucteM Windows. Hactpoiika napametpos 6e3omacHOCTH.
Orpanuvenue npuknagsoro IO,  Hacrpolika Opannmayspa  Windows ¢ paciumpenHoii

[ Haumenoranue pasaesioB H TeM Conepxanne, naGopatopasie paboThl H MPAKTHYECKHE 3aHATHS, BHEAYHTOPHAS O6wE v
npogeccnonanenore moayns (TIM), (camocToaTeNnLHAs) yueOHan paboTa ofyuaromuxcs, Kypcopas pabora (npoekrt) (eciu e POBEHD
MEKAUCUHIIHHAPHBIX KypeoB (MJIK) NpeayCMOTPEHbI) Hacos 3 CREEE
Paznen 1. 204
MIK.02.01. AxsMunrHCTpHpOBaHHe
CeTeBBIX ONEPANHOHHBIX CHCTEM
Tema 1.1 Cogepxanune 28
28 1




6e30naCHOCTRIO

111Ipumenenue cepsepHoii BHPTYaTH3aNHH ¢ Hyper-V
OB30p TexHOMOTMIT BHUPTYaNU3ALMK. Ilpumenenne  Hyper-V. Vipaenenue XPaHWIHLIEM
BHPTYAJILHBIX MAIIKH. YTIpaBleHHe BUPTYAIbHBIMH CETIMU

Tema 1.2

Copep:ranne

96

Aamunucrpuposanune Windows Server
2012 R2

1Hacrpoiika M ycTpanenue HenoJiagok cayx0er DNS

Hacrpoiika cepsepuoit pomm DNS. Hacrpoiika 30n DNS. Hacrpoiika nepenaun 3oup1 DNS.
Yopaenenue ciy:x6oii DNS 1 yerpaHenue Henonanok

2lMoamepka JOMEHHBIX CIYHKG Ciyx661 Karanora

O63op AD DS. Hcnonssosauue BUPTYaTH3HPOBAHHBIX KOHTPOIIEPOB JoMeHa. [IpumeHenue
KOHTPOJINCPOB IOMEHA ¢ HOCTYLOM TOJBKO Ha urenne (RODC). AaMunuctpuposanue AD DS,
VYnpaenenue 6azoii nanasix AD DS

3¥mpagiieHne No/b30BATEILCKAMH H CITY/KeOHBIMMI VYETHBIMH 3aNHCIMH

Hacrpotika Ilonwmaku naponeit i [onuruky 6mokupoBKM ydeTHO# 3anmcu. Hacrpoiika
Ynpaengemoii ciysxeGHON yueTHOI 3amucu

4Bueapenne nudpacrpykryper I PYNIOBBIX NOMHTHEK

O63op I'pynmnoroli noauTHKH. Buenpenue u anMunuctpuposanie I'pynnoperx nonutuk., O6nacts
JCHCTBUA W 10pAnoK 06paboTku I'pymmoBeiX MOMHTHK. YCTpaHeHHe HEMONajoK NpHMEHEHUS
I'pynmoBeix nonwrek

5¥Ynpapiienne 101b30BaTEALCKHM PaGoanm CTONOM uepes I'pynnosyro noautaky
Ilpumenenne  ANMHHMCTPATHBHBIX  IHAGTIOHOB. HacTpoiika npumeHeHms ckpumro u
rnepenanpasnenus manok. Hacrpoiika mpeanmourenuit B I'pymmocsoii moanTHke. Ynpasnenue
pOrpaMMHbIM obecrieyenuem uepes [pynnosyro monuTuky

6YcranoBka, HACTPOIiKa M yCTpaHeHHE HEMOJAN0K peJin Cepsep CeTenoli monTHKH.
YcraHoBka M HacTpoiika ponw Cepsep Cerepoii monutrku. Hacrtpoiika KIMeHTOB 1 CEpBepoB
RADIUS. Meroas!l npoBepkd NOAIHHHOCTH cepsepa  CereBoll MONHTHKH. MOHHTOpHHT W
yctpanenue Heronaaok ponu Cepeep CeTeBoil MOAHTHKH

7I1paMeHenne 321 HTHI JOCTYHA K CeTH

O630p 3amuTs noctyna k cetu (NAP), Ob30p mpoiiecca MPUMEHEHHs 3alUTHI IOCTyTIa K CETH.
Hacrpoiika NAP. Hactpolika npumenetus NAP qepes npuHyaurTensHeie IPSec B3aumoneiicTrus.
MonuTopuHr 1 ycrpanenve nenonagok NAP

8Hcmonb3oBanne yIaaennoro jocryna

O630p TEXHONOTHH YAANCHHOrO noctyna. Breapenne Texmomormu DirectAccess ¢ momombio
MacTepa HayalbHOH HAcTpoliku. BHeapecnue u ynpaenenme PacllipeHHON MH(PaCTPYKTYpoii
DirectAccess. Buenpenne VPN, Brenpenne Web Application Proxy

90nTHMHzanus (GailjIoBLIX cepBHCOB

Obzop mucmeryepa pecypcop  daitnosoro cepsepa — FSRM. Hcenomszoeanme FSRM nng
YNpapieHus KBOTaMH, (ailioBBIM SKPAHHPOBAHHEM M OTYETAMH O MCIIONb30BAHHIO XpaHMITMIIIA.
Ipumenenue wraccudurammm daiinos u sagay no ynpaeneHuio datinamu. O63op pacnpenenennoi
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aiinosoit cucrembr DFS. HacTpoiika HMeHOBAHHOIO npoctpancTea DFS. Hacrpoiika wu
YCTpaHeHHe HenoJaanok pernirHkaimy DFES

10Hactpoiika mudposanus U pacuupenHoro ayaura

Iludporanne auckos ¢ ucnomksopanueM BitLocker. ludporanne ¢aiinoes ¢ ucronssosanuem
EFS. Hactpoiika paciumupennoro ayura.

1 1Pa3BepThiBaHHE H HOAIEPIKKA CEPBEPHBIX oGpa3oB

O63op cnyx6er passepreipanns Windows. VYnpaenenue obpasamu. IIpumenenue PasBepTLIBAHES ¢
TNOMOLUBIO Ny kOBl passepThiBanmsa Windows. AAMUHHCTpupOBaHme CIIyKOBI  pa3BepTHIBAHUS
Windows.

12Brenpenne ynpasienus oGnoBJICHHAMH

O6zop WSUS. Pazeeprhipanue oGHOBIeHHUI nocpencteomM WSUS

13MoununTtopunr Windows Server 2012

Cpencrea  MouuTOpunra. Mcmons3oBanue MonuTopa npowssomuTensHOCTH. MounuTopunr
JKYPHATIOB COOBITHIA.

JlaGopaTopHubie 3ansTHS

66

JlaGopatopnas pa6orta Ne 1 (ITpaxrrueckas [IOATOTOBKA)
Hacrpoiika u yctpanerue Heronafok cirysx6sr DNS

Jlabopartopuas pa6ora Ne 2 (Ipakrrueckas [1OJrOTOBKa)
Ioanepxka ADDS

Jlabopatopwas pabota Ne 3 (IIpakTiueckas TTOJrOTOBKA)
Ynpaejenue nomb30BaTeNECKUME H CITYREOHBIMH YUETHBIMH 3aTTHCAMM

JlabopatopHas paGota Ne 4 (IIpakTHteckas MNOATOTOBKA)
Bueapenue undpactpykrype! ['DYImoBsIX moauTHk

Jlaboparopnas pabora Ne 5 ([TpaktHueckas MOJArOTORKA)
YIpaeseHue nosb30BaTeNnbekuM pabotHM CTONOM uepes ['pynnoByro nosiTHKy

Jlaboparopnas paGora Ne 6 (ITpaktuyeckas MOJATOTOBKA)
Yceranoeka u HacTpotika ponu Cepsep CeTeBoi MoTuTHKH

Jlabopatopuas pabora Ne 7 (ITpaxTuueckas MoAroToBKa)
ITpuMeHEHNE 3aLHTHI IOCTYNA K CETH

Jlaboparopuas pabora Ne 8 (TIpakTryeckas MOArOTOBKA)
Buenpenue rextonornu DirectAccess ¢ MOMOIIbIO MacTepa HAYalbHOH HACTPOMKU

Jlaboparopnas paGora Ne 9 (ITpakruueckas NOArOTOBKA)
PaspeprbiBanue pacunpennoii uudpactpykTypsi DirectAccess

JIabopatopuas paGota Ne 10 (Ilpakruueckas MOAroTOBKA)
Brenpenne VPN

JlaGoparopnas patora No 11 (IlpakTuueckas HNOArOTOBKA)
Brenpenue Web Application Proxy

JlaboparopHas pabora No 12 (IIpaktuueckas [TOJITOTOBRKA)
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Hacrpoiika Keor u daiinosoro 9KpaHHposanusa B FSRM

Jlabopatopnas paGora Ne 13 (Ilpaktuueckas MOAroTOBKA)
IMpumenenue DFS

JIabopatopHas paGota Ne 14 (Ilpaktuueckas MOArOTORKA)
Hacrpoiika undporanus u pacmmapennoro ayamra

JIabopatopnas pabora Ne 15 (ITpaktuueckas [I0ArOTOBKA)
Henonpsosanue ciysxOel pazsepTeiBanus Windows ast pa3sBepTHIBAHES
WindowsServer 2012

JlaboparopHas paGora Ne 16 (IlpakTriueckas MOJIOTOBKA)
Buenpenue ynpasnenus o6HOBIEHAIME

JlaboparopHas paGora Ne 17 (ITpakTuueckas TIOArOTOBKA)
Monutopuur WindowsServer 2012

Tema 1.3.
Ocunobel Linux.

Conep:kanue

18

I Beegenne

Beenenwe B nucuminHy. 3Hakomctro ¢ VM Ware vSphere.

2®@aiinosbie cucrembl OC Linux

@aiinoerie cuctemsl OC Linux. Coznanue u pPasMeTKa JKeCTKOro THCKA

3IloaroroBka cepsepa OC Linux

BapuanTer yeranosku. Pesepsroe konuposanye. CosmanHe cHHMKOB, Pasmerka JKECTKOTO JAHCKA.
4Hacrpoiika web-cepsepos B OC Linux

[Iporokon HTTP. Be6-cepsep Nginx. O6partoe NPOKCHpoBaHue B Nginx.

SHacrpoiika cepsepa DNS B OC Linux

IIpotokon DNS

6Hacrpoiika cepsepa DHCP B OC Linux

[Tporoxon DHCP

7Hacrpoiika ¢aiinoeeix cepsepos B OC Linux

[Ipotokon FTP. ®aiinosas cucrema NFS. ®aitnorbiii cepBep Samba.

8Hactpoiika cepsepos BJI B OC Linux

CVB]I MySQL. CYBJI MongoDB

9Konreiinepsr Docker

Konreiineprr Docker.Crioco6s1 cesizu koHTeinepos Docker.

10IIpoexTHpoBanue

[Ipoextuposanre. Bremenwe. Awnanus TpeboBanmii. Peammsauus cucremel.  CocTapieHue

JOKYMEHTALHH

18

I

Kypcogoii npoexr

YueGHble 3aHATHS 110 KYPCOBOMY TIPOEKTHPOBAHHMIO
Ipumepnas TeMatuka KypcoBbIX npoekToB (paboT)

1. ¥Ynpanennsrii nocryn. YeraHoBKa, HACTPOHKA W ympaBJieHHe CITy:K6aMH YIaNeHHOro JocTymna.

2. ANMHHHCTpUpOBaHME rone3oBateneil. [onuTuky GesonacHocTel, X pearHsalys B ONepALHOHHBIX CHCTEMAX.

30
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3. Ynanenusiit foctyn. Veranoeka, HACTPOHKA H YTIPABNEHHE Cly6aMHU YIATeHHOrO JlocTyna.
4. Mucrannsuns, nactpoiika u conposoxcaenre LDAP-cepsepa Linux.

5. Uncrannauus, HacTpokika u conposoxaenre Firewall-a. Linux.
Camocrosrennnas paGora obyuatomerocs nag KYPCOBLIM npoekTom (paboToii) 6
1. Ilnampopanue BLITOTHEHUS KYPCOBOro MpoeKTa

2. Coop nndopmarimu, ee usydenue, obpaborka, ananus u oGobwenne. [Torck JUTEPATypPBl M APYTHX HCTOYHUKOB, HX NPEABAPHTENLHOE

H3yYeHHE

3. PaGora HaJl BBeeHHeM, HayueH e HCTOYHHKOB, aHAITH3 BLIOPAHHOM TEMBI U HCXOIHBIX AAHHbIX

4.  PaBorta nan TEOPETHYECKOH YacThiO NpoeKTa

5. Pabora Hag npakTudeckoii yacTeio [POEKTa

6. Pabota Han saimoueHuem

7. Cocraprenue cricka HCIONB3YEMOH JTMTEPATYPEL

8.  Od¢opmnenne KI

9. Iloaroroeka npeseHTauuu

10. Tloaroroeka k npeasapurensHoii sauyire KIT

CamocrosiTessnas pa6ora 18
Temaruxa camocrosirensuoii pagors

[oaroroeka cooGuenmuii, moknanos, pebepatos, KOMILIOTEPHBIX NpeseHTALM; paboTa ¢ MH(OPMALMOHHO-CIPABOYHBIMHU 1 UMHGDOPMALMOHHO-
TIOMCKOBLIMH CHCTEMAMHU.

IlpomesxyTounas aTrecTanus Imo MJIK.02.01, MJIK.02.02 m MJIK.02.03 B bopme KomIeKkcHOrO 3K3aMena 8
Paznen 2. 68
MJTK.02.02. Ilporpammuoe

o0ecneyeHHe KOMNLIOTEPHBIX ceTeii

Tema 2.1. Conepxanue 48
Peannsauus kanenTekoii 10Onenka n onpenenenne napamerpos pPa3sBepThiBaNAs KiaHenTckux OC 10
HHppacTpyKTypHI O630p JKH3HEHHOTO LMK/IA KITHEHTCKIX KOMIBIOTEPOB Npeanpustua. Ouenka o6opyaopanus 1

FOTOBHOCTH HH()PACTPYKTYPEI K Pa3BEPTHIBAHMIO KiIHeHTCKHX OC. O630p MeTonoB passepTsiBanug
kuentckix OC B cpene opranuzaumu. TeXHOMOMMH THIEH3HOHHO AKTHBALMH JUIA KITHEHTCKHX
KOMIILIOTEPOB B OpraHu3auyy. [I1aHuposanue cTpateris paspepTiBaHus kimeHTCKux OC. Céop
AaHHBIX 00 WH(pacTpykType. Peanusauus PeLUEHNS JIHMLIEH3MOHHOH aKTHBAITHHU

2IInanupoBanie CTPATErHN yIpaBJeHHs obpazamu

O630p dopmaros ob6paza Windows. O630p cpeacTs ynpaeneuus obpasamu (Image Management).
Onenka 6usHec-TpeGopanmii g NOZIACPAKKH CTPATErHH YNpaBJieHUs 06 pasamH.

3Peanuszauns 6e300aCHOCTH KAMEHTCKAX CHOTEM

Peanuzanis uenTpanuzoranHoro peleHus 1o He3onacHocT Kirentekux OC. IInanuposanue u
peanusanps BitLocker. Inanuposanue n peanusarms wrdposaHus ¢ nomompio EFS. Hacrpoiika
GesomacHocTH kinenTeknx OC ¢ MOMOMIBIO rpynnosok nonmthkk. Hactpolika mudposanus nucka
¢ momomieto BitLocker. Peanuzaims pemrenms LEHTpanu30BaHHOro ynpaenenus EFS, Peanuzaims
PCLICHUA U1 BOCCTAHOBJIEHHS thaiinos, samuimenusrx EFS.
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43axear u ynpasienue o6pazam Kanenteknx OC

0630p Windows ADK. Ynpaenenue cpeoif npenyctanoBkn Windows (Windows PE). Cosnanme
Huexonnoro obpasa ¢ nomorsio Windows SIM u Sysprep. 3axBat U 06C/1YKMBAHHIIO 3TATOHHOTO
obpasa. Hactpolika u ynpaenenue cnyxGoii passepthiBanns Windows (Windows Deployment
Services). Hactpoiika Windows PE. Veranopka 5TaioHHoro KOMIIbIOTEpA C NOMOLIbIo dakina
oTBeToB. O6paboTka 3TAMOHHOrO KOMIBIOTEPA ¢ [IOMOLIBEO Sysprep. Cosnanue ¢aiina orBeros ¢
nomouero Windows SIM. Veranoska 3TatoHHOr0 KOMIIbIOTEpa C TIOMOILBE (paiiiia OTBETOR.
ObpaboTka 5TaJIOHHOrO KOMIILIOTEPA C TOMOMIHIO Sysprep. Services [lianupopanue cpesn
WindowsDeploymentServices. Veranoska u HAaCTpOkKa cepreproi porm WDS. 3axsar sTanounoro
obpaza ¢ nomompro WDS. Passeproipanie obpaza ¢ momousro WDS

STlianupoBanie ¥ PEANH3ANAS MATPALHH N0Jb30BATENbCKOI cpeabl

O630p c110c060B MUrpaLMK TTONIE30BATENLCKOMH cpensl. [InanrpoBanue Murpavmu
NONB30BATENCKOH cpepl ¢ noMomsio USMT. MuTpatiis cocTOSHMA MONb30BaTeNs C IIOMOIIBIO
USMT. IlnanupoBaHie MUrpaLiiH TT0Ib30BATENBCKOM cpenbl. Cosnanue u HacTpoiika XML-
aiinos USMT. C6op HaHHEIX U BOCCTAHOBIEHMS NpoguIIs MoNb30BaTeNs ¢ HoMoLp USMT.
Beinonnenne MUTpaLinu ¢ co3aHneM JKecTKHX CChITOK

6IlnanupoBanne i passeprbiBanne Kianeateknx OC ¢ nomomei Microsoft Deployment
Toolkit

IInanuposanue cpenst Lite Touch Installation. Peammanus MDT 2012 s Lite Touch Installation,
Hurerpauus cmysx6 passepreiBanus Windows ¢ MDT. [Inanuposanne cpenpi Lite Touch
Installation. Ycranorka MDT 2012 1 HeoGXOAMMEIX KOMIIOHEHTOB, Cospnanme n nactpokika MDT
2012 Deployment Share. PazsepTriBanye u 3axsar 00paza stanonnoit OC. Unrerpauus WDS ¢
MDT 2012 st obecneuenns Bo3aMokHOCTeH sarpysku PXE.

7IlnannpoBanye H pa3BepThIBaHue KianentTernx OC ¢ nomombnio System Center
Configuration Manager 2012

[Inannpoeanuecpensr Zero Touch Installation. TToarotoska caiita A4 passepThiBanisa OC.,
IocTpoenue sTanonHoro 06pasa Ha OCHOBE MOC/EI0BATEIBHOCTH 3ana4 Configuration Manager.
Hcrnonesopanue nocnenosarensnocts 3anay MDT s Pa3BepTEIBAHKA KIHEHTCKHX 06Gpas3os.
Inanuposanue HHGPaCTPYKTYpBI pasBepTHBAHKS onepauroHHoH cuctemsl. ITonroroeka cpepl
Zero Touch Installation. Hactpoiika makeros pasBepThiBaHus H 00pa3or cucremsl. [loaroroska
cpenel ZeroTouchlnstallation

SILnaHHpPOBAHME H PeANH3ALHT CYKG YIATEHHOIO mocryna (Remote Desktop Services)
O630p crmy:x6r1 yaaneunoro pabouero croja. Ilnannposanue cpeipt Remote Desktop Services.
Hacrpoiika passepreiBanus undpactpykrypsi BUPTYaIbHEIX paboumx cronor. Hacrpoiika foctyna
K IJTHCHTaM Ha 0CHOBe ceaHcoB (Session-Based Desktop). Pacimmpenue cpezpt Remote Desktop
Services B nTepher. Ilnanupopanue cpeast Remote Desktop Services. Hactpoiika cuenapms
HH(PACTPYKTYPBI BAPTYaIBHEIX PaboYUX CTONOB, Hacrpoiika ciienapus nocryma Ha ocHose
ceadcoB. [poexTuposanue nonuthk uuo3zos RDS. Hactpoiika nimosos RDS
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9¥Ymnpasienne BHPTYATH3AUHEH MOIB30BATENHLCKOTO COCTOSHHST s kaAeaTekux OC
OpraHn3auuu

O030p BUpTYyanusaumu npoduis mob308aTeIs. [Inanuposanye Bupryanusaumuu npodus
nonssosaresnd. Hacrpoiika nepemeinaemerx npoduiiei, NepeHanpasieHus ManoK W aBTOHOMHBIX
(offline) daiinos. Peanuzauus pupryanusanuu paborel none3opatens or Microsoft (Microsoft User
Experience Virtualization). [Ttaruposanue BUPTYanusauuu npouis nons3oparens. Peanusamms
BHPTYATTH3ALMH PO TIO/L30BATENA,

[0llnannpoBanne n peannzamus HHPPACTPYKTYPHI 00HOBIEH Il 1151 NOAdEPKRKM
kiadeHTckux OC opranuzannn

[InarmpoBanue uudpacTpykTyphi OGHOBNIEHHI T Opranmsauuu. Peamusauus mogaepxxn
0GHOBNCHMIA IPOrPAMMIIOro 0BECIIEHEHHS ¢ TOMOIIBIO Configuration Manager 2012. Ynpagneuue
OOHOBNIEHHSIMH /1l BHPTYANIbHBIX MALIHH U obpasos. Mcnionszoeanne Windows Intune s
yTpaBiieHus OOHOB/IEHHE POrPaMMHOro oGecreueH s, IInanuposanve nudpacrpykrypsr
oOHoBNeHus. Peanmusanus o6GHOBIIEHHI nporpamMMHOro obecriedenns ¢ nomowpto Configuration
Manager 2012. Peanuzaius o6HOBIEHMIT nporpaMMHOro obecrieyeHns s GubauoTex
BUPTYaJIbHBIX MALIKH.

l13amuTa KOMIBLIOTEPOB MPENPHATHS OT BPELOHOCHBIX HpPOrpaMm H HOTEPH TAHHBIX
O630p System Center 2012 Endpoint Protection. Hacrpotixa Endpoint Protection Client Settings u
MOHHUTOpHHIa cocToaHuA. Mcnonssosamme Windows Intune Endpoint Protection. 3amuta
knuenTckux OC ¢ momotusro System Center 2012 Data Protection Manager. Hactpoiika u
paseepThiBanue nomuruk EndpointProtection. Hactpoiixa NapamMeTpOB KIIMEHTA st II0AMePsKKI
Endpoint Protection. MOHMTOPHHT 3aLUThl KOHEUHBIX TOYEK. HacTpoiika u nposepka 3awuter
JAHHBIX KJIHEHTa

12MonHTOPHET IPOH3BOANTENLHOCTH H PabOTOCHIOCOGHOCTH HHpPaCTPYKTYPBI KIIHEHTCKHX
ocC

[IpouseoauTEIBHOCTE H PaGOTOCIIOCOGHOCTD uH(pacTpykTypel kineHtckux OC. Monuropusr
HH(PaCTPYKTYPbI BUPTYAILHEIX KIHEHTOB, Hacrpoiika Operations Manager st MOHHTOpPUHTA
BUPTYAJILHBIX CPE].

JlabopaTopubie 3ansTHS

38

JlaGopatopuas pabora Ne 1 ([Tpakruueckas [I0ArOTORKA)
OneHKka 1 OTIpe/IeNIeHHe IapaMeTPOB Pa3BepTHIBAHKS

Jlabopartopnas pabota Ne 2 (Ilpaktuueckas TIOArOTOBKA)
[Inanuposanme crpatersu ynpaenenus o6pasamu

JlaboparopHas paGora Ne 3 (IIpakTHueckas MOJOTOBKA)
HacTpoiika 6€30MacHOCTH KITHEHTCKUX CHCTEM

Jlaboparopras patora Ne 4 (ITpaktuueckas [IOATOTOBKA)
Hacrpotika mudposanus daiinos ¢ momomsio EFS

Jlaboparopnas paGora Ne 5 (ITpakTuueckas MOArOTOBKA)
Hoaroroeka o6pasa u cpenst npenycranorkn Yetanorka Windows ADK
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Jlaboparopnas pa6ota Ne 6 (IIpakTiueckas moarotosxa)
Cosnaunue stanonHoro o6pasa ¢ nomousro Windows SIM u Sysprep Cosnanue daiina oTBeToB ¢

nomMowepr Windows SIM

JlaGoparopras paGora Ne 7 (ITpakTuueckas NOArOTOBKA)
Cosnanue u 0benykHBaHHe 3TAJIOHHOTO 06pasa

Jlaboparopnas paGora Ne 8 (TIpakTuueckas [IOATOTOBKA)
Hacrpoiika u ynpasnenne Windows Deployment Services IlnanupoBanue cpemsr Windows

Deployment Services

Jlaboparopras pabora Ne 9 (Ilpakruyeckas mojroToska)
IlmanvpoBanye W peaikzalys MUTPAIMK TIOb30BATENLCKOM cpeanl

Jlaboparoprasg paGora Ne 10 (TIpaxTuyeckas noaroToeka)
Murpauus cocTOSHHUS NOMB30BATENS C CO3IAHHEM HKECTKHUX CCBUTOK

JlaGopatopHas paGora Ne 11 (TIpakThueckas noaroToska)
Ilnanuposanue U paspeproiBadme kiuentckux OC ¢ nomousio MDT

Jlaboparophas paGora Ne 12 (ITpakTuueckas IIOATOTOBKA)
IToAroToBKa Cpesibl [UTs Pa3BepPThIBAHKSA OMEPAMOHHON CHCTEMB

Jlaboparopnas paGora Ne 13 (IIpakTuueckas MOJTrOTORKA)
Henonsosanne MDT 1 Configuration Manager nis nogroroeku Zero-Touch Installation

JlaGopatopuas paGora Ne 14 (TlpakTuueckas MOJAr0TOBKA)
IInanuposanue ¥ peanusaius HHdpacTpykTypsl Remote Desktop Services

JlaboparopHas pabora Ne 15 (ITpakTuueckas MOJITOTOBKA)
Paciumpenne ocryna k Matepuer ans uadpactpykrypst RDS

Jlaboparopnas paGora Ne 16 ([IpakTuueckas NOATrOTOBKA)
PassepreiBatue 1 nopmepikka BUPTYanu3auuy Mpodusis moas30Baters

JlaGopatophas pabora Ne 17 (TlpakTuueckas MOJrOTOBKA)
Ilpoekrrporanue u peanuzaist PalinoBbIx cyK6

JlaboparopHas patora Ne 18 (ITpakTuueckas MOJFOTOBKA)
Peannsauus Client Endpoint Protection Hactpoiika Touku Endpoint Protection

JlaGoparopuas paGora Ne 19 (IIpaktuueckas [OArOTOBKA)
MOHUTOPHUHT TPOM3BOAMTENEHOCTH M PaBOTOCHOCOGHOCTH MHOPACTPYKTYpbl KnHeHTcKHx OC

Hacrtpoiika

Tema 2.2.
Peanuzanus cpeabi HACTOIBHBIX
NPHI0KEHWH,

Conep:xanue

1PaspaoTka cTpaTerun passeprbIBAHHS NP H/IOKEHAI

Onpenenenre 6usHec-TpeGosanuii as passepTEBaHHS npuiioxkeHuii. O630p cTpareruu
Pa3BePTEIBAHNSA TIPUIIOKEHUH. BeiOop nomxonsieli cTpaTeriy pa3sepTbIBaHUS IPHIOKEHMH 1T
otuca.

S
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Z/luarnocTaka u ofecnedcHAe COBMECTHMOCTH NPHJI0KEeHHi
Huarnocrika npo6neM copmecTMocTH npunoxeHui. OLeHKa U pealiH3aLMs peleHuii no
BOCCTAHOBJIEHUIO. PelieHre mpotieMbl COBMECTHMOCTH ¢ MOMOILBIO Application Compatibility
Toolkit. Yeraroska u vactpoiika ACT. Anasus TTOTCHLHANBHELX [TPOOIEM COBMECTHMOCTH.
Pewenne npoGnem coBmectuMocTH npunoskenmyi, ABTOMATH3ALHA Pa3BEPTEIBAHHS NPOrPAMMHBIX
Cpencte obecrneyeH s COBMECTUMOCTH (shims)

3PasBepThIBAHHE NPHIIOKEHUIA ¢ IOMOIILIO rpynnoBeix noaTak 1 Windows Intune
PassepTriBanne mpuioxeHuii ¢ MOMOLIBIO TPYNIOBBIX NONUTHK. PaseepTriBaHue npunosxkenuii ¢
nomowipio Windows Intune. PazsepTeisanue MPHWJI0XKEHHH ¢ IOMOUIBLIO MPYTIHOBEIX TIOJIMTHK.
3amyck cumymnsaumuu Windows Intune,

4Pa3BepTrIBAHNE IPHJIOKEHHH ¢ TOMOIbIO System Center Configuration Manager
Konuenumn passepreisanus npunoxenmuii ¢ nomometo Configuration Manager 2012.
PaspeptoiBanme npusioskenuii ¢ nomorsio Configuration Manager 2012. Cosnanue 3aIpocoB
Configuration Manager 2012. Cosnanue kosneximii nonb3oearene u yerpoiicrs Configuration
Manager 2012.

SPasBepTriBanns camMo0GemyRHBaeMBIX NPHJIOKEHH

Konuenuuu passepreieanms camooGeiryskupaeMpIx npunoxenuii. Hactpolika camoo6emysxuBaembx
npunozxennid ¢ Windows Intune. Passeproizanus CaMOODCITYKMBACMBIX TIPHIIOMKEHMIT C
Configuration Manager 2012. PazgepTrIBatnsg camoobeayKinBaeMBIx NPHIOKEHHH ¢ Service
Manager 2012. ITogroroska System Center Configuration Manager 2012 juia noJIepaKKkH Service
Manager 2012 Self-Service Portal, Hacrpoiixa ServiceManager 2012 Self-ServicePortal. Ilporepka
BOSMOIKHOCTH [IPEAOCTABIEHNs NPHIIOMEHHE NOIL30BATEIAM ¢ ToMoWbio Self-Service Portal.
6IIpoexTHpOBaHME H peaaH3aNHs HHGPACTPYKTYPhI BHPTYAIH3AMNM 1PeICTABICHHI
Onenka TpeOOBaHUIH BUPTYaIH3aUMH NPeACTABICHHUIE, ITnanuposanue uuppacTpykTypI
BHPTyaNU3alliM NpeACTaBenuH. PassepTrisanie nHdpacTpykTyphbl BHPTYanH3alHH
TpencTapienuii. PassepTeiBanme HHGPaCTPYKTYpPBI BEICOKOH FOTOBHOCTH IS BHPTYANTH3aLHM
NpencTaBIeHHNA

TloareToBKA, HACTPOIiKA H Pa3BePTHIBANHE MpeACTABJeHHIl BHPTYANH3AUHE NPHI0KEeH Hii
Onpenenenye crpaterun npeacTasneHuii BUPTYanu3alliy NIPHIOKEHHH. Pa3sepThiBanue
yAaneHHoro paboyero croma, RemoteApp, u RD Web Access. PaspepreiBanue npuioxennit na RD
Session Host. Hacrpoiika u PasBEpTLIBaHHE npunosenni RemoteApp. Iposepka Bo3MOsKHOCTH
HCIONB30BAHUA TIPHIIOAKEHNH ¢ momompio RD Web Access.

8IIpoexTHpOBaKHHE H Pa3BePTHIBAHHE Cpeabl BHPTYANH3AUHH NPUIOKEH il

O630p mopteneli BUpTyanusalmu npHIOKEHTI, PaspeprriBanue kommnorenToB HHPACTPYKTYPEI
BHPTyalnu3alHn Npunoxkendii. Hactpoiika kiuenrckoi MOVICPKKH BUPTYaNH3aLUH MTPUIIOKEHUIL,
IInanuporanme pazseprhiBanns App-V poreii B KOMIOHEHTOE, PasepreiBanue HH(PacTpyKTypHI
App-V. Hactpoiika knmenta App-V
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9lloAroToBKa K BHPTYATH3ANNH H PA3BEPTHIBAHHE BHPTYAJILHBIX NPUJIOAKCH I

[Moaroroeka npuioxxenwii a1s BEIMONIHEHHS B cpene App-V. PaseepreiBanue NpUIoKeHHH App-V.
Yeranoska u Hactpoiika App-V Sequencer. [Moarotopka TIPUIOKEHHH K BUPTYAIM3ALHH.
PaspepTeiBanue App-V npumoskenuii ¢ MoMoLbio Configuration Manager.

10ILranuposanme u peanuzauns Ge30nACHOCTH H 0GHOBIICHHS NPHI0KEHH I

Hnaruposanye 0GHOBNEHHS NPHITOKEHMUH. PazeepreiBanme oGuHoBeHuit ¢ ToMonisio WSUS.
PazeepTeiBaHue 0OHOBACHHI C IOMOLIBIO Configuration Manager 2012. Peanusauus 6e30nacHocTy
NpunoKeHHid. OGHOBIEHNE Pa3BEPHYTLIX MPHIOKeHHH. OGHOBIeHYE HNpUIoKeHui App-V.
Pazeeprhisanse nomuruk AppLocker s ynpaenenus 3aIyCKOM IPHIOKCHHH,

l11lnanupopanme n peannzanust 0GHOBIECHHS 1 3aMeHbI MPHJIOKE HHE

[lnanuporanue u peanusanysa o6HOBICHUS TIPHIIOKEHWIA 1 3aMeLLEHIs IPUITIOKEHHIA.
Ilnanuposanue u peanuzaiys cocyecTBOBAHHS NpujioxkeHHH. OGHOBNEHHE Pa3BePHYTHIX
IPUJIOKEHUH. 3aMeHa Pa3BEPHYTHIX TPUTOMKEHHIA, Hactpoiika cocymectoBanus pasmmunbix
BEPCHI MPUITONEeH S

12MonuTOpHHr pa3BepTLIBAHNS, HCNIOIB30BAHNS H NPOH3BOAUTEILHOCTH UIPHIOKEHAH
IInanuposanue u peanusanus uH(GpacTpykTypbi MOHHTOPHHT' IPHIIKEHUH. MeTpuku,
MHBCHTApH3alMA i aHAIH3 PECYPCOEMKOCTH MPUIIOKEHHH. MOHMTOPHHT HCMONB30BAHHS pecypcos
npunokenuit. Ilnannpoeaniie HHBEHTAPU3ALIMK TIPHITOIKEHHMIA, Opranusauus MHBEHTapU3aIuKy
TPOrpaMMHOI0 obecreyenns. MEeTPHKH HCTIONB30RAHHS IPUIOKEHMIL, Monuropunr
HCTONB30BaHKe pecypcos cepsepor RD Session Host npunoskenuamu. CHbKeHHE MUKOBOI
Harpy3KH Ha PeCypChl MPUIOKEHUAMHI

Camocrositensuas paGora

TemaTuka camocrosreabnoii paGors:

HoaroToska cooBiuennii, 10K1a10B, pedepaToB, KOMIMBIOTEPHEIX TIpe3eHTALHIA, paboTa ¢ nHpOPMALMOHHO-CITPABOYHBIMH U HUHPOPMALIHOHHO-

TMMOHCKOBBIMH CUCTEMAMH.

IIpomesxyTounas aTTecranus mo MAK.02.01, MIK.02.02 u MJK.02.03 B hopMe KOMIIEKCHOTO K3aMena

Paszpesn 3.

MJIK.02.03. Opranmanns
AAMHHHCTPHPOBAHHS KOMIILIOTEPHbIX
CHCTEM

110

Tema 3.1
IIpoexTHpoBanne u peann3auus
cepBepHOil HHQPaCTPYKTYpPBI

Copep:xanne

38

ITlnanuposanue anrpeiiga u MArpanun cepsepa
PexomeHnauun no anrpeiiny m murpanun. Cosfanue riana anrpei/la U MHTpauuH cepsepa.
[InanupoBanve BupTYanusaumu

2IlnanupoBanne H BHEAPEHHE HHQPACTPYKTYPSBI JJIsi PA3BepTLIBAHHA cepBepoB

Beibop momxomswedl  crpatermu  cosmaHus obpaszoB  cepsepa. Buenpemue CTpaTeruu
ABTOMATHYECKOTO pa3BePThIBAHUS

22

17




3IlnasupoBanne H pasBepThIBaHHE CepBepoB ¢ MCNOJIB30BAHHEM JIMCHETYEPA BHPTYATBHBIX
mamun (VMM)

OGz0p aucmeTdepa BUPTYATLHBIX MAIUMH B System Center 2012 R2. Peanuzauus 6ubnmorex u
npodunck AUCTieT4epa BUPTYANBHEIX MALITHH. IInanuposanue u passepTeiBaHUe cryxd VMM,
4llpoexTHpoBaHME W BHEApeHHe HHPPACTPYKTYPBI JiecoB H goMenHoB Active Directory
Domain Services

Ilpoexktuposanue neca AD DS. IlpoekTupoBanie W peanusanus MOBEPHTENBHBIX OTHOLLEHMI
Mexay  jecamu.  IlpoektmpoBaHme uuTerpauun ADDS ¢ WindowsAzureActiveDirectory.
lpoexTupoBanue u cozganue momenos AD DS. IpoexTuporanue npocTpaHcTs umen DNS g cpene
AD DS. Ilpoexrupoeanue 1oBepHTeNbHEX oTHOWEHH AD DS,

SIipoexTupoBanue n peanusanns uappacTpyKType1 noapasgenenuii (OU) u pazpewiennii AD
DS

[Imanmposanve pmenermpoBanms aAMHWHMCTPAaTHBHBIX  3anad. [lpoekTMpoBaHHe —CTPYKTYphI
noapasyeneduii OU. IlpoekrupoBanue u BHeJIpeHMe cTpaTeryu rpymn AD DS

6IIpoexTupoBanne u BReApeHHe cTpaTernn IrPyNNOBLIX NOJHTHEK

Cbop tpebyemoii urpopmanuu s MPOCKTUPOBAaHHA I'PYMIIOBEIX MOMMTHK. [IpoekTHpoBaHue w
BHEIIPERHC  TPYNIOBBIX  nonuTuK. [poekTupoBanme  o6paborku TPYTINOBBIX  TIOJHUTHK.
ITanupoBanye ynpasieH s TPyIIOBBIMU OTHTHKAME

/IIpoexTHpoBanne H peasusanus Qusnveckoii Tonomorun AD DS

[MpoexTHposanue W peanuzanus caiitor Active Directory. IlpoekTnpoBanue perikauun Active
Directory. IIpockruposanue pasmerienus KOHTPOJNEPOB JoMeHa. BHpTyanuzaims KOHTpoOsLIepos
nomena. [poekTupoBanue BEICOKOH NOCTYIHOCTH KOHTPOJIIEPOB JOMEHA

8IlmanHpoBaHue H peatn3anns XPaHHJIHIN TAHHBIX

ITnannpoBanue u BHeapenwe iSCSI SAN. [TnankpoBanue u BHespenwe Storage Spaces.
Ontamusaums ainoseix cnyx6 s (unuanos.

9IliannpoBanne N peanu3anHA 3ANHTHI ceTell

O630p mpoekTHPOBaHMA Ge30MacHOCTH CeTeli. IIpoexTHpoBanue W BHEAPEHHE WCMOMB30BAHMUS
Windows Firewall. [TpoektupoBasue u BHeJ(peHHe HHPpacTpyKTypsl NAP

101lpoexTHpOBaHHe M pealM3aLAS 3AIUTLI CIIy0 JOCTYNA K ceTH

[Inanuporanue u BHenpenne DirectAccess. Inanuposanne u eHempenne VPN, ITnanuposanue u
BHeapenue Web Application Proxy. IlmammpoBanue ciosHOl MH(PACTPYKTYpBI  Y/IaNeHHOTO

JOCTYIA

JlabopaTopHbie 3anaTHs

16

Jlaboparopras paGora Ne 1 (ITpaxtudeckas II0IrOTOBKA)
PaspepThIBaHKE BHPTYAILHBIX MAIIMH

Jlaboparopuas pa6ora Ne 2 (TTpaktrHueckas MOArOTOBKA)
Perucrpauus nons3osateneii ToKaILEHOM ceTH

JlaGoparopuas pabora Ne 3 (ITpaktuueckas NOATrOTOBKA)
YCTaHOBKa NIPaB IOCTyMA M KOHTPOIb HCTONB30BAHHS CETEBbIX pecypcos
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Jlaboparophas paGora Ne 4 (ITpakTuueckas LIOArOTORKA)
Peanusaiiis ycraHOBKH OOHOBIEHHH B HH(PACTPYKTYpe cepBepHOit BUPTYaIH3aliu

Tema 3.2,
Peannsauuns npoasunyToii ceppepHoii

HHPPACTPYKTYPBI

Cogep:xanne

54

10630p ynpasaenns Mentpom OGpadorkn Jannnix npeanpHATHN

O6zop LO/T npeampustis. O630p komnouent SystemCenter 2012 R2

2[lnannpoBanue 0 peaTH3ALNA CTPATErHH BHPTYAIH3ALHMN cepBepoB

Ilnannposanue passeprbiBabus AMCTIETHEpA BUPTyanbHbX MalmiH (VMM). Ilnanupopanue u
peanusaLys cepBepHOH BHPTYATHM3ALHH.

3IlnanupoBanne W peanusalms ceTeBoi HH(PACTPYKTYPBI H CHCTEM XPAHCHHS JAHHBIX IS
BHPTYAJIH3ANHH

[TnanupoBanme cMCTEM XpaHEHHS [T BUPTYaTH3aLmy, Peanusalus cHeTeM XpaHeHus i
BHpTyanusauui. [lnanuposanue u peanuszauus cereroii HHQPACTPYKTYPET U1 BUPTYaIIH3ALMH,
llnanuposanye U peajnzaLus BUPTYaNTH3ALMK CETH

4llnanupoBanne u pa3BepTHIBANNE BHPTYAJIbHBIX MAITHH

[Inanuporanue napamerpos BUpPTyanmbHpIX MammH. [1oaroToBKa K Pa3BEPTHIBAHHIO BHPTYAJIbHBIX
MALIMH € MCTONL30BAHWEM  HCNETYepa  BUPTyanbHbIx Mammd (VMM).  Passeproizanue
BHPTYaNbHBIX MAIIKH. [LIaHHpOBaHHe U peanu3alys perTHKy Hyper-V

SIlnapnposanue W peanusauuMs pemweHHs mno AAMHHHCTPHPOBAHHIO BHPTYAIM3ANHK
llnanupoBanue M peanuzalis aBTOMAaTH3AIMKM ¢ MCTIONB30BAHHEM System Center 2012 R2.
lnanupopanne W peaymsauua  MicrosoftSystemCenterAdministration. IInanuposanue wu
peanuzarps Self-Service ¢ uenonssopannem System Center 2012 R2. [TnanupoBanue U peanusaLys
YCTaHOBKH 00HOBI/IeHHH B HH(PACTPYKTYpe CEpBEpPHOI BUPTYATH3AIMY

6lliannpopanue H peaAnM3auUHA CTPATErHA MOHHTOPHHIA CepBePOB

Ilnanuposanwe MOHHTOpPHHra B Windows Server 2012 R2. O630p
SystemCenterOperationsManager. [InanupoBanie M HacTpolKa KOMIOHEHT MOHHMTOPHHTA,
Hacrpotiixa B3aumoneiicteus ¢ VMM

/IlnaHupoBanue H peaiuM3anus pemienuil BHICOKO AOCTYNHOCTH s (paiHAaoBbIX Cayxk0 H
M PHJIOKEeHH i

IInanuposanue u peanmsauua Storage Spaces. [Inanupopanue u peanuzauus DFS. ITnanupopanue
H peanuzauus NLB

8ILnanupoBanye 0 peaiH3aNAe pemeHnii BLICOKOi AOCTYNHOCTH HA OCHOBE KJIACTEPOB
[Inanuposarue uupacTpyKTyph OTKa30yCTOHYHBEIX KJIACTepOB. BHe/penne oTKa30ycToiumBoro
wnactepa. IliannpoBatue H pearmsaLus CUCTEMBI YCTAHOBKY OGHOBACHHE LTS OTKa30yCTOHYHBOrO
knacrepa. HMuTerpaumst OTKa3oyCTOMYMBBIX KJIACTEPOB U BUpTyaiusaund. IlnaHuposanue
pacnpeen€HHBIX 0TKA30yCTOHYHBBIX KIACTEpPOB

26
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IllnaumpoBanne W peanmsanus cTpaternn Oecmepeoiinoii paGorsr (Business Continuity
Strategy)

O630p crparerun Gecnepeboiinoi paGoTiL. IInanuposanme m peanwsaius crpaveruii PE3CPBHOTO
KonupopauusA. IlianupoBanue M peanuzaiys BOCCTAHOBIISHH. [TnanmpoBanue w peanuszaims
PE3EPBHOTO KOTIMPOBAHHS W BOCCTAHOBJIEHHUS BUPTYAIBHBIX MALIMH

10llnanapoBanue H peann3anus HH(PACTPYKTYPBI OTKPBITHIX KII0Yei

IInanmpoBanne u paseeprhiBaHuMe y10CTOBEPSIOLMX ueHTpoB. IlnanmpoBanue u peanuzanus
wabnoHos ceprudukaroe. IhianupoBanve w pea3anusl BLIJAYM M OT3BIBA CepTH(MKATOR.
llnanupoeanyie 1 peanHsaims apXMBALHH H BOCCTAHOBICHUS KITFOUCE

11 Mnanuporanue u pasreproieanue AD FS

ITnanuposanue w peanmsarms uugppactpyktypsi AD FS. TInauupoeanue w peanuzaus AD FS
Claim Providers u Relying Parties. Ilnanuposanse u peanuzaiua AD FS Claims u Claim Rules.
linanupoeanwe u peanmsauus Web Application Proxy

12Ilnannposanue n peannzanus R0cTynA K AAHHBIM 15 HOIb30BATEICH H yCTpoiicTB
[Inanupopanue m peanmzamus DAC. [Tnanuporanre moakmoueHus K pabouemy mecty (Workplace
Join). Inannposauue pabounx nanok (Work Folders)

[3IlnanupoBanne u peannzanus CITy?K0b1 yIpaBJ/ieHus paBaMu

O63op AD RMS. [Tnanuporanne u peanmsauus knacrepa AD RMS. [Mnanupoeanue u BHeapeHue
wabnonos AD RMS u nomurux AD RMS. lInanupoBanue u peanusais BHemHero Joctyna k AD
RMS. Tlnannpopanue u peanusanus szanmoneiictems AD RMS u Dynamic Access Control.

JlaGoparopusie 3ansTus

28

JIaGoparopnaa pa6ora Ne 5 (TIpakTiueckas MOATrOTOBKA)
Hactpolika KOMIOHEHT MOHMTOPHHTA H OCYLIECTRIICHHE MOHHMTOPHHTA JIOKAJTEHOM CeTH

Jlabopatophas pabota Ne 6 (Ilpaktuueckas IOATOTOBKA)
Bhenpenue oTkasoycroifunsoro knacrepa.

JlaGoparopnas paGota Ne 7 (Ipaktiueckas OATOTOBKA)
Peanusanus pesepBHOro KOMHPOBAHMS NAHHBIX M BOCCTAHOBICHUS

JlaGopatopnasa paGora Ne 8 (ITpaktrteckas [IOATOTOBKA)
OcyniecTBaCHNE 3aUIMTH IOKATBHON CETH OT HECaHKLIMOHUPOBAHHOIO IOCTYIA

JlaGoparopuas paora Ne 9 (Ipaxtuteckas [OATOTOBKA)
Peanvisauws BELIAYH H OT3bIBA CEPTH(HKATOE,

JlaGoparopnas paGora Ne 10 (Ipaktaueckas [I0AFOTORKA)
Peanuzanis apxeBauuy M BOCCTaHOBICHUA KITFOYCH

Jlaboparopuas paGora Ne 11 (Ilpakruueckas MOAroTORKA)
Pacuér ctoumocTH ceresoro o6opynoeanus u NPOrpaMMHOTO odecneyeHus

Camocrositensnas paGora

10

TemaTnka camocrosTensHoi paboThI

Honrotoexa coobmenni, foknamos, peepaToB, KOMITBEOTEPHBIX MPe3SHTALIA: pabota ¢ HHGPOPMALIMOHHO-CIPABOUHBIMHU H HHOPMAIMOHHO-

TOHUCKOBBIMH CHCTECMaMHM.
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IMpome:kyrounas aTrecramus mo MAK.02.01, MJIK.02.02 u MJTK.02.03 & (popMe KOMILIEKCHOTO YK3aMeHa

YTL02.01 YueGuan npaktuka 72
Bup pator 1 Conepxanne 12 3
Opranuzanms paGoTer BupTYanbHO 1 | Yeranoska ITO
MalllMHEI Ha [TEPCOHAIbHOM KOMIIBIOTEpE 2 Cosganue BHPTYANBHOMH MalllHHb]
3 _| Bbllo/IHeHHE OCHOBHEIX HACTPOEK BHPTYAIBHOM MAIIHHEL
Bupa paGor 2 Cogepxanne 12 3
Opranmsauus pa6ots! daitnosoro 1 | Veranoska OC Windows Server
ceprepa Ha 6aze OC Windows Server 2 | Hacrpotika ey daiimosoro ceprepa
3 | VnpaeneHne mpasaMu JocTyna
Bua pator 3 Copep:ranue 12 3
Opraunmzatps paGots! daiinoBoro 1 | Yeranopka OC Linux
cepeepa Ha 6aze OC Linux 2 | Hactpoiika cinyx6 (aiinosoro cepsepa
3 | Ynpasnenue npasamu locTyna
Bup pator 4 Copep:xanune 12 3
Opranusanus paGoTel MOYTOBOrO 1 | Yeranoska OC cepsepa
cepeepa 2 | VcraHoBka M HacTpoika ciiy»k6 TOYTOBOro cepsepa
3 | HacTpo#ika KIHEHTCKUX IPHITOKE M
4 | Tectnpoanue paboTl 1104TOBOTO cepEepa
Bua paGor 5 Cogepanue 12 3
Opranusauus paboTs! mmosa Aoctyma s | 1 | Yeranoska OC ceppepa mmiosza
HHTEpPHET 2 | VeraHoBKa M HACTPOHKa ciiy)k6 TIpOKCH- cepBepa
3| KOHTpOTb AOCTyNa KIMEHTOB K CEPBEPHBIM pecypeam
4 | dunbTpauus NakeToB 10 aapecy, aapecaTy | 1o IP-anpecy
Bug pator 6 Copep:ranue 12 3
Opranusaums paborst DHCP- cepsepa I | Yeranoska OC cepeepa DHCP
2 | YeraHoska u Hactpoiika ciyx6e1 DHCP & cocrape Windows win Linux
3 | Tectuposanue paGorsi DHCP - cepeepa
111.02.01 ITpoussoacTBeHHAS NPAKTHKA (o npodu.mo cnennanbAOCTH) 144
Bnpg pa6or 1 Coagepxanue 20 3
Yeranoeka ua ceprepn! H paGounce 1 | Opranmsanus paboTsl kouTponnepa naek Ha 6aze OC Windows Server
CTAHIHM: ONEPAHOHHEE CHCTEMBI H 2 | Opranusaumst paboTbl KOHTpoJLTepa 1aBH Ha 6aze OC Linux
HeoOXOmUMOe JUTst paGoTel TporpaMMHoe | 3 Yeranoska u HacTpoiika DNS- ceprepa
obecredeHne
Bux paGor 2 Copepxanue 20
Ioanepsxka B paGorocnocoGHOM I | OBHoBieHHe IPOrpaMMHOro OfecreyeHns
COCTOAHHH MpOorpaMMHoOe obecrieyeHue 2 | lpoeenenue anausa JUCKOBOrO MPOCTPAHCTEA U pacUIHpeHHe ero npu HeOOXOMUMOCTH
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CepBepOB W pabounx cTanumi

3 | PaBora c nomurnkamu u co ciyxbamu

Bupa paGor 3 Couepxanne 22 3
Perucrparms nonszosareneii nokansuoit | 1 YnpasieHue nos30BaTENsIMU H FPYITIOBLIME NOMHTHKAMH
CCTH M MOYTOBOIO CEpPBEPA, HASHAYAST 2 | YupapieHHe ¢ IOMOLIBIO PYHHOBBIX IOJMTHK
MIAEHTH(MUKATOPBI K MApPOIIH. 3 Pacnipenenienne nipas nonw3oBareneit
Bug pator 4 Copepxanne 20 3
O6ecneuenue cBoeBpeMeHHOTO 1 | PassepTeiBaHue cepBepa pe3epBHOTO KONHPOBAHUS
KOMHPOBAHHS, APXUBHPOBAHHA U 2 | ApxuBallug 1aHHBIX
PE3EPBHPOBAHMS JaHHBIX. 3 | Cbopxka 3epkansroro ToMa Ha Windows Server
Bua pator 5 Conepxanne 22 3
HpunasaTue Mep 1o BOCCTaHOBIICHHHO 1| IlpoBenenne MoHHTOpHHTa ceTH, pa3pabaTHBATL MPETOKEHHSA TIO PA3SBHTHIO
paboToCIIOCOOHOCTH IOKATBHOM ceTH HMHPPACTPYKTYPHI CETH
T cOOSX MITH BBIXOZE U3 CTPOS 2 | Kondurypuposanue mapmpyruzaropa u YHpPaBIsSeMOro KOMMyTaTopa
CeTeBoro 060pynoBaHus. Bousienenue 3 | Ucnonezoranue ciyxe6HOro NporpaMMHOro obecreyeH s s TECTHPOBAHHA LETOCTHOCTH
OLIHOOK MOIB30RATEIEH | NporpaMmMHOrQ vm@o,a.un:ooommonqx CEeTH
ofecreyents U NpUHATHE MEP TI0 HX
HCTIPABJIEHHIO,
Bug paGor 6 Copepxanue 20 3
Obecneuenne ceteroii GezonacHocTn 1 | ®opmHupoBaHye NOIHTHKH CETEBOTO B3aHMOJIEHCTRHS
(3a1LMTY OT HeCAHKLMOHUPOBAHHOTO 2 | umbTpauus TpaduKa ¢ HOMONbL30BAHHEM TEXHONOMHH HA CETEBbIX KPAaHOB
AocTyna K HHpOpMaLHK, TPOCMOTpa WK | 3 Opranusauus nepenayu TaHHBIX ¢ HCHOML30BAHUEM mupoBaHms
H3MECHEHHS CUCTEMHBIX (halinos 1
JAHHBIX), 6€30MACHOCTh MEKCETEROTO
B3aHMOAEHCTBHUA,
Bup pador 7 Copep:ranne 20 3
Ocy1uecTriieH1e aHTHBUPYCHOH 3amuTel | 1 | PaGoTa ¢ AHTHBUPYCHOH IIporpaMmoii
JIOKaJIbHOM BBIYUCITHTENLHON CeTH, 2 | Hacrpolika aHTHBHPYCHO#H MpOrpaMMel 715l BHINOMHCHAS CLEHApHER
CepBepOB M paboYMX CTaHIMIA 3 | loeTpoenne aHTHBUPYCHOH 3aIL{HThI JTOKANLHOMH CeTH
ITpomexyroynas arrecranns wo IIM.02 8
606

Bcero

HI1 XapaKTepHCTHKA YPOBHS OCBOSHHS yueGHOTro MaTepHana UCIOIL3YIOTCS CICAYIONHe 0003HAYCHIS:

1 — o3nakoMuTENBEHEL (y3HABAHME paHee H3YYeHHBIX 0OLEKTOB, CBOMCTB);

2 — penpoIyKTUBHBILH (BEITOIHEHHE JEATEABHOCTH 10 00pasily, HHCTPYKIHH HIH HOJ PYKOBOJICTBOM);

3 — HPOMYKTHRHBIA (ILTAHKPOBAHKE H CAMOCTOATENBHOE BEITONHEHMHE AEATCALHOCTH, PEIIEHHE ITPOOIEMHBIX 3a71a4).
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4. YCJIOBHS PEANTA3AITNA PABOYEM ITPOI'PAMMBI
INPO®ECCHOHAJILHOI'O MOIYJIsI

4.1. MaTepuansno- TexHmIeckoe obecmeveHne
Peaymmzanus nporpamme: AUCIHNIHHBL TpeOyeT HaNHYHd Y4eOHOTO KaGHHeTa HH(QOPMAHOHHEIX
PECYPCOB, OCHALIEHHOH 060pymOBaHmEM:
— KOMILIOTEPEL B KOMIUIEKTe (CHCTEMHBL 610K, MOHHTOD, KIIABHATYPa, MAHHITYIIITOP «MBILIEY),
~ JIOKaIbHAS CeTh ¢ BEIXOJ0M B MHTepHer,
— KOMILIEKT NPOEKIHOHHOTO 000pPY10BaHHIS (MyNBTEMEIUIHLLT IIPOEKTOP € HKPaAHOM),
— IHporpaMMHoe obecriedenne o6mero u IpoQeCCHOHANBHOTO HAa3HAYCHHS,

4.2 Undopmannonnoe obecnevenne 00yueHns

Ilepedens  ucmonssyempix YUeOHBIX  M3gaHMii, HHTEPHET-pecypcoB,  HOMONHUTEIbLHOM
JIMTEPATYPbI

OcHOBHBIE HCTOUHUKH:

1. Bapamumkos AW, Bapanunkos IL.A., T pomor  AIO.  Opramuwsanms  ceTeBoro
AIMUHUCTPUPOBAHUA : Yuebruk / AL bapanankos, II.A. baparunkos, AJO. T POMOB,
A.O. Jlomtesa. - M.: KYPC UHO®PA-M ;2019 —384¢ . — Teker : HENOCPEICTBEHHEIH.

2. Kennn A.M., KomucHndenxo H.H. Camoyunrems cuctemuoro amMueMcTpatopa/ A.M. Kenuwn,
JLH. Komicanuenko — 5-e usn.nepepad. u gom.- CII6.: BXB-Iletepbypr, 2019.- 608 c.: wr —
(CacreMubLit aIIMUHACTPATOp) . — TeKcT : HemocpecTBeHHbIA.

3. AIMHHMCTpHpOBaHHE ceTeilf Ha wiarpopme MS Windows Server / Briacos FO.B., Punkora T.1. —
M.:  Harnmonansurri OrkpriTeni  Yausepcurer «MHTYWUT», 2017. - 623¢. (OcHoBE
HH(OPMAIIMOHHEIX TEXHOJIOTHH). — TeKCT : Henocpe ICTBeHHLIIL.

ONEKTPOHHEIE PECypPCHI:

1. Bapanumkor AU, Bapamunkos  I1.A., I'pomor  AO.  Oprammsamus CETEBOTO
anIMUHHCTpHpPoBaHHs 2016 OUL] «Axamemusyy — Pescnm mocryna:
https://new.znanium.com/catalog/document?id=329957

2. AIMHHHCTpPHpOBaHME ceTeBoe: TEKIUH [ DIEeKTPOHHBIH pecype]. — Pexum  jocryma:
hﬁp://gendOCS.ru/‘v‘27580/JI@I{LIHH_‘i‘ﬁaﬂMHHHCTpHpOBaHHe_CGTeBOG.

3. Haunure m3ygars LINUX IpsMo ceryac! [DnexTponHkit pecype] / — Pesxum moctyma
https://losst.ru/nachnite~izuchat—linux-pryamo—sejchas

4. Maiigancknit U.C. Ceresbie PECYPCBL M MX YA3BUMOCTH [DNeKTpOHHBILA pecypc].—M., 1999 —
Pexum noctyna: http://ivmai.chat.ru/student/netrvuln/netrvuln.htm.

5. Axnmepcor O. Iptables Tutorial L.L1.19 [Onextporssii pecype] /Mlep. A. Kucenés. — Pesum
JocTyma: http://www.1inuxshare.ru/docs/security/iptables/iptables-tutorial.html

6. Uurepuer YHHBEDCHTET- HH()OPMAIHOHHEIE TEXHONOIHH" www.intuit.ru/departament

4.3 Odmmue TpedoBaHUA K Opraumsanuu 00pa3zoBaTeILHOrO npouecca

Peanuzauuns paGoueii TIPOTPAMMEI IPENy CMATPHBACT BOIMOKHOCTE HCTIONb30BAHILS PasIMYHEIX
00pazoBaTeTbHbIX TEXHONOrHH, B TOM YHC/IE NUCTAHIIOHHOLO 00yueHms.

Ilpu peanusanmu paGoueit IPOTPaMMET U1t 00y 4arONIHXCsl HHBATHOB H JIHIT ¢ OTPaHWYEHHEIMHA
BOSMOXKHOCTAMH  3JI0DOBBSL  (nanmee — OB3) IIPENYCMOTPEHO HMH(OPMAIHOHHOE oGecIeyenue
00y4eHHs1, BKIIOYarOmee HPENOCTaBlIeHNE yUeOHBIX MATEPHATIOR B pasnuuHEBIX Gopmax.

B pamkax ocpoenms paboueli mporpaMmer OCYMECTBIACTCH IPAKTHYECKas MOATOTOBKA
obyuarommuxcs.

Ilpaktuyeckas mogroropka — dopma oprarmzamuu 00pasOBaTeNbHON mesTeNbHOCTH IpH



IpakTryeckas moaroroska OCYTIECTBIAETCS B KOJLIEMKE H B CICNYIOIHX cTpyKTypax CI'V:
— IIPIIHHUT CT'Y umern HT. Yepneimesckoro,
— Berucnurensupni ueHTp CT'Y umenu H.I'. UepHriesckoro,
a TaIOKC Ha IIPUBENICHHBIX HEDKE IIPENPHATHAX H B OpraHH3aIHaX:
AO «HIIIT «KonTakTy:
AO «KBITAx;
AO «CA3»;
AO «HIIIT «AnmMazy;
AO «Tpancrioprroe MAIIMHOCTPOCHHE
[TAO «CD33 umennu Cepro Opmxonukuzey:
000 «C3I10-33My»;
000 «Hcrounnky;
00O «Pobepr Bom Capatosy;
000 «HIT® «Bemmeny;
000 «I'eopmsmarmy;
000 «KAPCAPy;
000 «Bout [Tayap Tyusy;
AO «CapatoBckuit TOHTPahUIeCKnii KoMOHHATY;
00O Durenscckoe NPHOOPOCTPOUTENEHOE 06he THHEHHE «Curnam;

AQO Onrenbeckoe OIBITHO-KOHCTPYKTOPCKOE Gropo «Curaamy uv. A, [myxapesa;
3A0 «CIITD2Cx;

00O 3asox «CapaToBrazasromatukay;

AO «KB «3nexrponputopy;

Caparosckoe orzenenne 000 BHCIpeHYecKas pupma «DJTHA»;
000 «MHTEPKAPA».

4.4 Kaaposoe obecnieuenne 00pazoBaTeNLHOTO Iponecea
TpeGosanua x KBATU(DHKALMA [ENArOrMUeCKIX KaZpos, obecreynBaommx obydyeHne 110
MEXITUCUUIITHHAPHBIM KypCaM:
HAIMIHE  BBICIIETO NPO(ECCHOHANLHOrO 00pa3sOBaHMs, COOTBETCTBYIOMIEro IPOQUIIO MOy
«Opranusanms ceteroro aAMHHECTpUpoBaHms» 09.02.06 Ceteroe u cucTemuOe aIMUHHCTPUPOBAHHUE.
Tpebosanust x pamuukamnum IICNATOTHYECKUX  Ka[pOB, OCYILECTBISIOMMX PYKOBOACTBO
NPAKTHKOMH:
TPEIOAABATEIN: HATHYHE BRICIIETO NPOdhecCHORANLHOTO oOpazoBamus, COOTBETCTBYIOLIETO MPOQHITIO

MOIYJIL  OpraHM3anms  CeTeBOro aaMuUHUCTpUpoBankg  09.02.06 Ceteroe g CHCTEMHOE
aIMHHHCTPHPOBAHHE.
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5.KOHTPOJIb 1 OLIEHKA PE3VJIILTATOB OCBOEHUS
HHPO®ECCUOHAJILHOT'O MOy

Pesynbratil (ocBoenubie odmue un
npojeccHOHATL HbIE KOMOETEHIHH)

OcHoenEIe moKazaTean onenku pe3ybTaTa

I1K 2.1 AIMHHUCTPHPOBATE  TOKATLHBIG
BLIMHCIIMTENIbHbIE CETH M MPUHUMATEL MEpBL 110
YCTPaHEeHHIO BO3MOMKHBIX cO0eB

YMCHHE aAMMHHCTPHPOBAHUA JIOKATbHBIX
BBIMHCIHTEIBHBIX CETEH;

as¢dexTusHOCTE [IPHHHMAEMbIX Mep IO YCTpaHeHHIO
BO3MOJKHBIX cGoeB;

YMEHHE CO3/1aBaTk U KOH(HIYPHPOBATH YYETHBIE
3aMUCH OTIAENBHBIX MOJIB30BATENCH 1
[ONIE30BATENILCKUX FPYILI;

YMeHHe o0ecnevurars 3alUMTY NPH DOOKIIOUEHHH K
HH(IZ)OpMaIlHOHHO-TeHeKOMMyHHI{aL[l/IOHHOﬁ cetu
"Unrtepuer" cpencreamu ONepPaUHOHHOM CHCTEMB]

InK 2.2, AIMUHHCTPUPOBATL  ceTeBbie
PeCYPCEI B HHDOPMAIIMOHHBIX CHCTEMAxX

YMEHUE yCTaHABMHBATL HHOOPMALHOHHYO cucTeMy;
YMCHHE CO31aBaTh M KOHQHIYPHPOBATE yueTHbIE
3aIMCH OTAENBHBIX MONL20BATENSH 1
MOJIb30BATENBCKHX TPYII;

YMEHHE PETUCTPHPOBATH MOJKITIOUCHHE K JoMeHy,
BECTH OTHETHYIO IOKYMEHTALIHIO;

YMCHHE yCTaHaB/IMBATb M KOH(UIYpPHPOBATE
@HTUBMPYCHOE NPorpaMmMHoOe obecneucHue,
nporpamMmuoe obecreuenue 6a3 JaHHBIX, IPOrpaMMHOE
TPAMOTHOCTL 0BecneveH s MOHHTOPHHTa;

YMEHHe 00ecre MBaTh SAMUTY [PU MOMKTIOUEHHH K
uHcpopMaupmHHo-TeneKOMmyHHKaLLMOHHoi’l CeTH
"HuTepHetr" cpencreamu OMEPALHOHHON CUCTEMBI

IIK 2.3. O6ecneunsars cOop maHHBIX g
aHalusa HCIIOJIB30BAHUS H
dyHKUMOHKMpORaHHA IIPOrpaMMHO-
TEXHHYECKUX CPSACTB KOMNBIOTEPHBIX CeTeii

YMCHHE PErHCTPUPOBATE MOAKTIOYEHHE K JOMCHY,
BECTH OTYETHYIO IOKYMEHTALIHIO;

YMEHUE PACCUMTBIBATE CTOMMOCTD JIMLEH3HOHHOIO
MPOTPaMMHOI0 o0ecTieueHus ceTeRoif
HH(PPacTpyKTypbi;

YMEHHC YCTaHABIHBATE U KOH(UIYPHPOBATH
AHTHBHDPYCHOE NPOrpaMMHOe ofeceucHue,
TporpaMmHoe obecnievenue Gas JaHHEIX, mporpaMMHoe
ofecnevenue MOHHTOPHHTa

IK 24. BsaumopneticteoeaTs co
CMCLMATIMCTAMY  CMEXKHOrO  mpoduns  npu
PaspaboTke METOAOB, CPEICTE M TEXHOMTOrHi]
MPUMEHEHUS  O0BEKTOR npodeccHoHaNbHOIN
AeATeIbHOCTH

YMEHHC PaCCUHTBIBATE CTOMMOCTD JTHUEH3HOHHOIO
NpOTrpamMMHOro obecrieueHns ceTeBoii
HHPaCTPyKTYpEI;

YMEHHE 0BeCIeYuBAaTE 3AUTHTY MPU MOAKITIOUSHUH K
uﬂcpopmauuOHHo-TeneKOMMyHnKauHOHHoﬁ ceTH
"Hurepuer” cpencreamu ONEPAUHOHHOMN CHCTEMbI

OK 01 Bei6upars crioco6sl pellieHns 3aqau
NpohecCHOHANBHOI NEATEeNBEHOCTH,
NPUMEHHTENBHO K PA3THYHLIM KOHTEKCTAM.

000CHOBAHHOCTE NOCTAHOBKH LenH, BeI0opa 1
NMPUMEHCHHS METOJIOB U CIIOCOGOR peleHus
NpoQecCHOHATEHBIX 3a4ay;

aNIeKBATHAA OLIEHKA H CaMOOLIEHKA ¢ deKTHBHOCTH U
KA4ECTBa BBINOTHEHUS POECCHOHANBHBIX 33Jay

OII 020cymecTrsTs TIOMCK, aHAITH3 U
MHTEpNpeTaniio HHhopMaLmy, HeoGX0aUMOL]
AT BBIMONHEHHS 38134 IPO(ECCHOHANBHOMN
NEATENbHOCTH.

HMCNOTIL30BAHUE PA3THYHBIX MCTOUHHKOB, BKITIOYAs
NIEKTPOHHBIE PECYpPCh, MeMapecypkl, Hutepuer-
PECYPCBI, MEPUONHHYECKHE H3NAHUA 110 CHELUATBHOCTH
ATl PELICHUS IPO(ecCHOHANBHBIX 3anay
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OK 03 InanupoBare u PEeanu30BEIBATE
cOOCTBEHHOE NPOdecCHOHATEHOE 1
JIHYHOCTHOE pa3BuUTHE.

ACMOHCTPALIUS OTBETCTBEHHOCTH 38 MPHHSAThIE
PelleHuUs;

0DOCHOBAHHOCTE camoaHanu3a 1 KOPPEeKLHUA
Pe3y/ILTaTOB COBCTBEHHOI paboTh

OK 04 PaGorate B ko/LIEKTHEE 1 KOMaH[e,
sdexTurHO B3auMOeiicTROBATD C
KOJUIEraMH, pyKOBOJICTBOM, KJIIHEHTAMH.

B3aMMOICHCTRHE C ofyuaromumucs, NpenojaBaTensMu
W MacTepamu B Xone 00y4eHus, ¢ pyKOBOUTEAAMH
y4€0HOIi ¥ MPOM3BONCTBEHHOH MNPaKTHK;
0DOCHOBaHHOCTL aHANH3a paboTel YIeHOB KOMAaHMBI
(MOAYHHEHHBIX)

OK 05 Ocywectaasts yeThyto u [THCBMEHHYIO
KOMMYHHKAIUIO HA FOCYTAPCTBEHHOM A3bIKE ¢
YHETOM 0C00eHHOCTEH COLMANBHOrO 1
KYTbTYPHOI'O KOHTEKCTA.,

FPAMOTHOCTE YCTHOH U MHCBEMEHHOM peun,
SACHOCTE tbopmynupoaaHm H UBIIOKEHHSA MBICTEH

OK 06 TTposienste rpacnancko-
HE[T‘I)HOTH'-{E?CK}’IO MO3HILTHIO,
ACMOHCTPHPOBATL OCO3HAHHOE [TOBE/ICHUE HA
OCHOBE 00LIIEYEI0BEUECKHX IEHHOCTEI,
MPHMEHATEL CTAHAAPThI AHTHKOPPYTLMOHHOIO
MIOBEIeHHMSI.

CoBIIFOIeHHe HOPM MOBeIeH s BO BpeMs yueOHbIX
3AHATHH U NIPOXOXKACHHA YueOHOMU 1
NIPOH3BOJCTBEHHOM NPaKTHK

OK 07 CopnetictsoBaTh COXPaHeHHIO
OKpY:Karowe cpesp, pecypcocbeperxenuio,
3 pexkTHBHO nelicTROBATE B Upe3BblYyalHbIX
CHTyaluIX.

oddexrrBHOCTL BBINONHEHMS npaeun Th Bo Bpems
Y4eOHBIX 3aHATHH, TIPH TPOXOMKIEHMH y4ebHOH u
NPOW3BOACTBEHHOH MPAKTUK;

SHAHUE U HCTIONB30BaHKE pecypcocheperaromux
TEXHOJIOTHH B 061aCTH TeekOMMYHHUKaLui

OK 08. Hcrions3orats cpenctea bHuznueckoii
KyJbTYpbl IS COXPAHEHHS M YKPeIIeH s
310POBbA B MpoLiecce MpoeccHOHANBHON
ACATENBHOCTH U NOANEPIKAHHE HEOBXOMUMOro
YPOBHS (PU3HYECKOH MOJrOTOBIEHHOCTH.

3 PeKTHBHOCTE BbIMOMHEHUS npaeun T Bo Bpems
Y4eOHbIX 3aHATHIA, TPy NPOXOXKAEHHH YYeOHOI 1
[IPOM3BOACTBEHHOH MPAKTHK,

OK 09. Mcnons3oeats undopMalionmbie
TEXHOJIOTHH B NPOecCHOHATBHOM
HAEATENBEHOCTH.

s bexTHBHOCTL HCTTONB30BAHNS HHPOPMALIOHHO-
KOMMYHHKAIMOHHBIX TEXHOJIOTHH B
NPO(ECCHOHAIBHOM NeATELHOCTH COMTACHO
(popmupyembiM ymMeHusM 1 [onyyaeMomy
NPAaKTHYECKOMY OITBITY

OK 10. TTone3zoBarses npotheccuonansHoi
AOKyMEHTALHEH Ha roCyYAapCTBeHHOM 1
HHOCTPaHHOM fA3BIKeE.

3 dexTHBHOCTL HCMONB30BAHKS B npodeccuoHanbHo
AEATENBHOCTH HEOOXOMUMOH TeXHUYEeCKO
AOKYMEHTAlHH, B TOM YHUC/IE HA AHTTIUHCKOM S3BIKE

DOpMBI ¥ METOZEI KOHTPOJIS M ONCHKH PE3yIbTATOB O0YYEHHS afanTHpPOBAaHBI IS obyqarommxcs
UHBAUIOE H sl ¢ OB3 ¢ yyerom HH/IMBUIYANbHBIX TICHXO()H3HYECKHX 0COOEHHOCTE!] (ycrHo,
NUCBMEHHO Ha Oymare, HHUCBMEHHO Ha KoMmprotepe, B (opMe TecTHpoBaHus T.1.). Ilpm
HEOOXOIHMOCTH IPCIYCMOTPEHO /IS HHX YBENHYCHHE BPEMEHH Ha NOATOTOBKY K 33a4eTaM u
OK3aMEHaM, a TaKXKe NpPENOCTABIEHHE NONOMHATEIHHONO BPpEMCHH 11 IIOATOTOBKH OTBETA HA
3a4eTe/3K3aMeHe U MPOBEIICHHE aTTCCTAllMH B HECKOJILKO 3TAIOB.
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