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B pesynbrare uneHTHQUKAIMKA PUCKOB (OPMHUPYEMBI peecTp, Kak MpaBHIIO, MIPEICTABICH
Ha0OpOM Pa3INYHBIX PUCKOB, KaX/bIi U3 KOTOPBIX COOTBETCTBYET ONPEAEIEHHBIM COOBITHIM WIH
YCJIOBUSM, KOTOpbIE B HacToOsIed paboTe HasbIBalOTCS (hakTopaMH pUCKa. 3ajgada YIpaBiIeHHS
MHOTI'0()aKTOPHBIMU pUCKaMH (HOPMYIHPYETCs NP JOMYLIEHUAX, YTO YPOBEHb PUCKA OIpPEeIseT-
csl MyTEM MAaTPUYHOW CBEPTKH PUCKOOOPA3YIOIIMX MapaMeTPOB: BEPOSTHOCTH (BO3MOXXHOCTb) Ha-
CTYIUIEHUS] PUCKOBBIX COOBITHH M TSAXKECTh UX MOCIEACTBUH, a 3aTpaThl Ha YIIPaBIeHUE PUCKOOOpa-
3YIOIIMMH NTapaMeTpaMH OMHUCHIBAIOTCS MOJIMHOMOM BTOpOro nopsiaka. [{ns kaxaoro ¢akropa puc-
Ka 3aJjauya ONTUMAaJBHOTO YIPaBICHHUS PUCKAMH pellaeTcs KaK MUHUMHU3AIMS OOIIMX 3aTpar Ha
yIpaBJIEHUE PUCKOOOPa3yIOIUMH NapaMeTpaMu MpH YCIOBHM, YTO UX COUYETaHUE OOeCHedHMBaET
3a/laHHBIMA YPOBEHBb pUCKa. 11 IOMCKA ONTUMAIIBHBIX TPACKTOPUM YIIPABICHUs PUCKAMM I KaXkK-
noro ¢dakTopa OTAEIbHO MPUMEHSIETCS YMCICHHBI METO/, OCHOBAaHHBIN Ha BBIOOpE HambOojee -
¢dexTuBHOTO HarpasieHUs. (P(HEeKTUBHOCTH HANIPABICHUN OINpPEEIIeTCs] KaK OTHOIIEHUE M3MEHe-
HUS PUCKA K U3MEHEHUIo 3aTpart. [l anpobanuy NpeayioKeHHOro MeTOa YIpaBIeHUs: MHOTO(ak-
TOPHBIMU pUCKaMH Ha 0a3e 31eKTpoHHBIX Tabmui Microsoft Excel co3gan mpororun nadopmaru-
OHHOM CHCTEMBI, KOTOpas B TEKYIIEH BEpCUM MOJACPKUBAET YNPABICHUE YETHIPbMs (akTOpamu
pHcKa, BBeJIeHHE JTI000 MOHOTOHHOW MaTpHIIBI PUCKA Pa3MEPHOCTHIO 4x4, TpeAcTaBiIsIomei co-
0011 HabOp KaTeropM4eCKUX BBICKa3bIBAHUH JIHMIA, IPUHUMAIOLIETO PELICHUS OTHOCUTEIBHO 3Ha-
YUMOCTH JUII HErO COYETaHHH PHCKOOOpa3yIoUIMX MapaMeTpoB (3TH OTPaHUYCHMS IIAHUPYETCS
CHATh TIPH pa3pabOTKe MPOMBINLIIEHHOTO oOpasia). [IpoToTun cTpouT TpEXMEPHYIO KapTy pHCKa
NyTéM MHTEPHOJSALUU BBEAEHHON I10JIb30BATEIEM MATPULIBI PUCKA C IOMOILNBIO aJUTHUBHO-
MYJIBTUIUIMKATUBHOW IIPOLEAYPHI KOMIUIEKCHOTO OLIEHUBAHUS, 4 TAKXKE ONTHUMAJIbHBIE TPACKTOPHUH
yIIpaBJICHUs] pUCKAMH JIs1 BCEX BBEACHHBIX (PaKTOPOB PUCKA.

DEVELOPMENT OF THE OPTIMAL MULTIFACTOR
RISKS MANAGEMENT INFORMATION
SYSTEM PROTOTYPE

A. O. Alekseev, K. R. Salnikov

As a result of risk identification, the generated register, as a rule, is represented by a set of
different risks, each of which corresponds to certain events or conditions, which in this work are
called risk factors. The task of managing multifactor risks is formulated under the assumptions that
the level of risk is determined by a matrix convolution of risk-forming parameters: the probability
(possibility) of the occurrence of risk events and the severity of their consequences, and the costs of
managing risk-forming parameters are described by a second-order polynomial. For each risk fac-
tor, the problem of optimal risk management is solved as minimization of the total costs of manag-
ing risk-forming parameters, provided that their combination provides a given level of risk. To find
the optimal trajectories of risk management for each factor, a numerical method based on the choice
of the most effective direction is used separately. The effectiveness of directions is defined as the
ratio of risk change to cost change. To test the proposed method of multifactorial risk management
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based on Microsoft Excel spreadsheets, a prototype of an information system was created that, in
the current version, supports the management of four risk factors, the introduction of any monotonic
risk matrix with a dimension of 4 x 4, which is a set of categorical statements of a decision maker
regarding the significance for combinations of risk-forming parameters (these restrictions are
planned to be removed when developing an industrial design). The prototype builds a three-
dimensional risk map by interpolating a user-entered risk matrix using an additive-multiplicative
complex assessment procedure, as well as optimal risk management trajectories for all introduced
risk factors.

B Hacrosmeit pabote uccienyercst 3afada ynpaBJieHUs MHOTO(PaKTOPHBIMU
puckamu [1]. OnpenenéHubie COOBITHS UIIA YCIOBHS, KOTOPhIE MOTYT MPUBECTH K He-
raTUBHBIM IOCJIE/ICTBUSIM B HAcCTOsIIEeH padoTe Oy/ieM Ha3bIBaTh pakmopamu pPUCKa.
JUist OTAMYMST TOHSATUM BEPOATHOCTH (BO3MOXKHOCTH) HACTYIUICHUS] PUCKOBBIX COObI-
TUW U UX TIOCIIEJICTBUSA, KOTOpPhIE MHOTJA [2] Takke Ha3bIBAIOT (DAKTOpAMU pUCKa Ha-
pSZly C PUCKOBBIM COOBITHEM, MEpBble Oy/ieM Ha3bIBATh PUCKOOOPA3VIOWUMU Napa-
mMempamu.

ByneM cuutaTh, 4TO pa3ziuMyHbIE COYETAHUS PUCKOOOPA3YIOIIMX NapameTpOB
MMEIOT OTJIMYAIOIIHMECS] OLUEHKH 3HAYMMOCTU PHUCKA JJIA JIMIA, NIPUHUMAIOIIETO pe-
menus (ganee — JITIP). [Toatomy mist popmanmzaruum otHomenus JIINP k puckam Oy-
JIeM CTPOHUTb MaTpUIly pUCKa, B KOTOPOU isi 0003HAUECHUS KAaTErOpuil pucka, ydu-
THIBAIOIIUX BEPOSITHOCTH (BO3MOKHOCTH) HACTYIUJIEHUS PUCKAaMHU U KJIACCOB (KaTero-
puil) OMACHOCTH, YYUTHIBAIOIINX TSKECTh UX MOCIEACTBUNA COOTBETCTBEHHO BBEIEM
nepeMeHHble XpeP (oT aHri. probability — BepositHocTh) U X-€C (OT aHIJI. conse-
quences — MOCIeACTBUS).

B nactosmeit pabote Oyaem UCHONb30BaTh MEPEUCHb U3 4 KATETOPUN PUCKA U
YEeThIPEX OAJUIbHBIE IIKAJIbl, COOTBETCTBYIOUIME HMX 3HAYUMOCTU. MHOXECTBA 4uC-
JICHHBIX 3HAYEHUI BBEAEHHBIX MEPEMEHHBIX 3afatoTcs kak P={1, 2, 3, 4} u C={1, 2,
3, 4}. Beenénunbie MmHOecTBa P u C SBISAIOTCS 6a3uCOM MaTPULbl pUCKA. DJIEMEHTHI
MaTpPHULIbI TIPECTABISIOT OO0 OaMIbHBIE OIIEHKH, COOTBETCTBYIOMINE 0000IIEHHBIM
(HOCKOJIBKY YUMTBIBAIOT U BEPOSTHOCTh, U TSHKECTh MOCJIEICTBUI BMECTE) KaTErOpH-
aM pucka (tabm. 1). O600mEHHYI0 KaTeroprio pucka OyJIeM 3amuchiBaTh fgajiee Xj,
Xz€R (ot anrin. Risk, puck), R={1, 2, 3, 4}.

Tabnuya 1
Hcnonab3yemble KAaTErOPUHM PHCKOB H COOTBETCTBYIOIIME CTPATETHH PearipOBAHMS HA HUX
3HAUYUMOCTb PUCKa B "
. O060061mEHHas KaTeropusi pucka PearupoBanue Ha puck
OaJUIHbHOM MIKaJIe

4 BBICOKUH PUCK 0TKa3 / YKIIOHEHUE

3 CPEIHUM pUCK nepenaya

2 YMEPEHHBIN PUCK CHIDKEHHE

1 HU3KHH PUCK [IPUHSATUE

Br16op yeThipéx OamipHOM HIKaidbl 00YCIOBIEH TE€M, YTO CYHIECTBYET UEThIpE
KJIACCUYECKHE CTpaTernu pearupoBaHusi Ha pucku (Ttadmn. 1). OmeIT mokaszan, 4To
JIITP ynoOHee 3amofHATh MaTPUILy pUCKa, OTIEPUPYS HE 0OOOIIEHHBIMU KaTErOPUSIMH
pHUCKa, UMEIOIIMMH a0CTPAKTHBIN CMBICI, @ KOHKPETHBIMU CTPATETUSIMU pearupoBa-
HUSL.
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Martpuiia pucka npeacTaBiisieT co00i MOJAMHOKECTBO JI€KapTOBOTO MPOU3BEEC-
HUst XpxXc*x Xy, KOTOpas, 1Mo CyTH, ONpeeseT 0TOOpaKeHUE U3 MHOKECTBA XpX X B
MHOKECTBO Xz. COOTBETCTBEHHO MATpHIly pUCKa MOKHO HHTEPHPETUPOBATH Kak
JTUCKPETHYIO TIePEKIIIoYaTeIbHYI0 (PYHKIINUIO ABYX nepeMeHHbIX XR(Xp, X¢).

Ha puc. 1 nokazan npumep HeyObIBaroIIeld MaTpUIlbl PUCKA, MIEpBas CTPOKa U
NEepBbI cT00€1] KOTOPOH PacloIOKEeHbl B HUXKHEM MPaBOM yriie. TO CIENaHo s
ya00CcTBa COOTHECEHHUS YMCIICHHO 3aIloHEHHON Matpulbl (puc. 1) u rpaduyeckoit
KapThbl PUCKOB (PHUC. 2), KOTOPYIO MOXHO MOCTPOUTH ITyTEM MHTEPHOJSLUNA MaTPULIBI
pucka. TpeboBanue He YOBIBAaHHWS MOXKHO OOBSICHUTH TE€M, YTO PHUCK HE MOXET
YMEHBIITUTKLCS TI0 MEPE POCTa JII0OOT0 PUCKOOOPa3yIOIIEro mapaMerpa.

Xp
414/4|3]| 4
413|132 3
31322 2
212121 1

Xe 4 3 2 1

Puc. 1. Ilpumep uncnenno
3aI10JIHEHHON MaTpPHILIbl pHUCKa

B nacrosiieit pabote npeasiaraeTcs CTpOUTh TPEXMEPHOE MPEICTAaBICHUE Kap-
Tbl PUCKOB. VHTEpHoisiuuss MaTpullbl PUCKA BBINOJHEHA C MOMOIIBIO aJJHUTHBHO-
MYJIbTUIUIMKATUBHOM NPOLETypbl KOMIUIEKCHOTO OLICHUBaHUA [3, 4].
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Ta&ecTh MOCTETCTRNI B CAVUAE HICTVILICHIN PICKOS
Puc. 2. [ToBepXHOCTh HENPEPHIBHON (HYHKIIMU CBEPTKU

PUCKOOOpa3yOIMX MapaMeTpOB, TIOTyICHHAS
B PE3YJIbTATE MHTEPIOJISAIIUN MAaTPHUIIBI PUCKA

Paccmorpum MopenbHBIN TipuMeEp, B TaOuIe HIDKE (Tabd. 2) MpUBEACHBI, Te-
KyIIHE TOJOXKEHHs] PUCKOOOpa3yIoIIMX MapaMeTpoB HECKOJIbKHUX (DaKTOPOB PHUCKA,
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MIPEICIIbl X CHIDKEHUS B PE3yJIbTaTe yIPABICHUS KAXKIBIM OTACILHBIM PHCKOB, a TaK
e rmapameTpbl PYHKIMH, ONMCHIBAIOLIMX 3aTpaThl HAa yrpaBlieHue puckamu. Kak u B
pabotax [3, 4] OyneM cuuTaTh, UYTO 3aTpaTHbIE (PYHKIIUM MPEACTABISIOT CO00M 00-
paTHYIO (PYHKIIMIO YaCTHOTO CiIy4asi Mpou3BOJCcTBeHHON QpyHkiun KobOa-Jlyrnaca u
onpenensiercs ypasueruamu C(Xp)=a X", C(Xo)=aXc .
Tabnuya 2
IMapaMeTpsl MOIEJILHOTO PUMepPa

[Ipenensl CHUXKEHHST PUCKO- N
Texymue 3HaueHUs [TapameTps! HyHKIIHIA,
00pa3yIoIMX MapamMeTpoB B
Ne | Peectp | PHCKOOOpasyromux OIIHMCHIBAIOUINX 3aTPaThI
pe3yJIbTaTe yIpaBJICHUS PHUC-
I/ | PUCKOB I1apaMeTpoB ML Ha YIpaBJIEHUE PUCKAMU
Xp Xc XPmin Xcmin a a
1 | puck 1 3 4 2 2,5 2,5 1,6
2 | puck 2 4 4 1,3 1,2 1,3 1,5
3 | puck 3 1,5 4 1 1 1 3
4 | puck 4 4 2 1 1 1 3

JlJis moucKa ONTHUMAJIbHBIX TPAEKTOPUN YMNPABIEHUS PUCKAMHU JUIS KaXKIIOTO
dakTopa OTAENHPHO MPUMEHSETCS YHUCICHHBI METOJ, OCHOBAHHBII Ha BBHIOOpE Hau-
6osnee »¢¢dekTuBHOrO HampapieHUs. DPPEKTUBHOCTh HAIMPABICHUN OIMpenesIeTCs
KaK OTHOIIIEHHWE U3MEHEHHUs pUCKa K U3MeHeHHIo 3atpar. [logpoOHo 3TOT MeToA omnu-
caH B pabore [4]. [I[puMeHHUTEIEHO K pacCMOTPEHHBIM puckam (Tabi. 2) onTuMab-
Hbl€ TPACKTOPUHU MX YIPABIEHUS MOKa3aHbl HA pUCYHKE HIDKe (puc. 3). Onrtumaib-
HOCTh TOJpPAa3yMEBAET, YTO JHOOOE JIOKAJbHOE OTKIOHEHHE OT TPAaEeKTOpHM OyneT
CTOUTb JOPOKE.

3|3l a3 32|+

R R A R A

sl o] wl el s2ala]a]2]s

Puc. 3. [IpubnuxeHHbIC K ONTUMAIBHBIM TPACKTOPHH
yIpaBlieHUs MHOTO(PAKTOPHBIMH PUCKAMHU:
nuck Ne 1 — kpacHbIii; Ne 2 — cunmit; Ne 3 — cupeneBsiit; Ne 4 — u€pHBIi
cKk Ne | ac ;Ne2—c ; Ne 3 — cupene ; Ne 4 — g

Ha puc. 4 npuseena sxpanHas popma cosganaoro B Microsoft Excel® mpoto-
TUTIa THOOPMAITMOHHON CHCTEMBI.
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Ilone BBOJA CBENEHUM O TEKYLIEM COCTOSHHUM DPHUCKOB
U IIpefennax UX CHIDKEHHs, a TaKKe ItapamMerpax 3arpart- Iose BBOMA
HBIX (YHKUUI Ha yIpaBleHHE PUCKAMU MaTpHIbl pucKa

Sharpemns

Tncropis ynpom e £ wowa farmepo

Tpesmepaoe NPEACTARTENRE KAPTH PRCKOS
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O06J1acTh IOCTPOCHUS TPEXMEPHOH KapThl | O061acTh IOCTPOCHHUS ONITUMAITLHBIX TPAEKTO-

PUCKOB pHii ynpaBJICHHsI pUCKaMHU

Puc. 4. Dxpannas ¢popma coznanHoro B Microsoft Excel® MpPOTOTHUIIA
MHQPOPMAIIMOHHOHN CHCTEMBI ONTHMAaIBHOTO YIPaBICHUS MHOTO()AaKTOPHBIMU PUCKAMHU

Co3laHHBIN TIPOTOTUI B TEKYIEH BEPCHH IMOJACPKUBACT YIIPABICHUE JO Ye-
THIPEX (PaKTOpOB pHCKa, BBEJACHUE OO0 MOHOTOHHOW MaTpPHIIBI pUCKA pa3MEPHO-
CTBIO 4X4. DTH OrpaHUYCHHS TUTAHUPYETCS YCTPAHUTH IIPH pa3pabOoTKe MPOMBIIILICH-
HOTo o0pasIa.

[ToMuMO 3TOTO, TUTAHUPYETCS PACIIUPUTE (HYHKIIMOHAT CUCTEMBI U OTIPEICIIATh
ONTHMAaJIbHOE YIPABJICHHE PHUCKAMU C yYE€TOM 3aTpaT Ha IPUBJICYCHHE 3aEMHBIX
CPEJICTB, BEJIb YE€M BBIIIIC PUCK, TEM BBIIIE MPOIEHTHAS CTaBKa IO KPEIUTY.
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